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Date: 



From:

System Owner, System Name



IC/Office



National Institutes of Health (NIH)
To:

IC Authorizing Official


IC/Office



National Institutes of Health (NIH)

Subject:
Risk Acceptance Memorandum for (INSERT System Name)

FIPS 199 Security Categorization of the Information System: 

Confidentiality: 
  Integrity: 
  Availability: 
______
Overall FIPS Categorization Level:

_________________________________
Finding ID# and Summary:

<Provide reference to the assessment report/result>

Risk Statement:

<Describe the Condition/Scenario/Event that represents a risk to the system, and a description of the possible loss or incident that may occur.>.
Impact Statement:

<Describe the impact to the Business Mission, Assets, and/or Individuals as a result of the Risk and the level of this risk.>
Risk Level:

Low:_________ Moderate:_________ High:_________

Justification for Noncompliance or Deviation:

<Explain why controls cannot be implemented (i.e., due to technical limitations, conflict with mission requirements, and/or other circumstances).>
Compensating Controls:

<In the absence of the controls recommended by the assessor, what compensating controls will be implemented? If applicable, please specify the control number(s) from NIST SP 800-53 (The current).>
Statement of Residual Risk:

<Provide a justification for how the proposed compensating controls will provide a level of security and protection equivalent to the capability or level of security and protection that  is needed for the information system.  If a waiver is required, include a reference to that document and attach a copy.>
Risk Response Request:

<The System/Business Owner requests a risk acceptance decision for the following reasons/scope and duration.>
System/Business Owner                                 Date_________________________________

Approval and Conditions:

I hereby acknowledge that I have reviewed the aforementioned request for a Risk Acceptance decision, and certify that:

 FORMCHECKBOX 

Yes. I understand and accept responsibility for the outstanding risk related to the deployment and use of this application or service for the requested scope and timeframe.   <Insert reason for acceptance such as:  I find the compensating controls are adequate, or the risk to the organization’s mission is acceptable; therefore, additional controls need not be applied.>
 FORMCHECKBOX 

Yes, for temporary period while controls are improved.  I accept responsibility for the outstanding risks related to the deployment/ use of this application or service; however, I find the current level of control inadequate.  The following controls must be implemented by <date>:
<List the scope and timing constraints and/or controls that need to be implemented.>

 FORMCHECKBOX 

No. I find the residual risk greater than the potential business benefit.  This risk acceptance request is denied.  The System Owner is to provide an action plan to mitigate this risk no later than <Provide date>

_____________________________________







Authorizing Official or 



Date

Authorizing Official Designated Representative

Signature  


_____________________________________







IC ISSO or Risk Functional Manger


Date


(As applicable)


Acceptance by the NIH Chief Information Security Officer (CISO) and the NIH Chief Information Officer (CIO) is needed for a risk that is categorized as a HIGH risk OR a risk that is associated with a NIH Enterprise System.
 FORMCHECKBOX 

No, this risk acceptance does not require concurrence by the NIH CISO and the NIH CIO.
 FORMCHECKBOX 

Yes, this risk acceptance requires concurrence by the NIH CISO and the NIH CIO.

 FORMCHECKBOX 

 Yes, I/we approve this Risk Acceptance 

 FORMCHECKBOX 

 No, I/we do not approve this Risk Acceptance.  See attached decision document.
_____________________________________







NIH Chief Information Security Officer                       Date


_____________________________________







NIH Chief Information Officer                                  
  Date

[image: image1.emf]_1376298230.doc
[image: image1.png]Public Health Service

National Institutes of Health
Bethesda, Maryland 20892

http://www.nih.gov

&/

&

&

¥
g
%

<
L

sERVICEg.O&
C DEPARTMENT OF HEALTH & HUMAN SERVICES



















