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1. Purpose

This document establishes policy for the implementation and content of National Institutes of Health (NIH) system warning banners.

2. Background

Before gaining access to a Department of Health and Human Services (HHS) computer and/or network, an Information Technology (IT) banner is displayed providing a notice of legal rights to the user (normally an employee or authorized contractor).  The use of these warning banners is mandated by the Federal Information Security Management Act of 2002 (FISMA), Public Law 107-347, which requires Federal agencies to ensure the integrity, confidentiality, and effectiveness of information security in the Federal Government.  The Act charges the Department of Commerce, NIST, with providing guidance for implementing the FISMA requirements.  The NIST Special Publication (SP) 800-53, Recommended Security Controls for Federal Information Systems and Organizations (as amended), also stipulates the use of a warning banner.

3. Scope

This policy applies to privileged access to all NIH government computers, applications, and IT resources whether by NIH staff or the public.  

4. Policy

Warning banners must be posted at all NIH logon points.  Where feasible, the banner should be interactive (pre-login), requiring users to click a button to accept the conditions.

The approved warning banner language is below.  Institutes and Centers (ICs) can add to the banner provided the additional language does not imply any level of privacy being given to the users, but cannot remove any of the approved language.

4.1 Approved NIH Warning Banner


***WARNING***

You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network, and (4) all devices and storage media attached to this network or to a computer on this network.  This information system is provided for U.S. Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following.

You have no reasonable expectation of privacy regarding any communications or data transiting or stored on this information system.  At any time, and for any lawful Government purpose, the government may monitor, intercept, record, and search and seize any communication or data transiting or stored on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

4.2 Alternative Banners

A series of alternate warning banners is presented in the following paragraphs.

4.1.1 Connecting to NIHnet
In cases where a user is connecting their computer to NIHnet but they will not be logging into a government information system, the warning banner below may be used.  (A situation where this is appropriate is on the web page that some network access control solutions can be presented to unregistered computers.)

***WARNING***

You are accessing a U.S. Government information system, which includes:  (1) this computer network, (2) all authorized computers connected to this network, and 3) all devices and storage media attached to this network or to a computer on this network.  This information system is provided for U.S. Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following.

You have no reasonable expectation of privacy regarding any communications or data transiting or stored on this information system.  At any time, and for any lawful Government purpose, the government may monitor, record, intercept, and search and seize any communication or data transiting or stored on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose.

4.1.2 Size Restrictions

In cases where there is a restriction to the number of characters that can be used, e.g., VPN login screen or stickers posted on a small space, the following wording can be used.


***WARNING***

You are accessing a U.S. Government information system which includes this computer, network, and all attached devices. This system is for Government-authorized use only.  Unauthorized use of this system may result in disciplinary action and civil and criminal penalties.  System users have no expectation of privacy regarding any communications or data processed by this system.  At any time, the government may monitor, record, or seize any communication or data transiting or stored on this information system.
4.1.3 Public Websites

For public facing web pages to which the public has privileged access, the following warning banner can be used.


***WARNING***

You are accessing a U.S. Government web site which may contain information that must be protected under the U. S. Privacy Act or other sensitive information and is intended for Government authorized use only.   Unauthorized attempts to upload information, change information, or use of this web site may result in disciplinary action, civil, and/or criminal penalties.   Unauthorized users of this web site should have no expectation of privacy regarding any communications or data processed by this web site.  Anyone accessing this web site expressly consents to monitoring of their actions and all communication or data transiting or stored on or related to this web site and is advised that if such monitoring reveals possible evidence of criminal activity, NIH may provide that evidence to law enforcement officials.

5. Roles and Responsibilities

The primary individuals listed below may assign a designee to carry out these responsibilities.
5.1 NIH Chief Information Officer (CIO)
The NIH CIO establishes and ensures that the implementation of this policy at NIH is consistent with all other Federal, HHS, and NIH rules and regulations. 
5.2 NIH Chief Information Security Officer (CISO)
The NIH CISO implements this policy within NIH, ensures compliance, and approves all exceptions.
5.3 NIH Institutes and Centers Chief Information Officer (IC CIO)
The IC CIO provides the resources necessary for this policy implementation; training of IC employees, as appropriate; implementing security controls required; and reporting this policy implementation status to the NIH CISO.  The IC CIO is also responsible for ensuring that IC specific policies/guidance/standards are written and implemented, as applicable.
5.4 IC Information Systems Security Officers (ISSO)
The IC ISSO coordinates the implementation of this policy within his or her IC, monitors and ensures compliance, and submits exception requests to the NIH CISO.
5.5 System Owners
System Owners ensure that systems under their control adhere to this policy, or that a current policy waiver is in place.
6. Compliance and Oversight

Where deviations from this policy are necessary, requests for policy exceptions will be evaluated by the NIH CIO and the NIH CISO.  A waiver request must include a business case that specifies how the enforcement of this policy would restrict the mission of NIH and the specific compensating controls that will be implemented.  IC CIOs are responsible for submitting exception requests to the NIH CIO and the NIH CISO using the HHS Policy Waiver form.  The NIH CIO and NIH CISO will determine what additional documentation may be needed from the IC CIO submitting the request.
7. Applicable Laws and Guidance

HHS-OCIO Policy for Information Systems Security and Privacy

HHS-OCIO Policy for Information Systems Security and Privacy Handbook

NIST SP 800-53, Current Rev., Recommended Security Controls for Federal Information Systems and Organizations

8. Information and Assistance

Comments, questions, suggestions or requests for further information should be directed to the NIH/OCIO/ISAO.

9. Effective Date/Implementation

The effective date of this policy is the date the policy is approved.

10. Approved

__________ /s/____________________


_7/19/2011 _________

Daniel A. Sands





Date
NIH Chief Information Security Officer

Glossary

Privileged Access.  Authorized access of a specific user to a computer resource where credentials are supplied, e.g., user name and password.

Unprivileged Access.  Access of an unspecific user to a computer resource where credentials are not supplied since the resource is intended for public consumption.

For additional information or terms, please visit the NIH Master Glossary of IT Security Terms.
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Federal Information Security Management Act of 2002
http://csrc.nist.gov/drivers/documents/FISMA-final.pdf
HHS-OCIO Policy for Information Systems Security and Privacy

http://intranet.hhs.gov/it/cybersecurity/docs/policies_guides/PISSP/pol_for_info_sys_sec_and_priv_9-22-2010.pdf
HHS-OCIO Policy for Information Systems Security and Privacy Handbook
http://intranet.hhs.gov/it/cybersecurity/docs/policies_guides/PISSP/pol_for_info_sys_sec_and_priv_hndbk_9-22-2010.pdf
HHS Policy Waiver
http://intranet.hhs.gov/it/cybersecurity/docs/policies_guides/Waiver/hhs_policy_waiver.pdf
NIST SP 800-53, Recommended Security Controls for Federal Information Systems Current Rev.
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-2010.pdf
NIH Master Glossary of IT Security Terms
http://ocio.nih.gov/security/ISSO%20Glossary.doc
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