Contingency Plan/Disaster Recovery Plan
Sample Recovery Checklist
	Complete?
	#
	Activity Description

	
	
	Activate Recovery Plan

	
	1
	Have the Emergency Operations Center (EOC) relocated to the Emergency Backup Site (EBS) and have management of recovery operations assumed at the EBS

	
	2
	Obtain authorization to access damaged facilities and/or geographic area

	
	3
	Notify internal and external business partners associated with the system 

	
	
	

	
	
	Staff/Personnel Concerns

	
	4
	Check that all recovery teams arrived at the EBS

	
	5
	Provide adequate housing for all recovery team members

	
	6
	Provide a shuttle schedule (i.e., transportation) to transport recovery team members to and from hotels/motels to the EBS

	
	7
	Obtain a number of vehicles that are adequate for operations

	
	8
	Provide cash advances for the recovery team members to provide for meals and housing

	
	
	

	
	
	Recovery Activities

	
	9
	Upon arrival at the EBS, have all recovery team coordinators assembled and instructed to prepare a status report for the Emergency Management Team (EMT)

	
	10
	Obtain necessary office supplies and work space

	
	11
	Define Criteria for Returning to Normal

	
	12
	Decide Recovery Priorities

	
	13
	Assign Recovery Responsibilities

	
	14
	Have the Emergency Preparedness Coordinator (EPC) periodically update the EMT

	
	15
	Ensure that EMT members are able to access backup systems and perform essential functions

	
	
	

	
	
	Establish Communications

	
	16
	Have coordination between Building and Facilities Management and GSA established to repair or rebuild the existing primary facility or to construct a new facility

	
	17
	Verify that the XXXX (Data Center/ GSS) management can communicate with external agencies and customers

	
	18
	Establish alternate voice and data communications at the EBS
1. Establish communications between the EBS and the primary site
2. Establish communications between the XXXX (Data Center/ GSS) and external agencies and customers

	
	19
	Establish coordination between Building and Facilities Management and the PSC for all IT requirements

	
	20
	Have a copy of the Restoration Plan delivered to the PSC

	
	21
	Relocate the EOC to the EBS

	
	22
	Prepare a shift schedule to provide recovery system support for the next 30 days

	
	23
	Verify that management of recovery operations has been assumed at the EBS

	
	24
	Upon arrival at the EBS, have all recovery team coordinators assembled and instructed to prepare a status report for the EMT

	
	25
	Have the EPC update the EMT

	
	26
	Have the EMT preiodically provide updated status information to management

	
	
	Activate Alternate Site

	
	27
	Establish access security at the EBS

	
	28
	Establish time and attendance procedures at the EBS?

	
	29
	Have all recovery team coordinators report the status of recovery operations

	
	30
	Create a status board to keep the EPC updated on recovery operations

	
	31
	Develop a list of needed primary site equipment

	
	32
	Order new equipment

	
	33
	Have new equipment delivered and received by the Primary Site Coordinator (PSC)

	
	34
	Prepare additional press releases

	
	35
	In coordination with the Transportation Coordinator, have all backup copies of operating system software, database software, and application data software been transported and delivered to the EBS

	
	36
	Ensure that the security force is adequate for security operations at the primary site

	
	37
	Ensure that the security force is adequate for security operations at the EBS

	
	38
	Have all IT equipment and resources installed, tested, and certified

	
	39
	Implement all information security safeguards

	
	40
	Obtain the latest recovery system backup tapes for the EBS

	
	41
	Have the backup tapes restored/loaded at the new primary system

	
	42
	Have all operating system software, database software, and application data software tested and certified

	
	43
	Connect system to network or other external systems 

	
	44
	Operate alternate equipment successfully

	
	45
	Restore all critical systems within the maximum allowable downtime parameter

	
	46
	Establish backup processing at the EBS

	
	47
	Establish a system backup schedule

	
	48
	Ensure that users are able to access critical systems and perform essential functions

	
	49
	Make all vital records and materials available at the EBS

	
	50
	Incorporate information security for the backup systems

	
	51
	Ensure that the EMT members are able to access backup systems and perform essential functions

	
	52
	Ensure that all recovery team members have the required resources to provide system support to the users

	
	53
	Re-establish communications with the primary site

	
	54
	Recover all damaged files

	
	55
	Ensure that users able to logon and perform essential functions

	
	56
	Make copies of required system documentation available at the EBS

	
	57
	Prepare additional press releases
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