Contingency Plan/Disaster Recovery Plan
Sample Reconstitution Checklist
	Complete?
	#
	Activity Description

	
	
	Failure Assessment

	
	1
	Determine if the original site can be repaired or needs to be rebuilt

	
	2
	Write a detailed Failure Assessment Report

	
	3
	Send the Failure Assessment Report to the Emergency Management Team (EMT)

	
	
	

	
	
	Reconstitution Planning

	
	4
	Prepare a Restoration Plan

	
	5
	Review Restoration Plan with the Restoration and Primary Site Coordinators (PSCs)

	
	6
	Send the Restoration Plan to the EMT

	
	7
	Prepare a list of equipment to be purchased and installed at the primary site

	
	8
	Coordinate between Building and Facilities Management and GSA the repair or rebuild of the existing primary facility or to construct a new facility

	
	9
	Purchase the required equipment for installation at the primary site

	
	10
	Develop an installation and test plan for the new primary site (Data Center/ GSS)

	
	11
	Develop a Fallback Plan for concurrent operations

	
	12
	Construct a Fallback Plan in case the primary system fails

	
	13
	Have the PSC develop a Project Plan to return to normal operations

	
	
	

	
	
	Reconstitution Activities

	
	14
	Coordinate between Building and Facilities Management and the PSC the establishment of all IT requirements

	
	15
	Ensure adequate infrastructure support (power, water, telecommunications, security, environmental controls, office equipment, and supplies) for primary site

	
	16
	Periodically update the EMT on the status

	
	17
	Have all operational documents and resources available at the primary site

	
	18
	Restore all voice and data communications circuits at the primary site

	
	19
	Install hardware, software, and firmware

	
	20
	Establish connectivity and interfaces with network components and external systems (e.g., NIHnet, Data Center) at primary site

	
	21
	Test system operations to ensure full functionality

	
	22
	Schedule concurrent operations between the backup site and the primary site

	
	23
	Completely back up the recovery system (operating systems, utilities, backup and restore system/software, application(s), data files, etc.) in preparation for restoration operations

	
	24
	In coordination with the Transportation Coordinator, have all backup copies of operating system software, database software, and application data software transported and delivered back to the primary site

	
	25
	Test and certify all operating system software, database software, and application data software to ensure full functionality

	
	26
	Restore the primary system from the latest set of backup tapes 

	
	27
	Catch up with processing backlog

	
	28
	Initiate concurrent operations - run recovery systems and primary systems in parallel (only in DRP)

	
	29
	Plan the cutover schedule for a time that presents the least amount of interruption to the users

	
	30
	When the primary system is stable cutover system operations from the recovery system to the primary system

	
	31
	Secure, remove, and/or relocate all sensitive materials at the backup/contingency site

	
	32
	Prepare and have management review the “Return to Normal Operations” press release

	
	33
	Inventory and pack the backup tapes for shipment back to offsite storage

	
	34
	Provide copies of the latest backup tapes to the PSC

	
	35
	Return all system backup tapes (including the recovery system/application backup tapes) to offsite storage

	
	
	

	
	
	Plan Deactivation/Terminate Contingency Operations

	
	36
	Upon notification from the Emergency Preparedness Coordinator, shutdown the system

	
	37
	Notify personnel that contingency operations are concluded

	
	38
	Sanitize and shutdown the recovery system

	
	39
	Sanitize and shutdown all desktop workstations at alternate site

	
	40
	Shutdown the Emergency Operations Center (EOC)

	
	41
	Shutdown and secure the Emergency Backup System

	
	42
	Provide vehicles to transport recovery team members back to the primary site

	
	43
	Provide transportation back to the primary site for handicapped or disabled personnel

	
	44
	Return all recovery personnel to the primary site

	
	45
	Check that all recovery team members have returned from the EOC
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