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1.0 PREFACE
[bookmark: _Toc453667890] 
This plan was developed in response to the requirements of the following laws and regulations.
 
• Federal Information Security Management Act (FISMA) of 2002, Title III – Information Security, P.L.  107-347: A security plan must be developed and practiced throughout all life cycles of the agency’s information systems.
• Office of Management and Budget (OMB) Circular A-130, Management of Federal Information Resources: A system security plan (SSP) is to be developed and documented for each general support system (GSS) and major application (MA) consistent with guidance issued by the National Institute of Standards and Technology (NIST).
• Federal Information Processing Standards (FIPS) Publication (PUB) 199, Standards for Security Categorization of Federal Information and Information Systems.  This document defines standards for the security categorization information and information systems.  System security categorization must be included in SSPs.
• Federal Information Processing Standards (FIPS) Publication (PUB) 200, Minimum Security Requirements for Federal Information and Information Systems.  This document contains information regarding specifications for minimum security control requirements for Federal information and information systems.  Minimum security controls must be documented in SSPs.
• NIST Special Publication (SP) 800-18 Revision 1, Guide for Developing Security Plans for Information Technology Systems.  The minimum standards for a SSP are provided in this NIST document.
• NIST SP 800-53, Recommended Security Controls for Federal Information Systems: This document contains a list of security controls that are to be implemented into Federal information systems based on their FIPS 199 categorization. This document is used in conjunction with FIPS 200 to define minimum security controls, which must be documented in SSPs. This document is based on NIST SP 800-53 Rev 4, updated May 2010. Additional guidance in determining control levels is derived from NIST SP 800-53A, Guide for Assessing the Security Controls in Federal Information Systems, June 2010.
 
See Appendix O of this System Security Plan (SSP) for HHS and NIH Specific Laws, Regulations and Guidance. The SSP documents the current and planned controls for the [Insert System Name Here] System and addresses security concerns that may affect the system’s operating environment.  This SSP will be part of the Security Authorization package submitted to and approved by the Authorizing Official (AO), who will authorize or deny the [Insert System Name Here] to operate.
 
The format of this SSP was developed in accordance with NIST SP 800-18 Revision 1, Guide for Developing Security Plans for Information Technology Systems and NIST SP 800-53 Revision 4, Recommended Security Controls for Federal Information Systems and Organizations.
	[Insert System Name Here]

	System Security Plan
	Version 1.0



OFFICIAL USE ONLY  
	 [image: ]
	Page 14


2.0 SYSTEM IDENTIFICATION
[bookmark: _Toc453667891] 

2.1 System Name/Title/Unique Identifier
[bookmark: _Toc453667892] 
System Name: [Insert System Name Here]
UUID: [Insert Unique Identifier Here]
 
 

2.2 Security Categorization
[bookmark: _Toc453667893] 
The [Insert System Name Here] was evaluated against FIPS 199 and NIST SP 800-60 Revision 1, Guide for Mapping Types of Information and Information Systems to Security Categories.  The following FIPS 199 security impact ratings are outlined in the [Insert System Name Here] System Security Categorization (see Appendix C).
 

	Confidentiality:
	[Low/Moderate/High]

	Integrity:
	[Low/Moderate/High]

	Availability:
	[Low/Moderate/High]

	Overall security categorization:
	[Low/Moderate/High]


 
 

2.3 Information System Type
[bookmark: _Toc453667894] 
The [Insert System Name Here] is a [System, Subsystem, etc.].
Note: NCI’s guidance is that most systems will be classified as either a Minor Standalone system (if contractor or cloud hosted) or as a minor child application if the system resides within the boundaries of another already authorized system. If you feel that yours qualifies as a Major system or as a General Support System, please contact the NCI ISSO’s office (NCIIRM@mail.nih.gov) to review and confirm system classification.
  

2.4 System Operational Status
[bookmark: _Toc453667895] 
The [Insert System Name Here] is currently in the [Insert System State Here] state of the system development life cycle.
 
 
2.5 System Security Plan Completion Date
[bookmark: _Toc453667896] 
Completion Date: [Insert Completion Date Here]
 
 

2.6 System Security Plan Approval Date
[bookmark: _Toc453667897] 
In accordance with OMB Circular A-130, Appendix III, final responsibility for determining that the plan provides for reducing risk to an acceptable level should lie with the manager whose program operations and assets are at risk.  The date of the accreditation memo is the approval date of this document.
 

2.7 Information System Owner
[bookmark: _Toc453667898] 

	Name
	TBD

	Office Symbol
	National Institutes of Health

	Title
	Information System Owner

	Company Name
	

	Address
	

	Telephone
	

	Email
	

	Responsibility
	The information system owner is an organizational official responsible for the procurement, development, integration, modification, operation, maintenance, and disposal of an information system. The information system owner is responsible for addressing the operational interests of the user community (i.e., users who require access to the information system to satisfy mission, business, or operational requirements) and for ensuring compliance with information security requirements. In coordination with the information system security officer, the information system owner is responsible for the development and maintenance of the security plan and ensures that the system is deployed and operated in accordance with the agreed-upon security controls.  In coordination with the information owner/steward, the information system owner is also responsible for deciding who has access to the system (and with what types of privileges or access rights) and ensures that system users and support personnel receive the requisite security training (e.g., instruction in rules of behavior).  Based on guidance from the authorizing official, the information system owner informs appropriate organizational officials of the need to conduct the security authorization, ensures that the necessary resources are available for the effort, and provides the required information system access, information, and documentation to the security control assessor. The information system owner receives the security assessment results from the security control assessor. After taking appropriate steps to reduce or eliminate vulnerabilities, the 
information system owner assembles the authorization package and submits the package to the authorizing official or the authorizing official designated representative for adjudication.


 
 

2.8 Authorizing Official
[bookmark: _Toc453667899] 

	Name
	TBD (Note: The Authorizing Official must be a federal employee, and is usually the program manager for the contract. Regardless, the AO should NOT be the C.O.R. and cannot be a contractor)

	Office Symbol
	National Institutes of Health

	Title
	Authorizing Official

	Company Name
	National Cancer Institute

	Address
	

	Telephone
	

	Email
	tbd@nih.gov

	Responsibility
	An authorizing official is a senior official or executive with the authority to formally assume responsibility for operating an information system at an acceptable level of risk to organization operations and assets, individuals, other organizations, and the Nation. To do this the authorizing official relies primarily on: the completed security plan; the security assessment report; and the plan of action and milestones for reducing or eliminating information system vulnerabilities.


 
 

2.9 Other Designated Contacts
[bookmark: _Toc453667900] 

	Name
	Bruce Woodcock

	Office Symbol
	National Institutes of Health

	Title
	Information System Security Officer (IC)

	Company Name
	

	Address
	BG 9609 RM TW416 MSC 9720
9609 MEDICAL CENTER DR
ROCKVILLE MD 20850-9720

	Telephone
	240-276-5050

	Email
	bw150h@nih.gov

	Responsibility
	The information system security officer is an organizational official and has the following responsibilities: serve as principle advisor to the authorizing official, information system owner, or senior information system security officer on all matters relating to the security of the IC information systems; perform or oversee performance of day-to-day security operations of the systems; develop or assist in development of system security policy; ensure compliance with system security policy; coordinate/manage changes to the systems with the system owner and information owner, as necessary; assess security impact of system changes; and develop and update the system security plan.



	Name
	Suzanne Milliard

	Office Symbol
	National Institutes of Health

	Title
	Privacy Officer

	Company Name
	

	Address
	BG 31 RM 10A48 MSC 2580
31 CENTER DR
BETHESDA MD 20892-2580

	Telephone
	301-496-2999

	Email
	milliars@mail.nih.gov

	Responsibility
	The privacy officer is responsible for ensuring that the services or system being procured meet existing privacy policies regarding protection, dissemination (information sharing and exchange), and information disclosure.



	Name
	tbd

	Office Symbol
	National Institutes of Health

	Title
	Information System Manager

	Company Name
	

	Address
	

	Telephone
	

	Email
	tbd@mail.nih.gov

	Responsibility
	


 
  
 

2.10 General System Description/Purpose

[bookmark: _Toc453667901][Insert General System Description/Purpose Here]  
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2.11 System Environment
[bookmark: _Toc453667902] 
 

	Name
	IP Address
	Subnet
	IP Range
	Vendor
	Product
	Model
	Version
	Hostname
	Port
	Protocol
	Supported Modules
	Patch Level
	Location
	Description

	[Insert System Inventory Information]


 
 

2.12 System Interconnections/Information Sharing
[bookmark: _Toc453667903] 

	System Name
	Organization
	Type
(TCP/IP, Dial-up, SNA, etc.)
	Agreement
(ISA/MOU/MOA/SLA)
	Date of Agreement
	Security Categorization
	Authorization Status
	Name and Title of Authorizing Official

	test
	CIT
	
	Not Applicable
	TBD
	Undefined
	Not Started
	


	[Insert System Name Here]
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2.13 Related Laws/Regulations/Policies
 
The federal laws, regulations, and policies that establish specific requirements for the confidentiality, integrity, or availability of the data processed, stored, and transmitted by the [Insert System Name Here] are provided in the Preface and as a comprehensive listing in Appendix O).
 
 

2.14 Security Control Selection
[bookmark: _Toc453667904] 
The [Insert System Name Here] must meet the FIPS 200 minimum security requirements by selecting the appropriate security controls and assurance requirements as described in NIST SP 800-53 Revision 4.  The process of selecting the appropriate security controls and assurance requirements for Department information systems to achieve adequate security is a multifaceted, risk-based activity involving management and operational personnel within the agency.  Security categorization of federal information and information systems, as required by FIPS 199, is the first step in the risk management process.  Subsequent to the security categorization process, an agency must select an appropriate set of security controls for their information systems that satisfy the minimum security requirements set forth in FIPS 200.  The selected set of security controls must be one of three security control baselines (high, moderate, low) from NIST SP 800-53 Revision 4, Recommended Security Controls for Federal Information Systems and Organization, which are associated with the designated impact level of the system determined during the security categorization process.  The minimum security control baseline for the [Insert System Name Here] is Moderate.  The system owner may identify additional controls, if necessary, to provide the desired or required level of assurance to the system’s security. 
	[Insert System Name Here]
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3.0 SECURITY CONTROLS
[bookmark: _Toc453667905] 
This section describes the management, technical, and operational control measures intended to meet the [Insert System Name Here] security requirements. 
 
Implementation status will be noted as follows:
• In Place: The control is fully in place as described in NIST SP 800-53 Revision 4. 
• Partially In Place: Aspects of the NIST SP 800-53 Revision 4 control are in place, but part of the control has yet to be implemented. 
• Planned: The control is not in place and there is a planned activity to implement the control. 
• Not In Place: Risk Mitigated with Compensating Control – The compensating control must provide the equivalent or more stringent security measures than the NIST SP 800-53 Revision 4 control.  Specify whether a waiver has been requested or obtained.
• Not Applicable: The control is not applicable for the [Insert System Name Here] environment. 
• Control types will be noted as follows: 
• Common (Inherited): Controls that are facilitated agency-wide.  Common security controls can apply to: (i) all agency information systems; (ii) a group of information systems at a specific site; or (iii) common information systems, subsystems, or applications deployed at multiple operational sites.
• System: Controls that provide a security capability for the [Insert System Name Here] only.
• Hybrid: Controls that are implemented in part as a common control and in part as a system-specific control, i.e. policy for a system is deemed common but the procedures implementing the policy are deemed system-specific.

3.1 Access Control (AC) Controls
[bookmark: _Toc453667906] 

3.1.1 AC-1 Access Control Policy and Procedures
[bookmark: _Toc453667907]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. An access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the access control policy and associated access controls; and

	

	b. Reviews and updates the current:

	

	1. Access control policy within every 365 days; and

	 

	2. Access control procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: NIH Information Security Program, NCI Enterprise Security Program.



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	AC-1.1
	(i)
	Yes
	 
	 
	Security Policy

	AC-1.1
	(ii)
	Yes
	 
	 
	Security Policy

	AC-1.1
	(iii)
	Yes
	 
	 
	Security Policy

	AC-1.1
	(iv)
	 
	Yes
	 
	Security Policy

	AC-1.1
	(v)
	 
	Yes
	 
	Security Policy

	AC-1.1
	(vi)
	 
	Yes
	 
	Security Policy

	AC-1.2
	(i)
	Yes
	 
	 
	Security Policy

	AC-1.2
	(ii)
	Yes
	 
	 
	Security Policy

	AC-1.2
	(iii)
	Yes
	 
	 
	Security Policy

	AC-1.2
	(iv)
	 
	Yes
	 
	Security Policy



	
AC-1.1 (i) NIH develops and formally documents access control policy in the policy document entitled NIH Account Lifecycle and Password Policy.

AC-1.1 (ii) The NIH Account Lifecycle and Password Policy sufficiently addresses: purpose; scope; roles and responsibilities; management commitment; coordination among organizational entities; and compliance, and additional information may be found on the Access Security webpage on the NIH OCIO Information Security intranet site.

AC-1.1 (iii) NIH disseminates formal documented access control policy to elements within the organization having associated access control roles and responsibilities. The OCIO website provides links to the applicable documents, including the NIH Account Lifecycle Policy. All individuals with logical access to the NIH network have access to the OCIO website, and therefore have access to the formal documented audit and accountability information via their logical access to the site.

AC-1.1 (iv) NIH develops and formally documents access control procedures. The NIH Account Lifecycle Policy includes procedures for managing accounts with NIH Enterprise Directory (NED).
Enterprise: NIH provides access control procedures applicable across the enterprise within the document entitled, NIH Account Lifecycle Policy.
IC: An IC is responsible for following all access control procedural guidelines provided in the NIH Account Lifecycle Policy that are applicable to its systems. For an IC that requires additional system-specific access control procedures, the IC is responsible for developing and formally documenting its applicable procedural documents.

AC-1.1 (v) NIH access control procedures facilitate implementation of the access control policy and associated access controls. According to the NIH Account Lifecycle Policy, NIH Enterprise Directory (NED) is used to control access to NIH resources.
Enterprise: NIH provides procedures applicable across the enterprise in the NIH Account Lifecycle Policy and corresponding procedural documents, and these facilitate the implementation of the NIH-wide access control policies applicable organization-wide.
IC: An IC is responsible for following all access control procedural guidelines provided in the NIH Account Lifecycle Policy that are applicable to its systems. For an IC that requires additional system-specific access control procedures, the IC is responsible for ensuring that the procedures developed specifically for the information system facilitate implementation of the NIH access control policy and associated controls.

AC-1.1 (vi) NIH disseminates formal documented access control procedures to elements within the organization having associated access control roles and responsibilities by posting the NIH Account Lifecycle Policy on the OCIO Intranet site.
Enterprise: NIH provides access to the formal documented access control policy documents via logical access to the NIH OCIO website, operated and maintained by the organization for the use of all staff.
IC: An IC is responsible for following all enterprise-level access control procedural guidelines that are applicable to its systems. For an IC that requires additional system-specific access control procedures, the IC is responsible for disseminating the formal documented procedures to elements within the IC having associated access control roles and responsibilities.

AC-1.2 (i) NIH defines the frequency of reviews/updates for all policies and procedures under the purview of the NIH OCIO within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of policy reviews/updates as once every three years. The NIH Information Security Policy Framework Guide’s required time frame of three years for the update and/or review of all NIH policies and procedures sufficiently applies to the NIH Account Lifecycle Policy.

AC-1.2 (ii) NIH does review/update access control policy in accordance with organization-defined frequency of at least every three years.

AC-1.2 (iii) NIH defines the frequency of reviews/updates for all policies and procedures under the purview of the NIH OCIO within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of procedures reviews/updates as once every three years. The NIH Information Security Policy Framework Guide’s required time frame of three years for the update and/or review of all NIH policies and procedures sufficiently applies to the NIH Account Lifecycle Policy.

AC-1.2 (iv) NIH does review/update access control procedures in accordance with organization-defined frequency of at least every three years.
Enterprise: NIH is responsible for reviewing or updating the enterprise-wide access control procedures in accordance with the NIH-defined frequency when applicable.
IC: An IC is responsible for reviewing or updating any supplemental system-specific access control procedures in accordance with the NIH-defined frequency.


	Compliance Description:

	



3.1.2 AC-2 Account Management
[bookmark: _Toc453667908]
	Control Implementation Status: Not Started 

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Identifies and selects the following types of information system accounts to support organizational missions/business functions: [Assignment: organization-defined information system account types];

	

	b. Assigns account managers for information system accounts;

	

	c. Establishes conditions for group and role membership;

	

	d. Specifies authorized users of the information system, group and role membership, and access authorizations (i.e., privileges) and other attributes (as required) for each account;

	

	e. Requires approvals by [Assignment: organization-defined personnel or roles] for requests to create information system accounts;

	

	f. Creates, enables, modifies, disables, and removes information system accounts in accordance with [Assignment: organization-defined procedures or conditions];

	

	g. Monitors the use of information system accounts;

	

	h. Notifies account managers:

	

	1. When accounts are no longer required;

	 

	2. When users are terminated or transferred; and

	 

	3. When individual information system usage or need-to-know changes;

	

	i. Authorizes access to the information system based on:

	 

	1. A valid access authorization;

	 

	2. Intended system usage; and

	 

	3. Other attributes as required by the organization or associated missions/business functions;

	

	j. Reviews accounts for compliance with account management requirements within every 365 days; and

	

	k. Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are removed from the group.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: AC-2

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	AC-2.1
	(i)
	 
	Yes
	 
	Security Operations

	AC-2.1
	(ii)
	Yes
	
	 
	Security Operations

	AC-2.1
	(iii)
	 
	Yes
	 
	Security Operations



	Compliance Description:



3.1.3 AC-2(1) Automated System Account Management
[bookmark: _Toc453667909]
	Control Implementation Status: Not Started 

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs automated mechanisms to support the management of information system accounts.

	  

	Common Control: None.

	  

	Compliance Description: 



3.1.4 AC-2(2) Removal of Temporary / Emergency Accounts
[bookmark: _Toc453667910]
	Control Implementation Status: Not Started 

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system automatically removes temporary and emergency accounts after 365 days

	  

	Common Control: None. 


	Compliance Description: 



3.1.5 AC-2(3) Disable Inactive Accounts
[bookmark: _Toc453667911]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The information system automatically disables inactive accounts after 60 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: AC-2(3)

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	AC-2(3).1
	(i)
	Yes
	 
	 
	Security Operations

	AC-2(3).1
	(ii)
	 
	Yes
	 
	Security Operations



	  

	Compliance Description: None.



3.1.6 AC-2(4) Automated Audit Actions
[bookmark: _Toc453667912]
	Control Implementation Status: Not Started 

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system automatically audits account creation, modification, enabling, disabling, and removal actions, and notifies [Assignment: organization-defined personnel or roles].

	  

	Common Control: None. 

	
Compliance Description: 



3.1.7 AC-3 Access Enforcement
[bookmark: _Toc453667913]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system enforces approved authorizations for logical access to information and system resources in accordance with applicable access control policies.

	  

	Common Control: None.

	  

	Compliance Description: None.



3.1.8 AC-4 Information Flow Enforcement
[bookmark: _Toc453667914]
	Control Implementation Status: Not Started 

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system enforces approved authorizations for controlling the flow of information within the system and between interconnected systems based on [Assignment: organization-defined information flow control policies].

	  

	Common Control: None.

	  

	Compliance Description:



3.1.9 AC-5 Separation of Duties
[bookmark: _Toc453667915]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Separates [Assignment: organization-defined duties of individuals];

	

	b. Documents separation of duties of individuals; and

	

	c. Defines information system access authorizations to support separation of duties.

	  

	Common Control: None.

	  

	Compliance Description: None.



3.1.10 AC-6 Least Privilege
[bookmark: _Toc453667916]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs the concept of least privilege, allowing only authorized accesses for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.

	  

	Common Control: None.

	  

	Compliance Description: None.



3.1.11 AC-6(1) Authorize Access to Security Functions
[bookmark: _Toc453667917]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization explicitly authorizes access to [Assignment: organization-defined list of security functions (deployed in hardware, software, and firmware) and security-relevant information].

	  

	Common Control: None.

	  

	Compliance Description: None.



3.1.12 AC-6(2) Non-Privileged Access for Non-Security Functions
[bookmark: _Toc453667918]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization requires that users of information system accounts, or roles, with access to [Assignment: organization-defined security functions or security-relevant information], use non-privileged accounts or roles, when accessing nonsecurity functions.

	  

	Common Control: None.

	  

	Compliance Description: None.



3.1.13 AC-6(5) Privileged Accounts
[bookmark: _Toc453667919]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization restricts privileged accounts on the information system to [Assignment: organization-defined personnel or roles].

	  

	Common Control: None.

	  

	Compliance Description: None.



3.1.14 AC-6(9) Auditing Use of Privileged Functions
[bookmark: _Toc453667920]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system audits the execution of privileged functions.

	  

	Common Control: None.

	  

	Compliance Description: None.



3.1.15 AC-6(10) Prohibit Non-Privileged Users from Executing Privileged Functions
[bookmark: _Toc453667921]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system prevents non-privileged users from executing privileged functions to include disabling, circumventing, or altering implemented security safeguards/countermeasures.

	  

	Common Control: None.

	  

	Compliance Description: None.



3.1.16 AC-7 Unsuccessful Logon Attempts
[bookmark: _Toc453667922]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system:

	

	a. Enforces a limit of six (6) consecutive invalid logon attempts by a user during a 15 minute time period; and

	

	b. Automatically locks the account/node for a60 minutes or until released by an administrator or by using a self-registration/reset website utility.

	  

	Common Control: None.

	  

	Compliance Description:



3.1.17 AC-8 System Use Notification
[bookmark: _Toc453667923]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system:

	

	a. Displays to users [Assignment: organization-defined system use notification message or banner] before granting access to the system that provides privacy and security notices consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance and states that:

	

	1. Users are accessing a U.S. Government information system;

	 

	2. Information system usage may be monitored, recorded, and subject to audit;

	 

	3. Unauthorized use of the information system is prohibited and subject to criminal and civil penalties; and

	 

	4. Use of the information system indicates consent to monitoring and recording;

	 

	b. Retains the notification message or banner on the screen until users acknowledge the usage conditions and take explicit actions to log on to or further access the information system; and

	

	c. For publicly accessible systems:

	

	1. Displays system use information [Assignment: organization-defined conditions], before granting further access;

	 

	2. Displays references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally prohibit those activities; and

	 

	3. Includes a description of the authorized uses of the system.

	  

	Common Control: None.

	  

	Compliance Description: 



3.1.18 AC-11 Session Lock
[bookmark: _Toc453667924]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

Control Type: System

	  

	Control Description:

	The information system:

	

	a. Prevents further access to the system by initiating a session lock after 30 minutes of inactivity or upon receiving a request from a user; and

	

	b. Retains the session lock until the user reestablishes access using established identification and authentication procedures.

	  

	Common Control: None.

	  

	Compliance Description:



3.1.19 AC-11(1) Pattern-Hiding Displays
[bookmark: _Toc453667925]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system conceals, via the session lock, information previously visible on the display with a publicly viewable image.

	  

	Common Control: None.


	Compliance Description: 



3.1.20 AC-12 Session Termination
[bookmark: _Toc453667926]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system automatically terminates a user session after [Assignment: organization-defined conditions or trigger events requiring session disconnect].

	  

	Common Control: None.

	  

	Compliance Description: 



3.1.21 AC-14 Permitted Actions Without Identification or Authentication
[bookmark: _Toc453667927]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Identifies [Assignment: organization-defined user actions] that can be performed on the information system without identification or authentication consistent with organizational missions/business functions; and

	

	b. Documents and provides supporting rationale in the security plan for the information system, user actions not requiring identification and authentication.

	  

	Common Control: None.

	  

	Compliance Description: 



3.1.22 AC-17 Remote Access
[bookmark: _Toc453667928]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Establishes and documents usage restrictions, configuration/connection requirements, and implementation guidance for each type of remote access allowed; and

	

	b. Authorizes remote access to the information system prior to allowing such connections.

	  

	Common Control: None.


	Compliance Description: 



3.1.23 AC-17(1) Automated Monitoring / Control
[bookmark: _Toc453667929]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system monitors and controls remote access methods.

	  

	Common Control: None.

	  

	Compliance Description:



3.1.24 AC-17(2) Protection of Confidentiality / Integrity Using Encryption
[bookmark: _Toc453667930]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements cryptographic mechanisms to protect the confidentiality and integrity of remote access sessions.

	  

	Common Control: None.

	  

	Compliance Description:



3.1.25 AC-17(3) Managed Access Control Points
[bookmark: _Toc453667931]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system routes all remote accesses through [Assignment: organization-defined number] managed network access control points.

	  

	Common Control: None.

	
Compliance Description: 



3.1.26 AC-17(4) Privileged Commands / Access
[bookmark: _Toc453667932]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	(a) Authorizes the execution of privileged commands and access to security-relevant information via remote access only for [Assignment: organization-defined needs]; and

	

	(b) Documents the rationale for such access in the security plan for the information system.

	  

	Common Control: None.

	  

	Compliance Description: 



3.1.27 AC-18 Wireless Access
[bookmark: _Toc453667933]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Establishes usage restrictions, configuration/connection requirements, and implementation guidance for wireless access; and

	

	b. Authorizes wireless access to the information system prior to allowing such connections.

	  

	Common Control: None.

	  

	Compliance Description: 



3.1.28 AC-18(1) Authentication and Encryption
[bookmark: _Toc453667934]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system protects wireless access to the system using authentication of [Selection (one or more): users; devices] and encryption.

	  

	Common Control: None.

	  

	Compliance Description:



3.1.29 AC-19 Access Control for Mobile Devices
[bookmark: _Toc453667935]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Establishes usage restrictions, configuration requirements, connection requirements, and implementation guidance for organization-controlled mobile devices; and

	

	b. Authorizes the connection of mobile devices to organizational information systems.

	  

	Common Control: None.

	  

	Compliance Description:



3.1.30 AC-19(5) Full Device / Container-Based Encryption
[bookmark: _Toc453667936]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs appropriate (i.e., FIPS 140-2 validated) encryption to protect the confidentiality and integrity of sensitive information on all mobile devices.

	  

	Common Control:

	  

	Compliance Description: None.



3.1.31 AC-20 Use of External Information Systems
[bookmark: _Toc453667937]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization establishes terms and conditions, consistent with any trust relationships established with other organizations owning, operating, and/or maintaining external information systems, allowing authorized individuals to:

	

	a. Access the information system from external information systems; and

	

	b. Process, store, or transmit organization-controlled information using external information systems.

	  

	Common Control: None.

	  

	Compliance Description:



3.1.32 AC-20(1) Limits on Authorized Use
[bookmark: _Toc453667938]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization permits authorized individuals to use an external information system to access the information system or to process, store, or transmit organization-controlled information only when the organization:

	

	(a) Verifies the implementation of required security controls on the external system as specified in the organization’s information security policy and security plan; or

	

	(b) Retains approved information system connection or processing agreements with the organizational entity hosting the external information system.

	  

	Common Control: None.

	  

	Compliance Description:



3.1.33 AC-20(2) Portable Storage Devices
[bookmark: _Toc453667939]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization [Selection: restricts; prohibits] the use of organization-controlled portable storage devices by authorized individuals on external information systems.

	  

	Common Control: None.

	  

	Compliance Description:



3.1.34 AC-21 Information Sharing
[bookmark: _Toc453667940]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Facilitates information sharing by enabling authorized users to determine whether access authorizations assigned to the sharing partner match the access restrictions on the information for [Assignment: organization-defined information sharing circumstances where user discretion is required]; and

	

	b. Employs [Assignment: organization-defined automated mechanisms or manual processes] to assist users in making information sharing/collaboration decisions.

	  

	Common Control: None.

	  

	Compliance Description: 



3.1.35 AC-22 Publicly Accessible Content
[bookmark: _Toc453667941]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Designates individuals authorized to post information onto a publicly accessible information system;

	

	b. Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information;

	

	c. Reviews the proposed content of information prior to posting onto the publicly accessible information system to ensure that nonpublic information is not included; and

	

	d. Reviews the content on the publicly accessible information system for nonpublic information every 365 days and removes such information, if discovered.

	  

	Common Control: None.

	  

	Compliance Description: 



3.2 Security Awareness and Training (AT) Controls
[bookmark: _Toc453667942] 

3.2.1 AT-1 Security Awareness and Training Policy and Procedures
[bookmark: _Toc453667943]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. A security awareness and training policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls; and

	 

	b. Reviews and updates the current:

	

	1. Security awareness and training policy every 365 days; and

	 

	2. Security awareness and training procedures every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: AT-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	AT-1.1
	(i) 
	Yes
	 
	 
	Security Policy 

	AT-1.1
	(ii)
	Yes
	 
	 
	Security Policy

	AT-1.1
	(iii)
	Yes
	 
	 
	Security Policy

	AT-1.1
	(iv)
	 
	Yes
	 
	Security Policy

	AT-1.1
	(v)
	 
	Yes
	 
	Security Policy

	AT-1.1
	(vi)
	 
	Yes
	 
	Security Policy

	AT-1.2
	(i)
	Yes
	 
	 
	Security Policy

	AT-1.2
	(ii)
	Yes
	 
	 
	Security Policy

	AT-1.2
	(iii)
	Yes
	 
	 
	Security Policy

	AT-1.2
	(iv)
	 
	Yes
	 
	Security Policy



	AT-1.1 (i) NIH develops and formally documents a security awareness and training policy in the NIH Information Security Awareness Training Policy. 
               
AT-1.1 (ii) The NIH Information Security Awareness Training Policy addresses purpose; scope; roles and responsibilities; management commitment; coordination among organizational entities; and compliance. 
 
AT-1.1 (iii) NIH disseminates the NIH Information Security Awareness Training Policy to elements within the organization having associated security awareness and training roles and responsibilities. The OCIO website provides access to the NIH Information Security Awareness Training Policy via a link titled “NIH IT Security Policies, Guidelines, & Standards List.” All individuals with logical access to the NIH network have access to the OCIO website, and therefore have access to the formal documented awareness and training information via their logical access to the site.
 
AT-1.1 (iv) NIH develops and formally documents security awareness and training procedures. The Information Security Training & Awareness Course and the Mandatory Information Security Role-Based Training provide users with formal security awareness and training procedures and courses to facilitate security at the NIH. Additional procedures were provided within the NIH Information Security Awareness Training Policy.
Enterprise: NIH is responsible for developing and formally documenting security awareness and training procedures to be followed across the enterprise.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate security awareness and training compliance, and for developing and formally documenting any additional security awareness and training procedures specific for that IC and its system.
 
AT-1.1 (v) The Information Security Training & Awareness Course and the Mandatory Information Security Role-Based Training sufficiently facilitate implementation of the security awareness and training policy and associated security awareness and training controls.
Enterprise: NIH is responsible for developing and formally documenting security awareness and training procedures which facilitate implementation of the security awareness and training policy and associated security awareness and training controls.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate security awareness and training compliance, and for developing and formally documenting any additional security awareness and training procedures specific for that IC and its system.
 
AT-1.1 (vi) NIH disseminates formal documented security awareness and training procedures to elements within the organization having associated security awareness and training roles and responsibilities. The Information Security Training & Awareness Course and the Mandatory Information Security Role-Based Training courses are available on the Security Awareness Training Portal, an intranet site to which all NIH users with security awareness and training responsibilities have access.
Enterprise: NIH is responsible for disseminating formal documented security awareness and training procedures to elements within the organization having associated security awareness and training roles and responsibilities.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate security awareness and training compliance, and for developing and formally documenting any additional security awareness and training procedures specific for that IC and its system. Additionally, an IC is responsible for disseminating the formally documented security awareness and training procedures to its system owners and users. 
 
AT-1.2 (i) NIH defines the frequency of security awareness and training policy reviews/updates. The NIH Information Security Awareness Training Policy requires annual reviews and/or updates. 
 
AT-1.2 (ii) NIH does not review/update security awareness and training policy in accordance with NIH-defined frequency. The NIH Information Security Awareness Training Policy was last updated on 05/02/2011, outside of the annual review requirement defined within the policy. 
 
AT-1.2 (iii) NIH defines the frequency of security awareness and training protection procedure reviews/updates. The NIH Information Security Awareness Training Policy, which includes internal document procedures, requires annual reviews and/or updates. 
 
AT-1.2 (iv) NIH does not review/update security awareness and training procedures in accordance with NIH-defined frequency. The NIH Information Security Awareness Training Policy was last updated on 05/02/2011, outside of the annual review requirement defined within the policy. 
Enterprise: NIH is responsible for reviewing/updating security awareness and training procedures in accordance with NIH-defined frequency.




	IC: An IC is responsible for reviewing or updating any supplemental IC-specific security awareness and training procedures in accordance with the NIH-defined frequency. 



	Compliance Description: 



3.2.2 AT-2 Security Awareness
[bookmark: _Toc453667944]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization provides basic security awareness training to information system users (including managers, senior executives, and contractors):

	

	a. As part of initial training for new users;

	

	b. When required by information system changes; and

	

	c. Every 365 days thereafter.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: AT-2

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	AT-2.1
	(i) 
	Yes
	 
	 
	Training

	AT-2.1
	(ii)
	Yes
	 
	 
	Training

	AT-2.1
	(iii)
	Yes
	 
	 
	Training



	 
AT-2.1 (i) - Users of the NIH information systems must complete NIH Security Awareness Training (SAT) before being granted network access to NIH. The NIH Enterprise Directory (NED), which is used to provision account access, synchronizes with the training database, and does not provision an Active Directory account until the initial SAT is completed. The training is hosted on a publically accessible segregated system to allow completion prior to obtaining access to NIH systems. 
 
AT-2.1 (ii) – NIH requires annual refresher security awareness training. The NIH Information Security Awareness and Training Policy states that annually, an abbreviated security awareness course, the “Annual Refresher” will be provided. 
 
AT-2.1 (iii) - Refresher SAT must be completed annually or a user’s AD credentials will be suspended automatically. The NIH Enterprise Directory (NED), which is used to provision account access, synchronizes with the training database, and will disable an account if training is not completed prior to the deadline. Course content is updated annually to ensure emerging and high priority security issues are addressed.


	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	  

	Compliance Description: 



3.2.3 AT-2(2) Insider Threat
[bookmark: _Toc453667945]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization includes security awareness training on recognizing and reporting potential indicators of insider threat.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: AT-2(2)

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	AT-2.1
	(i) 
	Yes
	 
	 
	Training

	AT-2.1
	(ii)
	Yes
	 
	 
	Training

	AT-2.1
	(iii)
	Yes
	 
	 
	Training



	 
AT-2.1 (i) - Users of the NIH information systems must complete NIH Security Awareness Training (SAT) before being granted network access to NIH. The NIH Enterprise Directory (NED), which is used to provision account access, synchronizes with the training database, and does not provision an Active Directory account until the initial SAT is completed. The training is hosted on a publically accessible segregated system to allow completion prior to obtaining access to NIH systems. 
 
AT-2.1 (ii) – NIH requires annual refresher security awareness training. The NIH Information Security Awareness and Training Policy states that annually, an abbreviated security awareness course, the “Annual Refresher” will be provided. 
 
AT-2.1 (iii) - Refresher SAT must be completed annually or a user’s AD credentials will be suspended automatically. The NIH Enterprise Directory (NED), which is used to provision account access, synchronizes with the training database, and will disable an account if training is not completed prior to the deadline. Course content is updated annually to ensure emerging and high priority security issues are addressed.


	

	Compensating Control: 

	

	Control Implementation Status: 

	Not Started

	  

	Compliance Description: 



3.2.4 AT-3 Role-Based Security Training
[bookmark: _Toc453667946]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization provides role-based security training to personnel with assigned security roles and responsibilities:

	

	a. Within their first 3 months of being assigned;

	

	b. When required by information system changes; and

	

	c. Every years thereafter.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: AT-3

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	AT-3.1
	(i) 
	Yes
	 
	 
	Training

	AT-3.1
	(ii)
	Yes
	 
	 
	Training

	AT-3.1
	(iii)
	Yes
	 
	 
	Training



	 
AT-3.1 (i) – NIH requires personnel with significant security responsibilities to complete role-based training to verify that they obtain the knowledge and skills required to protect information and information systems. Security training is tailored to each individual's role and responsibilities. Using HHS guidance, Institutes and Centers (ICs) update their list of staff considered to possess significant information security responsibilities and track compliance.
 
AT-3.1 (ii) - NIH defines the frequency of refresher role-based security-related training within the NIH Information Security Awareness and Training Policy as occurring a minimum of at least once every three years, or more frequently as needed to address technology changes or patterns of vulnerabilities” in information systems.
 
AT-3.1 (iii) - NIH provides refresher role-based security-related training via an online training website. The training courses are posted on the training website and users pursue training appropriate to their needs (based on role/classification). Within the NIH training system menu, role-based courses include a reference to what role(s) the courses address. Individuals’ compliance is tracked via a tracking system for monitoring adherence to the required time frames based on position. The system also has a function whereby individuals can record additional role-based training documentation for outside trainings. 


	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	

	--------------- NCI Enterprise Security Program ---------------

	Control: AT-3

	Compliance Description: 

	NCI identifies personnel with significant information system security responsibilities and roles and documents those roles and responsibilities through the NIH Security Awareness Training Database; NCI provides security training to personnel with identified information system security roles and responsibilities before authorizing access to the system or performing assigned duties and when required by system changes through the training provided by  the NIH information security and privacy awareness training website; the security training materials provided through the NIH information security and privacy awareness training website address the procedures and activities necessary to fulfill the roles and responsibilities for NCI information system security;  the security training is consistent with applicable regulations and NIST Special Publication 800-50; NCI defines in the security plan that there is annual refresher security training. In addition, the NCI security team is encouraged to pursue additional security certifications from industry recognized certification institutions.

	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	  

	Compliance Description: 



3.2.5 AT-4 Security Training Records
[bookmark: _Toc453667947]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Documents and monitors individual information system security training activities including basic security awareness training and specific information system security training; and

	

	b. Retains individual training records for [Assignment: organization-defined time period].

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: AT-4

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	AT-4.1
	(i) 
	 
	Yes
	 
	Training

	AT-4.1
	(ii)
	Yes
	 
	 
	Training

	AT-4.1
	(iii)
	Yes
	 
	 
	Training



	 
AT-4.1 (i) Through the NIH Information Security and Privacy Tracking System, NIH documents and monitors individual information system security training activities for initial security awareness training, refresher security awareness training, and specific information system security training. 
Enterprise: An individual must have completed the NIH security awareness training to be eligible for an Active Directory (AD) account, managed within an enterprise-wide system. When NED interfaces with the security training tracking tool, it uses the date of the most recently completed security awareness refresher training, or the initial security awareness training, to verify that refresher training is completed on an annual basis. 
IC: An IC is responsible for providing any supplementary security awareness training specific to its information system, and for documenting and monitoring individual training activities for specific information system security training.
 
AT-4.1 (ii) NIH does not explicitly define the time period for retaining individual training records in awareness and training documentation records because security training records are retained indefinitely within NIH Information Security and Privacy Tracking System while an individual is an employee/contractor of NIH.
 
AT-4.1 (iii) NIH does not retain individual training records in accordance with the organization-defined time period due to the lack of a time period defined by NIH for retaining individual training records. However, security training records are retained indefinitely within NIH Information Security and Privacy Tracking System while an individual is an employee/contractor of NIH and therefore the records are retained for necessary durations.


	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	

	--------------- NCI Enterprise Security Program ---------------

	Control: AT-4

	Compliance Description: 

	The NCI Program ensures that role based training records are recorded in the NIH Security Awareness Training Database.

	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	  

	Compliance Description:

	



3.3 Audit and Accountability (AU) Controls
[bookmark: _Toc453667948] 

3.3.1 AU-1 Audit and Accountability Policy and Procedures
[bookmark: _Toc453667949]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. An audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountability controls; and

	

	b. Reviews and updates the current:

	

	1. Audit and accountability policy within every 365 days; and

	 

	2. Audit and accountability procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: AU-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Security Project

	AU-1.1
	(i) 
	Yes
	 
	 
	Security Policy 

	AU-1.1
	(ii)
	Yes
	 
	 
	Security Policy

	AU-1.1
	(iii)
	Yes
	 
	 
	Security Policy

	AU-1.1
	(iv)
	 
	Yes
	 
	Security Policy

	AU-1.1
	(v)
	 
	Yes
	 
	Security Policy

	AU-1.1
	(vi)
	 
	Yes
	 
	Security Policy

	AU-1.2
	(i)
	Yes
	 
	 
	Security Policy

	AU-1.2
	(ii)
	Yes
	 
	 
	Security Policy

	AU-1.2
	(iii)
	Yes
	 
	 
	Security Policy

	AU-1.2
	(iv)
	 
	Yes
	 
	Security Policy



	 
AU-1.1 (i) NIH develops and formally documents audit and accountability policy in the NIH Security Event Logging Policy. This policy contains the requirements for gathering information security events across the NIH.
 
AU-1.1 (ii) The NIH Security Event Logging Policy addresses the purpose, scope roles, responsibilities, management commitment, coordination among organizational entities, and compliance of the organizational elements with applicable audit and accountability commitments. 
 
AU-1.1 (iii) NIH disseminates formal documented audit and accountability policy to elements within the organization having associated audit and accountability roles and responsibilities. The OCIO website provides access to the NIH Security Event Logging Policy via a link titled “NIH IT Security Policies, Guidelines, & Standards List.” All individuals with logical access to the NIH network have access to the OCIO website, and therefore have access to the formal documented audit and accountability information via their logical access to the site.
 
AU-1.1 (iv) NIH develops and formally documents procedures surrounding audit and accountability. Specifically, the NIH Standard Operating Procedures for Requests for Special Computer Monitoring of Employee Use of Information Technology (IT) and the Group Policy for Server Security provided procedures and standards for formal audit and accountability at NIH.
Enterprise: NIH is responsible for formally documenting all audit and accountability procedures to be followed across the enterprise.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate full audit and accountability compliance, and for developing and formally documenting any additional audit and accountability procedures specific for that IC and its system.
 
AU-1.1 (v) The formal documented procedures surrounding audit and accountability do not facilitate the full implementation of the audit and accountability policy and associated controls. The NIH Standard Operating Procedures for Requests for Special Computer Monitoring of Employee Use of Information Technology (IT) and the Group Policy for Server Security did not reference the NIH Information Security Information and Event Management (SIEM) tool as the enterprise system for centralized log monitoring at NIH. The SIEM was a key element of the NIH Security Event Logging Policy. 
Enterprise: NIH is responsible for developing procedures that effectively facilitate implementation of the audit and accountability policy and associated audit and accountability controls. 
IC: An IC is responsible for determining if the NIH-outlined procedures will sufficiently facilitate full implementation of audit and accountability policy and controls specific to that IC, and for developing and formally documenting any additional audit and accountability procedures specific to that IC and its system.
 
AU-1.1 (vi) NIH disseminates formal documented audit and accountability procedures to elements within the organization having associated audit and accountability roles and responsibilities. The OCIO website provides access to both the NIH Standard Operating Procedures for Requests for Special Computer Monitoring of Employee Use of Information Technology (IT) and the Group Policy for Server Security via a link titled “NIH IT Security Policies, Guidelines, & Standards List.” All individuals with logical access to the NIH network have access to the OCIO website, and therefore have access to the formal documented audit and accountability information via their logical access to the site.
Enterprise: NIH is responsible for uploading all applicable procedural documents to the NIH OCIO intranet so that all users with logical access to the website will be able to use these documents when implementing audit and accountability procedures and related controls.
IC: An IC is responsible for determining if the procedures available on the OCIO website through the IT security policies and procedures will be sufficient to facilitate full audit and accountability compliance, and for developing and formally documenting any additional audit and accountability procedures deemed necessary for that IC. 
 
AU-1.2 (i) The NIH defines the frequency of audit and accountability policy reviews/updates within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of audit and accountability policy reviews/updates as once every three years.
 
AU-1.2 (ii) The NIH last reviewed/updated the NIH Security Event Logging Policy on 08/07/2014; within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide. Additionally, the NIH Security Event Logging Policy included a formal documented Record of Changes that tracked the most recent dates of review/update. 
 
AU-1.2 (iii) The NIH defines the frequency of audit and accountability procedure reviews/updates within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of audit and accountability procedure reviews/updates as once every three years.
 
AU-1.2 (iv) The NIH did not review/update all audit and accountability procedures within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide. The NIH Policy for Special Computer Monitoring of Employee Use of Information Technology (IT) was dated 03/19/2014; however, the Group Policy for Server Security at NIH was dated 09/27/2011. 
Enterprise: NIH is responsible for reviewing or updating the enterprise-wide audit and accountability procedures in accordance with the NIH-defined frequency.

IC: An IC is responsible for reviewing or updating any supplemental IC-specific audit and accountability procedures in accordance with the NIH-defined frequency.


	

	

	--------------- NCI Enterprise Security Program ---------------

	Control: AU-1

	Compliance Description: 

	The NCI Security Program ensures that enterprise systems are configured to report audit logs to a central collection, analysis, and reporting system and that appropriate actions are taken in response to alerts. NCI makes this capability available to non-enterprise managed systems.

	

	Compensating Control: 

	

	Control Implementation Status: 

	Planned

	  

	Compliance Description: 



3.3.2 AU-2 Audit Events
[bookmark: _Toc453667950]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Determines that the information system is capable of auditing the following events: [Assignment: organization-defined auditable events];

	

	b. Coordinates the security audit function with other organizational entities requiring audit-related information to enhance mutual support and to help guide the selection of auditable events;

	

	c. Provides a rationale for why the auditable events are deemed to be adequate to support after-the-fact investigations of security incidents; and

	

	d. Determines that the following events are to be audited within the information system: [Assignment: organization-defined audited events (the subset of the auditable events defined in AU-2 a.) along with the frequency of (or situation requiring) auditing for each identified event].

	  

	Common Control: None.

	  

	Compliance Description: 



3.3.3 AU-2(3) Reviews and Updates
[bookmark: _Toc453667951]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization reviews and updates the audited events [Assignment: organization-defined frequency].

	  

	Common Control: None.

	  

	Compliance Description: 



3.3.4 AU-3 Content of Audit Records
[bookmark: _Toc453667952]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system generates audit records containing information that establishes what type of event occurred, when the event occurred, where the event occurred, the source of the event, the outcome of the event, and the identity of any individuals or subjects associated with the event.

	  

	Common Control:

	

	Compensating Control: 

	

	  

	Compliance Description:



3.3.5 AU-3(1) Additional Audit Information
[bookmark: _Toc453667953]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system generates audit records containing the following additional information: [Assignment: organization-defined additional, more detailed information].

	  

	Common Control: None.

	  

	Compliance Description: 



3.3.6 AU-4 Audit Storage Capacity
[bookmark: _Toc453667954]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization allocates audit record storage capacity in accordance with [Assignment: organization-defined audit record storage requirements].

	  

	Common Control: None.

	  

	Compliance Description:



3.3.7 AU-5 Response to Audit Processing Failures
[bookmark: _Toc453667955]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system:

	

	a. Alerts [Assignment: organization-defined personnel or roles] in the event of an audit processing failure; and

	

	b. Takes the following additional actions: overwrites oldest records first.

	  

	Common Control: None.

	  

	Compliance Description:



3.3.8 AU-6 Audit Review, Analysis and Reporting
[bookmark: _Toc453667956]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Reviews and analyzes information system audit records periodically, with the frequency of the reviews and retention schedule being consistent with the information system security category, for indications of inappropriate or unusual activity; and

	

	b. Reports findings to designated organizational officials; and Adjusts the level of audit review, analysis, and reporting within the information system when there is a change in risk to organizational operations, organizational assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information.

	  

	Common Control: None.

	 

	Compliance Description: 



3.3.9 AU-6(1) Process Integration
[bookmark: _Toc453667957]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs automated mechanisms to integrate audit review, analysis, and reporting processes to support organizational processes for investigation and response to suspicious activities.

	  

	Common Control: None.

	  

	Compliance Description: 



3.3.10 AU-6(3) Correlate Audit Repositories
[bookmark: _Toc453667958]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization analyzes and correlates audit records across different repositories to gain organization-wide situational awareness.

	  

	Common Control: None.

	  

	Compliance Description: 



3.3.11 AU-7 Audit Reduction and Report Generation
[bookmark: _Toc453667959]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system provides an audit reduction and report generation capability that:

	

	a. Supports on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of security incidents; and

	

	b. Does not alter the original content or time ordering of audit records.

	  

	Common Control: None.

	  

	Compliance Description:



3.3.12 AU-7(1) Automatic Processing
[bookmark: _Toc453667960]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system provides the capability to process audit records for events of interest based on [Assignment: organization-defined audit fields within audit records].

	  

	Common Control: None.

	  

	Compliance Description: 



3.3.13 AU-8 Time Stamps
[bookmark: _Toc453667961]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system:

	

	a. Uses internal system clocks to generate time stamps for audit records; and

	

	b. Records time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT) and meets [Assignment: organization-defined granularity of time measurement].

	  

	Common Control: None.

	  

	Compliance Description: 



3.3.14 AU-8(1) Synchronization with Authoritative Time Source
[bookmark: _Toc453667962]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system:

	

	(a) Compares the internal information system clocks [Assignment: organization-defined frequency] with [Assignment: organization-defined authoritative time source]; and

	

	(b) Synchronizes the internal system clocks to the authoritative time source when the time difference is greater than [Assignment: organization-defined time period].

	  

	Common Control: None.

	  

	Compliance Description: 



3.3.15 AU-9 Protection of Audit Information
[bookmark: _Toc453667963]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system protects audit information and audit tools from unauthorized access, modification, and deletion.

	  

	Common Control: None.

	  

	Compliance Description:



3.3.16 AU-9(4) Access by Subset of Privileged Users
[bookmark: _Toc453667964]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization authorizes access to management of audit functionality to only [Assignment: organization-defined subset of privileged users].

	  

	Common Control: None.

	  

	Compliance Description: 



3.3.17 AU-11 Audit Record Retention
[bookmark: _Toc453667965]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization retains audit records for at least 30 days or longer if there is an after-the-fact investigation of security incidents to meet regulatory and organizational information retention requirements to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements. Any specific retention requirements mandated by, for example, FOIA, by subpoena or by law enforcement supersede the 30-day guidance.  

	  

	Common Control: None.

	  

	Compliance Description: 



3.3.18 AU-12 Audit Generation
[bookmark: _Toc453667966]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system:

	

	a. Provides audit record generation capability for the auditable events defined in AU-2 a. at [Assignment: organization-defined information system components];

	

	b. Allows [Assignment: organization-defined personnel or roles] to select which auditable events are to be audited by specific components of the information system; and

	

	c. Generates audit records for the events defined in AU-2 d. with the content defined in AU-3.

	  

	Common Control: None.

	  

	Compliance Description: 



3.4 Security Assessment and Authorization (CA) Controls
[bookmark: _Toc453667967] 

3.4.1 CA-1 Security Assessment and Authorization Policy and Procedures
[bookmark: _Toc453667968]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Fully Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. A security assessment and authorization policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the security assessment and authorization policy and associated security assessment and authorization controls; and

	

	b. Reviews and updates the current:

	

	1. Security assessment and authorization policy within every 365 days; and

	 

	2. Security assessment and authorization procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: CA-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	 Service Area

	CA-1.1
	(i) 
	Yes
	 
	 
	Security Planning

	CA-1.1
	(ii)
	Yes
	 
	 
	Security Planning

	CA-1.1
	(iii)
	Yes
	 
	 
	Security Planning

	CA-1.1
	(iv)
	 
	Yes
	 
	Security Planning

	CA-1.1
	(v)
	 
	Yes
	 
	Security Planning

	CA-1.1
	(vi)
	 
	Yes
	 
	Security Planning

	CA-1.2
	(i)
	Yes
	 
	 
	Security Planning

	CA-1.2
	(ii)
	Yes
	 
	 
	Security Planning

	CA-1.2
	(iii)
	Yes
	 
	 
	Security Planning

	CA-1.2
	(iv)
	 
	Yes
	 
	Security Planning



	
CA-1.1 (i) NIH develops and formally documents a security assessment and authorization policy in the NIH Security Assessment and Authorization Policy.
 
CA-1.1 (ii) The NIH Security Assessment and Authorization Policy sufficiently addresses purpose; scope; roles and responsibilities; management commitment; coordination among organizational entities; and compliance.
 
CA-1.1 (iii) NIH disseminates the NIH Security Assessment and Authorization Policy to elements within the organization having associated security assessment and authorization roles and responsibilities. The OCIO website provides access to the NIH Security Assessment and Authorization Policy via the OCIO intranet page titled “NIH Information Security.” All individuals with logical access to the NIH network have access to the OCIO website, and therefore have access to the formal documented security assessment and authorization information via their logical access to the site.
 
CA-1.1 (iv) NIH develops and formally documents security assessment and authorization procedures. The NSAT Security Assessment and Authorization Checklist provides users with formal security assessment and authorization procedures to facilitate security at the NIH.
Enterprise: NIH is responsible for developing and formally documenting security assessment and authorization procedures to be followed throughout the enterprise.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate security assessment and authorization compliance, and for developing and formally documenting any additional security assessment and authorization procedures specific for that IC and its system.
 
CA-1.1 (v) NIH develops and formally documents security assessment and authorization procedures which facilitate implementation of the security assessment and authorization policy and associated security assessment and authorization controls. The NSAT Security Assessment and Authorization Checklist provides procedures for assessing the security level of NIH systems and providing the system with an authorization to operate, a key element of the NIH Security Assessment and Authorization Policy.
Enterprise: NIH is responsible for developing and formally documenting security assessment and authorization procedures which facilitate implementation of the security assessment and authorization policy and associated security assessment and authorization controls.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate security assessment and authorization compliance, and for developing and formally documenting any additional security assessment and authorization procedures specific for that IC and its system.
 
CA-1.1 (vi) NIH disseminates the NSAT Security Assessment and Authorization Checklist to elements within the organization having associated security assessment and authorization roles and responsibilities. The OCIO website provides access to the NSAT Security Assessment and Authorization Checklist via the OCIO intranet page titled “NIH Information Security.” All individuals with logical access to the NIH network have access to the OCIO website, and therefore have access to the formal documented security assessment and authorization information via their logical access to the site.
Enterprise: NIH is responsible for disseminating formal documented security assessment and authorization procedures to elements within the organization having associated security assessment and authorization roles and responsibilities.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate security assessment and authorization compliance, and for developing and formally documenting any additional security assessment and authorization procedures specific for that IC and its system. Additionally, an IC is responsible for disseminating the formally documented security assessment and authorization procedures to its system owners and users.
 
CA-1.2 (i) The NIH defines the frequency of security assessment and authorization policy reviews/updates within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of security assessment and authorization policy reviews/updates as once every three years.
 
CA-1.2 (ii) The NIH last reviewed/updated the NIH Security Assessment and Authorization Policy on 03/25/2013; within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide.
 
CA-1.2 (iii) The NIH defines the frequency of security assessment and authorization procedure reviews/updates within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of security assessment and authorization procedure reviews/updates as once every three years.
 
CA-1.2 (iv) The NIH does not review/update security assessment and authorization procedures in accordance with NIH-defined frequency. NIH Security Assessment and Authorization Checklist procedures omit the document’s date of most recent review and/or update.
Enterprise: NIH is responsible for reviewing/updating security assessment and authorization procedures in accordance with NIH-defined frequency.
IC: An IC is responsible for reviewing or updating any supplemental IC-specific security assessment and authorization procedures in accordance with the NIH-defined frequency.


	--------------- NCI Enterprise Security Program ---------------

	Control: CA-1

	Compliance Description: 

	The NCI Security Program provides Security Assessment procedures that support or supplement NIHs EISP.  NCI maintains an IT Security Website containing detailed procedures for risk categorization, e-Authentication risk assessment, SDLC security integration, contingency plan TT&E, etc. The Security Program conducts SAs on all enterprise managed systems, and provides guidance on all non-enterprise managed systems (i.e. contractor and cloud hosted systems).

	

	  

	Compliance Description: 



3.4.2 CA-2 Security Assessments
[bookmark: _Toc453667969]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Develops a security assessment plan that describes the scope of the assessment including:

	 

	1. Security controls and control enhancements under assessment;

	 

	2. Assessment procedures to be used to determine security control effectiveness; and

	 

	3. Assessment environment, assessment team, and assessment roles and responsibilities;

	

	b. Assesses the security controls in the information system and its environment of operation [Assignment: organization-defined frequency] to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting established security requirements;

	

	c. Produces a security assessment report that documents the results of the assessment; and

	

	d. Provides the results of the security control assessment to [Assignment: organization-defined individuals or roles].

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: CA-2

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	CA-2.1
	(i) 
	 
	Yes
	 
	Security Planning

	CA-2.1
	(ii)
	 
	Yes
	 
	Security Planning

	CA-2.2
	(i)
	Yes
	 
	 
	Security Planning

	CA-2.2
	(ii)
	 
	Yes
	 
	Security Planning
Hybrid: [Redacted scanning tool names]

	CA-2.2
	(iii)
	 
	Yes
	 
	Security Planning
Hybrid: [Redacted scanning tool names]

	CA-2.2
	(iv)
	 
	 
	Yes
	Security Planning



	

	--------------- NCI Enterprise Security Program ---------------

	Control: CA-2

	Compliance Description: 

	For enterprise managed systems, the NCI Security Program develops a formal Security Control Assessment (SCA) Plan that defines assessment boundaries, controls to be tested, participants, and roles and responsibilities. The Plan is reviewed by system owner and CA before testing. Results are input to NCAT, which generates the formal Risk Assessment Report given to the authorizing official. For non-enterprise systems, security program generates the risk assessment based on test results input to NCAT under direction of the system owner.

	

	Compliance Description: 



3.4.3 CA-2(1) Independent Assessors
[bookmark: _Toc453667970]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	For Moderate baseline systems, the organization employs assessors or assessment teams that are independent from the system owner or developer and who demonstrate an acceptable level of independence from the owner and developer to conduct security control assessments. The Security Control Assessor (SCA) cannot be the authorizing official in any case.

	  

	Common Control: None.

	  

	Compliance Description: 



3.4.4 CA-3 System Interconnections
[bookmark: _Toc453667971]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Authorizes connections from the information system to other information systems through the use of Interconnection Security Agreements;

	

	b. Documents, for each interconnection, the interface characteristics, security requirements, and the nature of the information communicated; and

	

	c. Reviews and updates Interconnection Security Agreements [Assignment: organization-defined frequency].

	  

	Common Control: None.

	

	Compliance Description:



3.4.5 CA-3(5) Restrictions on External System Connections
[bookmark: _Toc453667972]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization employs [Selection: allow-all, deny-by-exception; deny-all, permit-by-exception] policy for allowing [Assignment: organization-defined information systems] to connect to external information systems.

	  

	Common Control: None.

	  

	Compliance Description: 



3.4.6 CA-5 Plan of Action and Milestones
[bookmark: _Toc453667973]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Develops a plan of action and milestones for the information system to document the organization’s planned remedial actions to correct weaknesses or deficiencies noted during the assessment of the security controls and to reduce or eliminate known vulnerabilities in the system; and

	

	b. Updates existing plan of action and milestones [Assignment: organization-defined frequency] based on the findings from security controls assessments, security impact analyses, and continuous monitoring activities.

	  

	Common Control: None.

	  

	Compliance Description:



3.4.7 CA-6 Security Authorization
[bookmark: _Toc453667974]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Assigns a senior-level executive or manager as the authorizing official for the information system;

	

	b. Ensures that the authorizing official authorizes the information system for processing before commencing operations; and

	

	c. Updates the security authorization within every 3 years from the last authorization date and conducts continuous monitoring as required.

	  

	Common Control: None.

	  

	Compliance Description:.



3.4.8 CA-7 Continuous Monitoring
[bookmark: _Toc453667975]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization develops a continuous monitoring strategy and implements a continuous monitoring program that includes:

	

	a. Establishment of [Assignment: organization-defined metrics] to be monitored;

	

	b. Establishment of quarterly monitoring and annual ongoing assessments supporting such monitoring;

	

	c. Ongoing security control assessments in accordance with the organizational continuous monitoring strategy;

	

	d. Ongoing security status monitoring of organization-defined metrics in accordance with the organizational continuous monitoring strategy;

	

	e. Correlation and analysis of security-related information generated by assessments and monitoring;

	

	f. Response actions to address results of the analysis of security-related information; and

	

	g. Reporting the security status of organization and the information system to the authorizing official quarterly.

	  

	Common Control: None. 


	Compliance Description: 



3.4.9 CA-7(1) Independent Assessment
[bookmark: _Toc453667976]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	For Moderate systems, the organization employs assessors or assessment teams with demonstrable independence from the system owner and developer to monitor the security controls in the information system on an ongoing basis.

	  

	Common Control: None.

	  

	Compliance Description: 



3.4.10 CA-9 Internal System Connections
[bookmark: _Toc453667977]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Authorizes internal connections of [Assignment: organization-defined information system components or classes of components] to the information system; and

	

	b. Documents, for each internal connection, the interface characteristics, security requirements, and the nature of the information communicated.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5 Configuration Management (CM) Controls
[bookmark: _Toc453667978] 

3.5.1 CM-1 Configuration Management Policy and Procedures
[bookmark: _Toc453667979]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	 

	1. A configuration management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the configuration management policy and associated configuration management controls; and

	

	b. Reviews and updates the current:

	

	1. Configuration management policy within every 365 days; and

	 

	2. Configuration management procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: CM-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	CM-1.1
	(i) 
	Yes
	 
	 
	Security Architecture

	CM-1.1
	(ii)
	Yes
	 
	 
	Security Architecture

	CM-1.1
	(iii)
	Yes
	 
	 
	Security Architecture

	CM-1.1
	(iv)
	 
	 
	Yes
	Security Architecture

	CM-1.1
	(v)
	 
	 
	Yes
	Security Architecture

	CM-1.1
	(vi)
	 
	 
	Yes
	Security Architecture

	CM-1.2
	(i)
	Yes
	 
	 
	Security Architecture

	CM-1.2
	(ii)
	Yes
	 
	 
	Security Architecture

	CM-1.2
	(iii)
	Yes
	 
	 
	Security Architecture

	CM-1.2
	(iv)
	 
	Yes
	 
	Security Architecture



	
CM-1.1 (i) NIH develops and formally documents configuration management policy in the NIH Initial Security Configuration Policy.

 

CM-1.1 (ii) The NIH Initial Security Configuration Policy addresses: purpose; scope; roles and responsibilities; management commitment; coordination among organizational entities; and compliance. Additional information may be found on the NIH OCIO Information Security intranet site.

 

CM-1.1 (iii) NIH disseminates the NIH Initial Security Configuration Policy to elements within the organization having associated configuration management roles and responsibilities. The OCIO intranet site provides links to the applicable documents, including the NIH Initial Security Configuration Policy. All individuals with logical access to the NIHnetwork have access to the OCIO website, and therefore have access to the formal documented configuration management information via their logical access to the site.  

 

CM-1.2 (i) The NIH defines the frequency of reviews/updates for all policies and procedures under the purview of the NIH OCIO within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of policy reviews/updates as once every three years. The NIH Information Security Policy Framework Guide’s required time frame of three years for the update and/or review of all NIH policies and procedures sufficiently applies to the NIH Initial Security Configuration Policy.

 

CM-1.2 (ii) The NIH last reviewed/updated the NIH Initial Security Configuration Policy on 12/04/2008; a date that does not fall within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide.

 

CM-1.2 (iii) The NIH defines the frequency of reviews/updates for all policies and procedures under the purview of the NIH OCIO within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of procedure reviews/updates as once every three years. The NIH Information Security Policy Framework Guide’s required time frame of three years for the update and/or review of all NIH policies and procedures sufficiently applies to the all configuration management procedures at the NIH.

 

CM-1.2 (iv) NIH did not review/update configuration management policy/procedures in accordance with organization-defined frequency of at least every three years. The NIH Initial Security Configuration Policy, a document that additionally contains configuration management procedures, was last updated on 12/04/2008, outside of the OCIO-defined timeframe of update/review.

Enterprise: NIH is responsible for reviewing or updating the enterprise-wide configuration management procedures in accordance with the NIH-defined frequency.
IC: An IC is responsible for reviewing or updating any supplemental system-specific configuration management procedures in accordance with the NIH-defined frequency.


	

	Compensating Control: 

	

	Control Implementation Status: 

	Partially In Place

	

	--------------- NCI Enterprise Security Program ---------------

	Control: CM-1


	Compliance Description: 

	NIH Information Security Program provides the Configuration Management Policy that NCI follows and provides guidance on how to create Configuration Management procedures. However, the NCI Information Security Program has no formally documented Configuration Management procedures.

	

	  

	Compliance Description: 



3.5.2 CM-2 Baseline Configuration
[bookmark: _Toc453667980]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization develops, documents, and maintains under configuration control, a current baseline configuration of the information system.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.3 CM-2(1) Reviews and Updates
[bookmark: _Toc453667981]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization reviews and updates the baseline configuration of the information system:

	

	(a) [Assignment: organization-defined frequency];

	

	(b) When required due to [Assignment organization-defined circumstances]; and

	

	(c) As an integral part of information system component installations and upgrades.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.4 CM-2(3) Retention of Previous Configurations
[bookmark: _Toc453667982]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization retains [Assignment: organization-defined previous versions of baseline configurations of the information system] to support rollback.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.5 CM-2(7) Configure Systems, Components, or Devices for High-Risk Areas
[bookmark: _Toc453667983]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	(a) Issues [Assignment: organization-defined information systems, system components, or devices] with [Assignment: organization-defined configurations] to individuals traveling to locations that the organization deems to be of significant risk; and

	

	(b) Applies [Assignment: organization-defined security safeguards] to the devices when the individuals return.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.6 CM-3 Configuration Change Control
[bookmark: _Toc453667984]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Determines the types of changes to the information system that are configuration-controlled;

	

	b. Reviews proposed configuration-controlled changes to the information system and approves or disapproves such changes with explicit consideration for security impact analyses;

	

	c. Documents configuration change decisions associated with the information system;

	

	d. Implements approved configuration-controlled changes to the information system;

	

	e. Retains records of configuration-controlled changes to the information system for [Assignment: organization-defined time period];

	

	f. Audits and reviews activities associated with configuration-controlled changes to the information system; and

	

	g. Coordinates and provides oversight for configuration change control activities through [Assignment: organization-defined configuration change control element (e.g., committee, board)] that convenes [Selection (one or more): [Assignment: organization-defined frequency]; [Assignment: organization-defined configuration change conditions]].

	  

	Common Control: None.

	

	Compliance Description: 



3.5.7 CM-3(2) Test / Validate / Document Changes
[bookmark: _Toc453667985]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization tests, validates, and documents changes to the information system before implementing the changes on the operational system.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.8 CM-4 Security Impact Analysis
[bookmark: _Toc453667986]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization analyzes changes to the information system to determine potential security impacts prior to change implementation.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.9 CM-5 Access Restrictions for Change
[bookmark: _Toc453667987]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization defines, documents, approves, and enforces physical and logical access restrictions associated with changes to the information system.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.10 CM-6 Configuration Settings
[bookmark: _Toc453667988]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Establishes and documents configuration settings for information technology products employed within the information system using HHS approved configurations that reflect the most restrictive mode consistent with operational requirements;

	

	b. Implements the configuration settings;

	

	c. Identifies, documents, and approves any deviations from established configuration settings for [Assignment: organization-defined information system components] based on [Assignment: organization-defined operational requirements]; and

	

	d. Monitors and controls changes to the configuration settings in accordance with organizational policies and procedures.

	  

	Common Control: None.

	  

	Compliance Description:



3.5.11 CM-7 Least Functionality
[bookmark: _Toc453667989]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Configures the information system to provide only essential capabilities; and

	

	b. Prohibits or restricts the use of the following functions, ports, protocols, and/or services: [Assignment: organization-defined prohibited or restricted functions, ports, protocols, and/or services].

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.12 CM-7(1) Periodic Review
[bookmark: _Toc453667990]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	(a) Reviews the information system [Assignment: organization-defined frequency] to identify unnecessary and/or nonsecure functions, ports, protocols, and services; and

	

	(b) Disables [Assignment: organization-defined functions, ports, protocols, and services within the information system deemed to be unnecessary and/or nonsecure].

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.13 CM-7(2) Prevent Program Execution
[bookmark: _Toc453667991]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system prevents program execution in accordance with [Selection (one or more): [Assignment: organization-defined policies regarding software program usage and restrictions]; rules authorizing the terms and conditions of software program usage].

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.14 CM-7(4) Unauthorized Software / Blacklisting
[bookmark: _Toc453667992]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	(a) Identifies [Assignment: organization-defined software programs not authorized to execute on the information system];

	

	(b) Employs an allow-all, deny-by-exception policy to prohibit the execution of unauthorized software programs on the information system; and

	

	(c) Reviews and updates the list of unauthorized software programs [Assignment: organization-defined frequency].

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.15 CM-8 Information System Component Inventory
[bookmark: _Toc453667993]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Develops and documents an inventory of information system components that:

	

	1. Accurately reflects the current information system;

	 

	2. Includes all components within the authorization boundary of the information system;

	 

	3. Is at the level of granularity deemed necessary for tracking and reporting; and

	 

	4. Includes [Assignment: organization-defined information deemed necessary to achieve effective information system component accountability]; and

	 

	b. Reviews and updates the information system component inventory [Assignment: organization-defined frequency].

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.16 CM-8(1) Updates during Installations / Removals
[bookmark: _Toc453667994]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization updates the inventory of information system components as an integral part of component installations, removals, and information system updates.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.17 CM-8(3) Automated Unauthorized Component detection
[bookmark: _Toc453667995]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	(a) Employs automated mechanisms [Assignment: organization-defined frequency] to detect the presence of unauthorized hardware, software, and firmware components within the information system; and

	

	(b) Takes the following actions when unauthorized components are detected: [Selection (one or more): disables network access by such components; isolates the components; notifies [Assignment: organization-defined personnel or roles]].

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.18 CM-8(5) No Duplicate Accounting of Components
[bookmark: _Toc453667996]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization verifies that all components within the authorization boundary of the information system are not duplicated in other information system component inventories.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.19 CM-9 Configuration Management Plan
[bookmark: _Toc453667997]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization develops, documents, and implements a configuration management plan for the information system that:

	

	a. Addresses roles, responsibilities, and configuration management processes and procedures;

	

	b. Establishes a process for identifying configuration items throughout the system development life cycle and for managing the configuration of the configuration items;

	

	c. Defines the configuration items for the information system and places the configuration items under configuration management; and

	

	d. Protects the configuration management plan from unauthorized disclosure and modification.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.20 CM-10 Software Usage Restrictions
[bookmark: _Toc453667998]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Uses software and associated documentation in accordance with contract agreements and copyright laws;

	

	b. Tracks the use of software and associated documentation protected by quantity licenses to control copying and distribution; and

	

	c. Controls and documents the use of peer-to-peer file sharing technology to ensure that this capability is not used for the unauthorized distribution, display, performance, or reproduction of copyrighted work.

	  

	Common Control: None.

	  

	Compliance Description: 



3.5.21 CM-11 User-Installed Software
[bookmark: _Toc453667999]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Establishes [Assignment: organization-defined policies] governing the installation of software by users;

	

	b. Enforces software installation policies through [Assignment: organization-defined methods]; and

	

	c. Monitors policy compliance at [Assignment: organization-defined frequency].

	  

	Common Control: None.

	  

	Compliance Description: 



3.6 Contingency Planning (CP) Controls
[bookmark: _Toc453668000] 

3.6.1 CP-1 Contingency Planning Policy and Procedures
[bookmark: _Toc453668001]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Partially Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. A contingency planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the contingency planning policy and associated contingency planning controls; and

	

	b. Reviews and updates the current:

	

	1. Contingency planning policy within every 365 days; and

	 

	2. Contingency planning procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: CP-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	CP-1.1
	(i) 
	Yes
	 
	 
	Security Operations

	CP-1.1
	(ii)
	Yes
	 
	 
	Security Operations

	CP-1.1
	(iii)
	Yes
	 
	 
	Security Operations

	CP-1.2
	(i)
	Yes
	 
	 
	Security Operations

	CP-1.2
	(ii)
	Yes
	 
	 
	Security Operations

	CP-1.2
	(iii)
	Yes
	 
	 
	Security Operations



	
CP-1.1 (i) NIH develops a contingency planning policy in the document titled the NIH Information Security Policy Handbook Appendix. However, the NIH Information Security Policy Handbook Appendix is currently in draft at the time of testing. Therefore, the NIH does not provide a formal documented contingency planning policy for the enterprise.

 

CP-1.1 (ii) The NIH Information Security Policy Handbook addresses purpose; scope, roles and responsibilities; management commitment; coordination among organizational entities, and compliance. However, the NIH Information Security Policy Handbook Appendix is currently in draft at the time of testing. Therefore, the NIH does not provide a formally documented contingency planning policy that address purpose; scope, roles and responsibilities; management commitment; coordination among organizational entities, and compliance for the enterprise.

 

CP-1.1 (iii) The NIH Information Security Policy Handbook is in draft form at the time of testing; therefore, it is not currently disseminated to elements within the NIH having contingency planning roles and responsibilities.

 

CP-1.2 (i) The NIH defines the frequency of reviews/updates for all policies and procedures under the purview of the NIH OCIO within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of policy reviews/updates as once every three years. The NIH Information Security Policy Framework Guide’s required time frame of three years for the update and/or review of all NIH policies and procedures sufficiently applies to the NIH Information Security Policy Handbook Appendix.

 

CP-1.2 (ii) The NIH Information Security Policy Handbook Appendix has been updated within the NIH-defined review time frame. However, the NIH Information Security Policy Handbook Appendix is currently in draft at the time of testing. Therefore, the NIH cannot formally review and update the policy.

CP-1.2 (iii) The NIH defines the frequency of reviews/updates for all policies and procedures under the purview of the NIH OCIO within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of procedure reviews/updates as once every three years. The NIH Information Security Policy Framework Guide’s required time frame of three years for the update and/or review of all NIH policies and procedures sufficiently applies to all formal documented configuration management procedures.


	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	

	--------------- NCI Enterprise Security Program ---------------

	Control: CP-1

	Compliance Description: 

	The NCI Information Security Program provides CP training, testing, and evaluation procedures for NCI systems. The Program also provides disaster recovery and CP checklist templates for system owners.

	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	  

	Compliance Description: Inherited from NIH and NCI Enterprise Information Security Programs.



3.6.2 CP-2 Contingency Plan
[bookmark: _Toc453668002]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Develops a contingency plan for the information system that:

	

	1. Identifies essential missions and business functions and associated contingency requirements;

	 

	2. Provides recovery objectives, restoration priorities, and metrics;

	 

	3. Addresses contingency roles, responsibilities, assigned individuals with contact information;

	 

	4. Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure;

	 

	5. Addresses eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented; and

	 

	6. Is reviewed and approved by [Assignment: organization-defined personnel or roles];

	

	b. Distributes copies of the contingency plan to [Assignment: organization-defined key contingency personnel (identified by name and/or by role) and organizational elements];

	

	c. Coordinates contingency planning activities with incident handling activities;

	

	d. Reviews the contingency plan for the information system [Assignment: organization-defined frequency];

	

	e. Updates the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing;

	

	f. Communicates contingency plan changes to [Assignment: organization-defined key contingency personnel (identified by name and/or by role) and organizational elements]; and

	

	g. Protects the contingency plan from unauthorized disclosure and modification.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.3 CP-2(1) Coordinate with Related Plans
[bookmark: _Toc453668003]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization coordinates contingency plan development with organizational elements responsible for related plans.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.4 CP-2(3) Resume Essential Missions / Business Functions
[bookmark: _Toc453668004]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization plans for the resumption of essential missions and business functions within [Assignment: organization-defined time period] of contingency plan activation.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.5 CP-2(8) Identify Critical Assets
[bookmark: _Toc453668005]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization identifies critical information system assets supporting essential missions and business functions.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.6 CP-3 Contingency Training
[bookmark: _Toc453668006]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization provides contingency training to information system users consistent with assigned roles and responsibilities:

	

	a. Within [Assignment: organization-defined time period] of assuming a contingency role or responsibility;

	

	b. When required by information system changes; and

	

	c. [Assignment: organization-defined frequency] thereafter.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.7 CP-4 Contingency Plan Testing
[bookmark: _Toc453668007]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Tests the contingency plan for the information system [Assignment: organization-defined frequency] using [Assignment: organization-defined tests] to determine the effectiveness of the plan and the organizational readiness to execute the plan;

	

	b. Reviews the contingency plan test results; and

	

	c. Initiates corrective actions, if needed.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.8 CP-4(1) Coordinate with Related Plans
[bookmark: _Toc453668008]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization coordinates contingency plan testing with organizational elements responsible for related plans.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.9 CP-6 Alternate Storage Site
[bookmark: _Toc453668009]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Establishes an alternate storage site including necessary agreements to permit the storage and retrieval of information system backup information; and

	

	b. Ensures that the alternate storage site provides information security safeguards equivalent to that of the primary site.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.10 CP-6(1) Separation from Primary Site
[bookmark: _Toc453668010]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization identifies an alternate storage site that is separated from the primary storage site to reduce susceptibility to the same threats.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.11 CP-6(3) Accessibility
[bookmark: _Toc453668011]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization identifies potential accessibility problems to the alternate storage site in the event of an area-wide disruption or disaster and outlines explicit mitigation actions.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.12 CP-7 Alternate Processing Site
[bookmark: _Toc453668012]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Establishes an alternate processing site including necessary agreements to permit the transfer and resumption of [Assignment: organization-defined information system operations] for essential missions/business functions within [Assignment: organization-defined time period consistent with recovery time and recovery point objectives] when the primary processing capabilities are unavailable;

	

	b. Ensures that equipment and supplies required to transfer and resume operations are available at the alternate processing site or contracts are in place to support delivery to the site within the organization-defined time period for transfer/resumption; and

	

	c. Ensures that the alternate processing site provides information security safeguards equivalent to that of the primary site.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.13 CP-7(1) Separation from Primary Site
[bookmark: _Toc453668013]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization identifies an alternate processing site that is separated from the primary processing site to reduce susceptibility to the same threats.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.14 CP-7(2) Accessibility
[bookmark: _Toc453668014]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization identifies potential accessibility problems to the alternate processing site in the event of an area-wide disruption or disaster and outlines explicit mitigation actions.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.15 CP-7(3) Priority of Service
[bookmark: _Toc453668015]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization develops alternate processing site agreements that contain priority-of-service provisions in accordance with organizational availability requirements (including recovery time objectives).

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.16 CP-8 Telecommunications Services
[bookmark: _Toc453668016]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization establishes alternate telecommunications services including necessary agreements to permit the resumption of [Assignment: organization-defined information system operations] for essential missions and business functions within [Assignment: organization-defined time period] when the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.17 CP-8(1) Priority of Service Provisions
[bookmark: _Toc453668017]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	(a) Develops primary and alternate telecommunications service agreements that contain priority-of-service provisions in accordance with organizational availability requirements (including recovery time objectives); and

	

	(b) Requests Telecommunications Service Priority for all telecommunications services used for national security emergency preparedness in the event that the primary and/or alternate telecommunications services are provided by a common carrier.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.18 CP-8(2) Single Points of Failure
[bookmark: _Toc453668018]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization obtains alternate telecommunications services to reduce the likelihood of sharing a single point of failure with primary telecommunications services.

	  

	Common Control:

	  

	Compliance Description: None.



3.6.19 CP-9 Information System Backup
[bookmark: _Toc453668019]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Conducts backups of user-level information contained in the information system [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];

	

	b. Conducts backups of system-level information contained in the information system [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];

	

	c. Conducts backups of information system documentation including security-related documentation [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives]; and

	

	d. Protects the confidentiality, integrity, and availability of backup information at storage locations.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.20 CP-9(1) Testing for Reliability / Integrity
[bookmark: _Toc453668020]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization tests backup information [Assignment: organization-defined frequency] to verify media reliability and information integrity.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.21 CP-10 Information System Recovery and Reconstitution
[bookmark: _Toc453668021]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization provides for the recovery and reconstitution of the information system to a known state after a disruption, compromise, or failure.

	  

	Common Control: None.

	  

	Compliance Description: 



3.6.22 CP-10(2) Transaction Recovery
[bookmark: _Toc453668022]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements transaction recovery for systems that are transaction-based.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7 Identification and Authentication (IA) Controls
[bookmark: _Toc453668023] 

3.7.1 IA-1 Identification and Authentication Policy and Procedures
[bookmark: _Toc453668024]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Partially Satisfied

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. An identification and authentication policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the identification and authentication policy and associated identification and authentication controls; and

	

	b. Reviews and updates the current:

	

	1. Identification and authentication policy within every 365 days; and

	 

	2. Identification and authentication procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: IA-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	IA-1.1
	(i) 
	Yes
	 
	 
	Security Policy

	IA-1.1 
	(ii)
	Yes
	 
	 
	Security Policy

	IA-1.1
	(iii)
	Yes
	 
	 
	Security Policy

	IA-1.1
	(iv)
	 
	Yes
	 
	Security Policy

	IA-1.1
	(v)
	 
	Yes
	 
	Security Policy

	IA-1.1
	(vi)
	 
	Yes
	 
	Security Policy

	IA-1.2
	(i)
	Yes
	 
	 
	Security Policy

	IA-1.2
	(ii)
	Yes
	 
	 
	Security Policy

	IA-1.2
	(iii)
	Yes
	 
	 
	Security Policy

	IA-1.2
	(iv)
	 
	Yes
	 
	Security Policy



	IA-1.1 (i) NIH develops and formally documents audit and accountability policy in the NIH Account Lifecycle and Password Policy. This policy contains the identification and authentication requirements for an IA policy at the NIH.
 
IA-1.1 (ii) The Account Lifecycle and Password Policy addresses the purpose, scope roles, responsibilities, management commitment, coordination among organizational entities, and compliance of the organizational elements with applicable identification and authentication commitments and responsibilities.
 
IA-1.1 (iii) The “Access Security” page of the OCIO website provides a link to a copy of the NIH Account Lifecycle and Password Policy dated 01/23/2014. However, the most recently updated version of this policy is dated 09/10/2014, and this version is not disseminated via the OCIO intranet site.
 
IA-1.1 (iv) NIH develops and formally documents procedures surrounding identification and authentication. Specifically, the document titled New Requirements for NIH “Contractor” Designations in E-mail provided formal identification and authentication procedures at NIH.
Enterprise: NIH is responsible for formally documenting all identification and authentication procedures to be followed across the enterprise.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate full identification and authentication compliance, and for developing and formally documenting any additional identification and authentication procedures specific for that IC and its system.
 
IA-1.1 (v) The formal documented procedures surrounding identification and authentication do not facilitate the full implementation of the identification and authentication policy and associated controls. The scope of the New Requirements for NIH “Contractor” Designations in E-mail is limited to identification of contractors within NIH, and did not include information about identification and authentication to federal information technology systems by federal employees. Federal employee authentication is a key element of the NIH Account Lifecycle and Password Policy.
Enterprise: NIH is responsible for developing procedures that effectively facilitate implementation of the identification and authentication policy and associated identification and authentication controls.
IC: An IC is responsible for determining if the NIH-outlined procedures will sufficiently facilitate full implementation of identification and authentication policy and controls specific to that IC, and for developing and formally documenting any additional identification and authentication procedures specific to that IC and its system.
 
IA-1.1 (vi) NIH disseminates formal documented identification and authentication procedures to elements within the organization having associated identification and authentication roles and responsibilities. The OCIO website provides access to the New Requirements for NIH “Contractor” Designations in E-Mail via the “IT Governance and Policy” section of the intranet site. The New Requirements for NIH “Contractor” Designations in E-Mail appears as a relevant link within the “Communications” subsection. All individuals with logical access to the NIH network have access to the OCIO website, and therefore have access to the formal documented identification and authentication information via their logical access to the site.
Enterprise: NIH is responsible for uploading all applicable procedural documents to the NIH OCIO intranet so that all users with logical access to the website will be able to use these documents when implementing identification and authentication procedures and related controls.
IC: An IC is responsible for determining if the procedures available on the OCIO website through the IT security policies and procedures will be sufficient to facilitate full identification and authentication compliance, and for developing and formally documenting any additional identification and authentication procedures deemed necessary for that IC.
 
IA-1.2 (i) The NIH defines the frequency of identification and authentication policy reviews/updates within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of identification and authentication policy reviews/updates as once every three years.
 
IA-1.2 (ii) The NIH last reviewed/updated the NIH Account Lifecycle and Password Policy on 08/07/2014; within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide. Additionally, the NIH Account Lifecycle and Password Policy included a formal documented Record of Changes that tracked the most recent dates of review/update.
 
IA-1.2 (iii) The NIH defines the frequency of identification and authentication procedure reviews/updates within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of identification and authentication procedure reviews/updates as once every three years.
 
IA-1.2 (iv) The NIH last reviewed/updated the New Requirements for “Contractor” Designation in E-Mail on 10/18/2012; within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide. The date of most recent review/update is located at the bottom of the online page containing the New Requirements for “Contractor” Designation in E-Mail.
Enterprise: NIH is responsible for reviewing or updating the enterprise-wide identification and authentication procedures in accordance with the NIH-defined frequency.
IC: An IC is responsible for reviewing or updating any supplemental IC-specific identification and authentication procedures in accordance with the NIH-defined frequency.


	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	

	--------------- NCI Enterprise Security Program ---------------

	Control: IA-1

	Compliance Description: 

	The NCI Security Program participates in the development of enterprise and system level identification and authentication procedures in accordance with applicable NIH and HHS policies.

	

	Compensating Control: 

	

	  

	Compliance Description: 



3.7.2 IA-2 Identification and Authentication (Organizational Users)
[bookmark: _Toc453668025]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system uniquely identifies and authenticates organizational users (or processes acting on behalf of organizational users).

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.3 IA-2(1) Network Access to Privileged Accounts
[bookmark: _Toc453668026]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements multifactor authentication for network access to privileged accounts.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.4 IA-2(2) Network Access to Non-Privileged Accounts
[bookmark: _Toc453668027]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements multifactor authentication for network access to non-privileged accounts.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.5 IA-2(3) Local Access to Privileged Accounts
[bookmark: _Toc453668028]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements multifactor authentication for local access to privileged accounts.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.6 IA-2(8) Network Access to Privileged Accounts - Replay Resistant
[bookmark: _Toc453668029]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The information system implements replay-resistant authentication mechanisms for network access to privileged accounts.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.7 IA-2(11) Remote Access - Separate Device
[bookmark: _Toc453668030]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements multifactor authentication for remote access to privileged and non-privileged accounts such that one of the factors is provided by a device separate from the system gaining access and the device meets [Assignment: organization-defined strength of mechanism requirements].

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.8 IA-2(12) Acceptance of PIV Credentials
[bookmark: _Toc453668031]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system accepts and electronically verifies Personal Identity Verification (PIV) credentials.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.9 IA-3 Device Identification and Authentication
[bookmark: _Toc453668032]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system uniquely identifies and authenticates [Assignment: organization-defined specific and/or types of devices] before establishing a [Selection (one or more): local; remote; network] connection.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.10 IA-4 Identifier Management
[bookmark: _Toc453668033]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization manages information system identifiers by:

	

	a. Receiving authorization from [Assignment: organization-defined personnel or roles] to assign an individual, group, role, or device identifier;

	

	b. Selecting an identifier that identifies an individual, group, role, or device;

	

	c. Assigning the identifier to the intended individual, group, role, or device;

	

	d. Preventing reuse of identifiers for [Assignment: organization-defined time period]; and

	

	e. Disabling the identifier after [Assignment: organization-defined time period of inactivity].

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.11 IA-5 Authenticator Management
[bookmark: _Toc453668034]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization manages information system authenticators by:

	

	a. Verifying, as part of the initial authenticator distribution, the identity of the individual, group, role, or device receiving the authenticator;

	

	b. Establishing initial authenticator content for authenticators defined by the organization;

	

	c. Ensuring that authenticators have sufficient strength of mechanism for their intended use;

	

	d. Establishing and implementing administrative procedures for initial authenticator distribution, for lost/compromised or damaged authenticators, and for revoking authenticators;

	

	e. Changing default content of authenticators prior to information system installation;

	

	f. Establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators;

	

	g. Changing/refreshing authenticators [Assignment: organization-defined time period by authenticator type];

	

	h. Protecting authenticator content from unauthorized disclosure and modification;

	

	i. Requiring individuals to take, and having devices implement, specific security safeguards to protect authenticators; and

	

	j. Changing authenticators for group/role accounts when membership to those accounts changes.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.12 IA-5(1) Password-Based Authentication
[bookmark: _Toc453668035]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system, for password-based authentication:

	

	(a) Enforces minimum password complexity of at least 8 characters and have a combination of all four of the following: capital letters, lowercase letters, numeric characters, and special characters;

	

	(b) Enforces at least the following number of changed characters when new passwords are created: NIH does not define the minimum number of characters that must be changed when new passwords are created.

	

	(c) Stores and transmits only cryptographically-protected passwords;

	

	(d) Enforces password minimum and maximum lifetime restrictions of 120 days (maximum), upon which time a user is prompted to change his/her password. NIH defines the restrictions to be enforced for minimum lifetime as one (1) day.

	

	(e) Prohibits password reuse for 24 generations; and

	

	(f) Allows the use of a temporary password for system logons with an immediate change to a permanent password.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.13 IA-5(2) PKI-Based Authentication
[bookmark: _Toc453668036]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system, for PKI-based authentication:

	

	(a) Validates certifications by constructing and verifying a certification path to an accepted trust anchor including checking certificate status information;

	

	(b) Enforces authorized access to the corresponding private key;

	

	(c) Maps the authenticated identity to the account of the individual or group; and

	

	(d) Implements a local cache of revocation data to support path discovery and validation in case of inability to access revocation information via the network.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.14 IA-5(3) In-Person or Trusted Third-Party Registration
[bookmark: _Toc453668037]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization requires that the registration process to receive [Assignment: organization-defined types of and/or specific authenticators] be conducted [Selection: in person; by a trusted third party] before [Assignment: organization-defined registration authority] with authorization by [Assignment: organization-defined personnel or roles].

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.15 IA-5(11) Hardware Token-Based Authentication
[bookmark: _Toc453668038]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system, for hardware token-based authentication, employs mechanisms that satisfy [Assignment: organization-defined token quality requirements].

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.16 IA-6 Authenticator Feedback
[bookmark: _Toc453668039]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system obscures feedback of authentication information during the authentication process to protect the information from possible exploitation/use by unauthorized individuals.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.17 IA-7 Cryptographic Module Authentication
[bookmark: _Toc453668040]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements mechanisms for authentication to a cryptographic module that meet the requirements of applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance for such authentication.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.18 IA-8 Identification and Authentication (Non-Organizational Users)
[bookmark: _Toc453668041]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system uniquely identifies and authenticates non-organizational users (or processes acting on behalf of non-organizational users).

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.19 IA-8(1) Acceptance of PIV Credentials from Other Agencies
[bookmark: _Toc453668042]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system accepts and electronically verifies Personal Identity Verification (PIV) credentials from other federal agencies.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.20 IA-8(2) Acceptance of Third-Party Credentials
[bookmark: _Toc453668043]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system accepts only FICAM-approved third-party credentials.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.21 IA-8(3) Use of FICAM-Approved Products
[bookmark: _Toc453668044]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs only FICAM-approved information system components in [Assignment: organization-defined information systems] to accept third-party credentials.

	  

	Common Control: None.

	  

	Compliance Description: 



3.7.22 IA-8(4) Use of FICAM-Issued Profiles
[bookmark: _Toc453668045]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system conforms to FICAM-issued profiles.

	  

	Common Control: None.

	  

	Compliance Description: 



3.8 Incident Response (IR) Controls
[bookmark: _Toc453668046] 

3.8.1 IR-1 Incident Response Policy and Procedures
[bookmark: _Toc453668047]
	Control Implementation Status: Partially In Place

	  

	Control Effectiveness: Partially Satisfied

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. An incident response policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the incident response policy and associated incident response controls; and

	

	b. Reviews and updates the current:

	

	1. Incident response policy within every 365 days; and

	 

	2. Incident response procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: IR-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	IR-1.1
	(i) 
	Yes
	 
	 
	Security Operations 

	IR-1.1 
	(ii)
	Yes
	 
	 
	Security Operations 

	IR-1.1
	(iii)
	Yes
	 
	 
	Security Operations 

	IR-1.1
	(iv)
	 


	Yes
	 
	Security Operations

	IR-1.1
	(v)
	 


	Yes
	 
	Security Operations

	IR-1.1
	(vi)
	 


	Yes
	 
	Security Operations

	IR-1.2
	(i)
	Yes
	 
	 
	Security Operations

	IR-1.2
	(ii)
	Yes
	 
	 
	Security Operations 

	IR-1.2
	(iii)
	Yes
	 
	 
	Security Operations 

	IR-1.2
	(iv)
	 


	Yes
	 
	Security Operations



	IR-1.1 (i) NIH develops and formally documents incident response policy in the policy document titled the NIH Information Technology (IT) Security Incident Response Policy.
 
IR-1.1 (ii) The NIH Information Technology (IT) Security Incident Response Policy sufficiently addresses purpose; scope, roles and responsibilities; management commitment; coordination among organizational entities, and compliance.
 
IR-1.1 (iii) NIH disseminates formal documented incident response policy to elements within the organization having associated incident response roles and responsibilities. The OCIO website provides links to the applicable documents, including the NIH Information Technology (IT) Security Incident Response Policy. All individuals with logical access to NIHnet have access to the OCIO website, and therefore have access to the formal documented audit and accountability information via their logical access to the site. Additionally, the OCIO has included links to incident response policies in the OCIO Security Policy Framework and corresponding Framework Guide.
 
IR-1.1 (iv) NIH develops and formally documents incident response procedures in the document titled the NIH Information Technology (IT) Security Incident Response Plan.
Enterprise: NIH is responsible for providing incident response procedures applicable across the enterprise in the NIH Information Technology (IT) Security Incident Response Plan.
IC: An IC is responsible for following all incident response procedural guidelines provided in the NIH Information Technology (IT) Security Incident Response Plan that are applicable to its systems. For an IC that requires additional system-specific incident response procedures, the IC is responsible for developing and formally documenting its applicable procedural documents.
 
IR-1.1 (v) The NIH Information Technology (IT) Security Incident Response Plan sufficiently facilitates implementation of the NIH Information Technology (IT) Security Incident Response Policy and associated incident response controls.
Enterprise: NIH is responsible for providing procedures applicable across the enterprise in the NIH Information Technology (IT) Security Incident Response Plan, and for ensuring that these procedures sufficiently facilitate the implementation of the NIH-wide incident response policies applicable organization-wide.
IC: An IC is responsible for following all incident response procedural guidelines provided in the NIH Information Technology (IT) Security Incident Response Plan that are applicable to its systems. For an IC that requires additional system-specific incident response procedures, the IC is responsible for ensuring that the procedures developed specifically for the information system facilitate implementation of the NIH Information Technology (IT) Security Incident Response Policy and associated controls.
 
IR-1.1 (vi) NIH disseminates the formal documented incident response procedures to elements within the organization having associated incident response roles and responsibilities by posting the NIH Information Technology (IT) Security Incident Response Plan on the OCIO Intranet site. All individuals with logical access to NIHnet have access to the OCIO website, and therefore have access to the formal documented audit and accountability procedures via their logical access to the site.
Enterprise: NIH is responsible for providing access to the formal documented access control policy documents via logical access to the NIH OCIO website, operated and maintained by the organization for the use of all staff.
IC: An IC is responsible for following all OCIO-level incident response procedural guidelines that are applicable to its systems. For an IC that requires additional system-specific incident response procedures, the IC is responsible for disseminating the formal documented procedures to elements within the IC having associated incident response roles and responsibilities.
 
IR-1.2 (i) The NIH defines the frequency of reviews/updates for all policies and procedures under the purview of the NIH OCIO within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of policy reviews/updates as once every three years. The NIH Information Security Policy Framework Guide’s required time frame of three years for the update and/or review of all NIH policies and procedures sufficiently applies to the NIH Information Technology (IT) Security Incident Response Plan.
 
IR-1.2 (ii)The NIH last reviewed/updated the NIH Information Technology (IT) Security Incident Response Policy on 06/01/2014; within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide.
 
 
IR-1.2 (iii) The NIH defines the frequency of reviews/updates for all policies and procedures under the purview of the NIH OCIO within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of procedure reviews/updates as once every three years. The NIH Information Security Policy Framework Guide’s required time frame of three years for the update and/or review of all NIH policies and procedures sufficiently applies to the NIH Information Technology (IT) Security Incident Response Policy.
 
IR-1.2 (iv) The NIH last reviewed/updated the NIH Information Technology (IT) Security Incident Response Plan on 06/01/2014; within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide.
Enterprise: NIH is responsible for reviewing or updating the enterprise-wide incident response procedures in accordance with the NIH-defined frequency.
IC: An IC is responsible for reviewing or updating any supplemental system-specific incident response procedures in accordance with the NIH-defined frequency.


	

	Compensating Control: 

	

	Control Implementation Status: 

	Partially In Place

	

	--------------- NCI Enterprise Security Program ---------------

	Control: IR-1

	Compliance Description: 

	The (DRAFT) NCI IR Plan defines incident response scope, roles, responsibilities, and coordination. The Plan identifies standard IR procedures to be followed for security related incidents. NCI's Incident Response Plan was completed in March 2013.

	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	  

	Compliance Description: 



3.8.2 IR-2 Incident Response Training
[bookmark: _Toc453668048]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization provides incident response training to information system users consistent with assigned roles and responsibilities:

	

	a. Within [Assignment: organization-defined time period] of assuming an incident response role or responsibility;

	

	b. When required by information system changes; and

	

	c. [Assignment: organization-defined frequency] thereafter.

	  

	Common Control: None.

	  

	Compliance Description: 



3.8.3 IR-3 Incident Response Testing
[bookmark: _Toc453668049]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization tests the incident response capability for the information system [Assignment: organization-defined frequency] using [Assignment: organization-defined tests] to determine the incident response effectiveness and documents the results.

	  

	Common Control: None.

	  

	Compliance Description: 



3.8.4 IR-3(2) Coordination with Related Plans
[bookmark: _Toc453668050]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization coordinates incident response testing with organizational elements responsible for related plans.

	  

	Common Control: None.

	  

	Compliance Description: 



3.8.5 IR-4 Incident Handling
[bookmark: _Toc453668051]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Implements an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery;

	

	b. Coordinates incident handling activities with contingency planning activities; and

	

	c. Incorporates lessons learned from ongoing incident handling activities into incident response procedures, training, and testing/exercises, and implements the resulting changes accordingly.

	  

	Common Control: None.


	Compliance Description: 



3.8.6 IR-4(1) Automated Incident Handling Processes
[bookmark: _Toc453668052]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs automated mechanisms to support the incident handling process.

	  

	Common Control: None.


	Compliance Description: 



3.8.7 IR-5 Incident Monitoring
[bookmark: _Toc453668053]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization tracks and documents information system security incidents.

	  

	Common Control: None.


	Compliance Description: 



3.8.8 IR-6 Incident Reporting
[bookmark: _Toc453668054]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Requires personnel to report suspected security incidents to the organizational incident response capability within [Assignment: organization-defined time period]; and

	

	b. Reports security incident information to [Assignment: organization-defined authorities].

	  

	Common Control: None.

	
Compliance Description: 



3.8.9 IR-6(1) Automated Reporting
[bookmark: _Toc453668055]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs automated mechanisms to assist in the reporting of security incidents.

	  

	Common Control: None.

	
Compliance Description: 



3.8.10 IR-7 Incident Response Assistance
[bookmark: _Toc453668056]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization provides an incident response support resource, integral to the organizational incident response capability that offers advice and assistance to users of the information system for the handling and reporting of security incidents.

	  

	Common Control: None.

	  

	Compliance Description: 



3.8.11 IR-7(1) Automation Support for Availability of Information / Support
[bookmark: _Toc453668057]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs automated mechanisms to increase the availability of incident response-related information and support.

	  

	Common Control: None.

	  

	Compliance Description:



3.8.12 IR-8 Incident Response Plan
[bookmark: _Toc453668058]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Develops an incident response plan that:

	

	1. Provides the organization with a roadmap for implementing its incident response capability;

	 

	2. Describes the structure and organization of the incident response capability;

	 

	3. Provides a high-level approach for how the incident response capability fits into the overall organization;

	 

	4. Meets the unique requirements of the organization, which relate to mission, size, structure, and functions;

	 

	5. Defines reportable incidents;

	 

	6. Provides metrics for measuring the incident response capability within the organization;

	 

	7. Defines the resources and management support needed to effectively maintain and mature an incident response capability; and

	 

	8. Is reviewed and approved by [Assignment: organization-defined personnel or roles];

	 

	b. Distributes copies of the incident response plan to [Assignment: organization-defined incident response personnel (identified by name and/or by role) and organizational elements];

	

	c. Reviews the incident response plan [Assignment: organization-defined frequency];

	

	d. Updates the incident response plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing;

	

	e. Communicates incident response plan changes to [Assignment: organization-defined incident response personnel (identified by name and/or by role) and organizational elements]; and

	

	f. Protects the incident response plan from unauthorized disclosure and modification.

	  

	Common Control: None. 

	
Compliance Description: 



3.9 Maintenance (MA) Controls
[bookmark: _Toc453668059] 

3.9.1 MA-1 System Maintenance Policy and Procedures
[bookmark: _Toc453668060]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. A system maintenance policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the system maintenance policy and associated system maintenance controls; and

	

	b. Reviews and updates the current:

	

	1. System maintenance policy within every 365 days; and

	 

	2. System maintenance procedures within every 365 days.

	  

	Common Control: None.

	  

	Compliance Description: 



3.9.2 MA-2 Controlled Maintenance
[bookmark: _Toc453668061]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Schedules, performs, documents, and reviews records of maintenance and repairs on information system components in accordance with manufacturer or vendor specifications and/or organizational requirements;

	

	b. Approves and monitors all maintenance activities, whether performed on site or remotely and whether the equipment is serviced on site or removed to another location;

	

	c. Requires that [Assignment: organization-defined personnel or roles] explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs;

	

	d. Sanitizes equipment to remove all information from associated media prior to removal from organizational facilities for off-site maintenance or repairs;

	

	e. Checks all potentially impacted security controls to verify that the controls are still functioning properly following maintenance or repair actions; and

	

	f. Includes [Assignment: organization-defined maintenance-related information] in organizational maintenance records.

	  

	Common Control: None.

	  

	Compliance Description: 



3.9.3 MA-3 Maintenance Tools
[bookmark: _Toc453668062]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization approves, controls, and monitors information system maintenance tools.

	  

	Common Control: None.

	  

	Compliance Description: 



3.9.4 MA-3(1) Inspect Tools
[bookmark: _Toc453668063]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization inspects the maintenance tools carried into a facility by maintenance personnel for improper or unauthorized modifications.

	  

	Common Control: None.

	  

	Compliance Description: 



3.9.5 MA-3(2) Inspect Media
[bookmark: _Toc453668064]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization checks media containing diagnostic and test programs for malicious code before the media are used in the information system.

	  

	Common Control: None.

	  

	Compliance Description: 



3.9.6 MA-4 Nonlocal Maintenance
[bookmark: _Toc453668065]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Approves and monitors nonlocal maintenance and diagnostic activities;

	

	b. Allows the use of nonlocal maintenance and diagnostic tools only as consistent with organizational policy and documented in the security plan for the information system;

	

	c. Employs strong authenticators in the establishment of nonlocal maintenance and diagnostic sessions;

	

	d. Maintains records for nonlocal maintenance and diagnostic activities; and

	

	e. Terminates session and network connections when nonlocal maintenance is completed.

	  

	Common Control: None.

	  

	Compliance Description: 



3.9.7 MA-4(2) Document Nonlocal Maintenance
[bookmark: _Toc453668066]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization documents in the security plan for the information system, the policies and procedures for the establishment and use of nonlocal maintenance and diagnostic connections.

	  

	Common Control: None.

	  

	Compliance Description: 



3.9.8 MA-5 Maintenance Personnel
[bookmark: _Toc453668067]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Establishes a process for maintenance personnel authorization and maintains a list of authorized maintenance organizations or personnel;

	

	b. Ensures that non-escorted personnel performing maintenance on the information system have required access authorizations; and

	

	c. Designates organizational personnel with required access authorizations and technical competence to supervise the maintenance activities of personnel who do not possess the required access authorizations.

	  

	Common Control: None.

	  

	Compliance Description: 



3.9.9 MA-6 Timely Maintenance
[bookmark: _Toc453668068]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization obtains maintenance support and/or spare parts for [Assignment: organization-defined information system components] within [Assignment: organization-defined time period] of failure.

	  

	Common Control: None.

	  

	Compliance Description: 



3.10 Media Protection (MP) Controls
[bookmark: _Toc453668069] 

3.10.1 MP-1 Media Protection Policy and Procedures
[bookmark: _Toc453668070]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. A media protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the media protection policy and associated media protection controls; and

	

	b. Reviews and updates the current:

	

	1. Media protection policy within every 365 days; and

	 

	2. Media protection procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: MP-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	MP-1.1
	(i) 
	Yes
	 
	 
	NIH Security Program & Project Management

	MP-1.1 
	(ii)
	Yes
	 
	 
	NIH Security Program & Project Management

	MP-1.1
	(iii)
	Yes
	 
	 
	NIH Security Program & Project Management

	MP-1.2
	(i)
	Yes
	 
	 
	NIH Security Program & Project Management

	MP-1.2
	(ii)
	Yes
	 
	 
	NIH Security Program & Project Management



	MP-1.1 (i) NIH develops and formally documents media protection procedures in the document titled NIH Media Sanitization and Disposal Policy.
 
MP-1.1 (ii) The NIH Media Sanitization and Disposal Policy sufficiently addresses purpose; scope; roles and responsibilities; management commitment; coordination among NIH entities; and compliance. 
 
MP-1.1 (iii) NIH does not disseminate the NIH Media Sanitization and Disposal Policy within NIH. NIH is in the process of converting the applicable policies and procedures, including media protection policies and procedures, to a new policy handbook. NIH plans to disseminate the materials when the new Handbook is complete via the ISAO policy website on the NIH intranet. 
 
MP-1.1 (i) The NIH defines the frequency of reviews/updates for all policies and procedures under the purview of the NIH OCIO within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of policy reviews/updates as once every three years. The NIH Information Security Policy Framework Guide’s required time frame of three years for the update and/or review of all NIH policies and procedures sufficiently applies to the NIH Media Sanitization and Disposal Policy.
 
MP-1.1 (ii) The NIH last reviewed/updated the NIH Media Sanitization and Disposal Policy on 11/06/2011; within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide.


	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	

	--------------- NCI Enterprise Security Program ---------------

	Control: MP-1

	Compliance Description: 

	NCI Security Program participates in the development of media protection procedures.

	

	  

	Compliance Description:



3.10.2 MP-2 Media Access
[bookmark: _Toc453668071]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization restricts access to [Assignment: organization-defined types of digital and/or non-digital media] to [Assignment: organization-defined personnel or roles].

	  

	Common Control: None.

	  

	Compliance Description: 



3.10.3 MP-3 Media Marking
[bookmark: _Toc453668072]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Marks information system media indicating the distribution limitations, handling caveats, and applicable security markings (if any) of the information; and

	

	b. Exempts [Assignment: organization-defined types of information system media] from marking as long as the media remain within [Assignment: organization-defined controlled areas].

	  

	Common Control: None.

	  

	Compliance Description: 



3.10.4 MP-4 Media Storage
[bookmark: _Toc453668073]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Physically controls and securely stores [Assignment: organization-defined types of digital and/or non-digital media] within [Assignment: organization-defined controlled areas]; and

	

	b. Protects information system media until the media are destroyed or sanitized using approved equipment, techniques, and procedures.

	  

	Common Control: None.

	  

	Compliance Description: 



3.10.5 MP-5 Media Transport
[bookmark: _Toc453668074]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Protects and controls [Assignment: organization-defined types of information system media] during transport outside of controlled areas using [Assignment: organization-defined security safeguards];

	

	b. Maintains accountability for information system media during transport outside of controlled areas;

	

	c. Documents activities associated with the transport of information system media; and

	

	d. Restricts the activities associated with the transport of information system media to authorized personnel.

	  

	Common Control: None.

	  

	Compliance Description: 



3.10.6 MP-5(4) Cryptographic Protection
[bookmark: _Toc453668075]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements cryptographic mechanisms to protect the confidentiality and integrity of information stored on digital media during transport outside of controlled areas.

	  

	Common Control: None.

	  

	Compliance Description: 



3.10.7 MP-6 Media Sanitization
[bookmark: _Toc453668076]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Sanitizes [Assignment: organization-defined information system media] prior to disposal, release out of organizational control, or release for reuse using [Assignment: organization-defined sanitization techniques and procedures] in accordance with applicable federal and organizational standards and policies; and

	

	b. Employs sanitization mechanisms with the strength and integrity commensurate with the security category or classification of the information.

	  

	Common Control: None.

	

	

	

	  

	Compliance Description: 



3.10.8 MP-7 Media Use
[bookmark: _Toc453668077]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization [Selection: restricts; prohibits] the use of [Assignment: organization-defined types of information system media] on [Assignment: organization-defined information systems or system components] using [Assignment: organization-defined security safeguards].

	  

	Common Control: None.

	  

	Compliance Description:



3.10.9 MP-7(1) Prohibit Use without Owner
[bookmark: _Toc453668078]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization prohibits the use of portable storage devices in organizational information systems when such devices have no identifiable owner.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11 Physical and Environmental Protection (PE) Controls
[bookmark: _Toc453668079] 

3.11.1 PE-1 Physical and Environmental Protection Policy and Procedures
[bookmark: _Toc453668080]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. A physical and environmental protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the physical and environmental protection policy and associated physical and environmental protection controls; and

	

	b. Reviews and updates the current:

	

	1. Physical and environmental protection policy within every 365 days; and

	 

	2. Physical and environmental protection procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: PE-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	PE-1.1
	(i) 
	Yes
	 
	 
	Security Operations

	PE-1.1 
	(ii)
	Yes
	 
	 
	Security Operations

	PE-1.1
	(iii)
	Yes
	 
	 
	Security Operations

	PE-1.1
	(iv)
	 
	Yes
	 
	Security Operations

	PE-1.1
	(v)
	 
	Yes
	 
	Security Operations

	PE-1.1
	(vi)
	 
	Yes
	 
	Security Operations

	PE-1.2
	(i)
	Yes
	 
	 
	Security Operations

	PE-1.2
	(ii)
	Yes
	 
	 
	Security Operations

	PE-1.2
	(iii)
	Yes
	 
	 
	Security Operations

	PE-1.2
	(iv)
	 
	Yes
	 
	Security Operations



	 
PE-1.1 (i) NIH leverages the formally documented physical and environmental protection policy provided by the Department of Health and Human Services (HHS) in the HHS IS2P Handbook. Section 1.25, “Physical and Environmental Protection,” provides a formal documented physical and environmental protection policy for NIH.
 
PE-1.1 (ii) The HHS IS2P Handbook does not address purpose; scope; roles and responsibilities; management commitment; coordination among organizational entities; and compliance. 
 
PE-1.1 (iii) NIH does not disseminate the formal documented HHS IS2P Handbook within NIH. The HHS IS2P Handbook was available on the HHS intranet but not on the NIH intranet. Without the HHS IS2P Handbook referenced or linked on the NIH intranet site, users do not have the disseminated resources needed to know that HHS policy must be referenced for formal documented physical and environmental protection policy requirements.
 
PE-1.1 (iv) NIH does not develop and formally document physical and environmental protection procedures. The HHS IS2P Handbook does not provide additional procedures within the policy document. Additionally, the NIH Information Security Policy Framework does not provide additional documentation of physical and environmental protection procedures.
Enterprise: NIH is responsible for developing and formally documenting physical and environmental procedures.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate physical and environmental protection compliance, and for developing and formally documenting any additional physical and environmental protection procedures specific for that IC and its system.
 
PE-1.1 (v) NIH does not develop and formally document physical and environmental procedures which facilitate implementation of the associated physical and environmental controls. Neither the HHS IS2P Handbook nor the NIH Information Security Policy Framework provides documentation for physical and environmental protection procedures; therefore, no procedures are available to facilitate implementation of the HHS IS2P Handbook and associated physical and environmental controls.
Enterprise: NIH is responsible for developing and formally documenting physical and environmental procedures which facilitate implementation of the associated physical and environmental controls.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate physical and environmental protection compliance, and for developing and formally documenting any additional physical and environmental protection procedures specific for that IC and its system.
 
PE-1.1 (vi) NIH does not disseminate formal documented physical and environmental protection procedures. Neither the HHS IS2P Handbook nor the NIH Information Security Policy Framework provides documentation for physical and environmental protection procedures; therefore, NIH does not have sufficient documentation for addressing dissemination of formal documented physical and environmental protection procedures.
Enterprise: NIH is responsible for disseminating formal documented physical and environmental protection procedures.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate physical and environmental protection compliance, and for developing and formally documenting any additional physical and environmental protection procedures specific for that IC and its system. Additionally, an IC is responsible for disseminating the formally documented physical and environmental protection procedures to its system owners and users.
 
PE-1.2 (i) NIH defines the frequency of physical and environmental protection policy reviews/updates. NIH leverages the HHS IS2P Handbook for physical and environmental protection policy, and the HHS IS2P defines the frequency of policy reviews/updates as every 365 days.
 
PE-1.2 (ii) NIH does not review/update physical and environmental protection policies in accordance with NIH-defined frequency. The HHS IS2P Handbook was updated on 07/0 7/2011, a date outside of the required review/update timeframe. 
 
PE-1.2 (iii) Neither the HHS IS2P Handbook nor the NIH Information Security Policy Framework provides documentation for physical and environmental protection procedures; therefore, NIH does not define the frequency of physical and environmental protection procedure reviews/updates.
 
PE-1.2 (iv) Neither the HHS IS2P Handbook nor the NIH Information Security Policy Framework provides documentation for physical and environmental protection procedures; therefore, NIH cannot review/update physical and environmental procedures in accordance with NIH-defined frequency. 
Enterprise: NIH is responsible for reviewing/updating physical and environmental procedures in accordance with NIH-defined frequency.
IC: An IC is responsible for reviewing or updating any supplemental IC-specific physical and environmental procedures in accordance with the NIH-defined frequency.



	Compliance Description: None.



3.11.2 PE-2 Physical Access Authorizations
[bookmark: _Toc453668081]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Develops, approves, and maintains a list of individuals with authorized access to the facility where the information system resides;

	

	b. Issues authorization credentials for facility access;

	

	c. Reviews the access list detailing authorized facility access by individuals within every 365 days; and

	

	d. Removes individuals from the facility access list when access is no longer required.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.3 PE-3 Physical Access Control
[bookmark: _Toc453668082]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Enforces physical access authorizations at [Assignment: organization-defined entry/exit points to the facility where the information system resides] by;

	

	1. Verifying individual access authorizations before granting access to the facility; and

	 

	2. Controlling ingress/egress to the facility using [Selection (one or more): [Assignment: organization-defined physical access control systems/devices]; guards];

	

	b. Maintains physical access audit logs for [Assignment: organization-defined entry/exit points];

	

	c. Provides [Assignment: organization-defined security safeguards] to control access to areas within the facility officially designated as publicly accessible;

	

	d. Escorts visitors and monitors visitor activity [Assignment: organization-defined circumstances requiring visitor escorts and monitoring];

	

	e. Secures keys, combinations, and other physical access devices;

	

	f. Inventories [Assignment: organization-defined physical access devices] every [Assignment: organization-defined frequency]; and

	

	g. Changes combinations and keys on an on-going and continual basis or as deemed appropriate due to specific circumstances and/or when keys are lost, combinations are compromised, or individuals are transferred or terminated.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.4 PE-4 Access Control for Transmission Medium
[bookmark: _Toc453668083]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization controls physical access to [Assignment: organization-defined information system distribution and transmission lines] within organizational facilities using [Assignment: organization-defined security safeguards].

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.5 PE-5 Access Control for Output Devices
[bookmark: _Toc453668084]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization controls physical access to information system output devices to prevent unauthorized individuals from obtaining the output.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.6 PE-6 Monitoring Physical Access
[bookmark: _Toc453668085]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Monitors physical access to the facility where the information system resides to detect and respond to physical security incidents;

	

	b. Reviews physical access logs [Assignment: organization-defined frequency] and upon occurrence of [Assignment: organization-defined events or potential indications of events]; and

	

	c. Coordinates results of reviews and investigations with the organizational incident response capability.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.7 PE-6(1) Intrusion Alarms / Surveillance Equipment
[bookmark: _Toc453668086]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization monitors physical intrusion alarms and surveillance equipment.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.8 PE-8 Visitor Access Records
[bookmark: _Toc453668087]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Maintains visitor access records to the facility where the information system resides for [Assignment: organization-defined time period]; and

	

	b. Reviews visitor access records within every 30 days.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.9 PE-9 Power Equipment and Cabling
[bookmark: _Toc453668088]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization protects power equipment and power cabling for the information system from damage and destruction.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.10 PE-10 Emergency Shutoff
[bookmark: _Toc453668089]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Provides the capability of shutting off power to the information system or individual system components in emergency situations;

	

	b. Places emergency shutoff switches or devices in areas documented in the System Security Plan to facilitate safe and easy access for personnel; and

	

	c. Protects emergency power shutoff capability from unauthorized activation.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.11 PE-11 Emergency Power
[bookmark: _Toc453668090]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization provides a short-term uninterruptible power supply to facilitate [Selection (one or more): an orderly shutdown of the information system; transition of the information system to long-term alternate power] in the event of a primary power source loss.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.12 PE-12 Emergency Lighting
[bookmark: _Toc453668091]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs and maintains automatic emergency lighting for the information system that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.13 PE-13 Fire Protection
[bookmark: _Toc453668092]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs and maintains fire suppression and detection devices/systems for the information system that are supported by an independent energy source.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.14 PE-13(3) Automatic Fire Suppression
[bookmark: _Toc453668093]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs an automatic fire suppression capability for the information system when the facility is not staffed on a continuous basis.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.15 PE-14 Temperature and Humidity Controls
[bookmark: _Toc453668094]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Maintains temperature and humidity levels within the facility where the information system resides at [Assignment: organization-defined acceptable levels]; and

	

	b. Monitors temperature and humidity levels acceptable levels; an on-going basis.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.16 PE-15 Water Damage Protection
[bookmark: _Toc453668095]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization protects the information system from damage resulting from water leakage by providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.17 PE-16 Delivery and Removal
[bookmark: _Toc453668096]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization authorizes, monitors, and controls information system-related items entering and exiting the facility and maintains records of those items.

	  

	Common Control: None.

	  

	Compliance Description: 



3.11.18 PE-17 Alternate Work Site
[bookmark: _Toc453668097]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Employs management, operational, and technical information system security controls at alternate work sites;

	

	b. Assesses as feasible, the effectiveness of security controls at alternate work sites; and

	

	c. Provides a means for employees to communicate with information security personnel in case of security incidents or problems.

	  

	Common Control: None.

	  

	Compliance Description: 



3.12 Planning (PL) Controls
[bookmark: _Toc453668098] 

3.12.1 PL-1 Security Planning Policy and Procedures
[bookmark: _Toc453668099]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	 

	1. A security planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the security planning policy and associated security planning controls; and

	

	b. Reviews and updates the current:

	

	1. Security planning policy within every 365 days; and

	 

	2. Security planning procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: PL-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	PL-1.1
	(i) 
	Yes
	 
	 
	Security Planning

	PL-1.1 
	(ii)
	Yes
	 
	 
	Security Planning

	PL-1.1
	(iii)
	Yes
	 
	 
	Security Planning

	PL-1.1
	(iv)
	 
	Yes
	 
	Security Planning

	PL-1.1
	(v)
	 
	Yes
	 
	Security Planning

	PL-1.1
	(vi)
	 
	Yes
	 
	Security Planning

	PL-1.2
	(i)
	Yes
	 
	 
	Security Planning

	PL-1.2
	(ii)
	Yes
	 
	 
	Security Planning

	PL-1.2
	(iii)
	Yes
	 
	 
	Security Planning

	PL-1.2
	(iv)
	 
	Yes
	 
	Security Planning



	 
PL-1.1 (i) NIH develops and formally documents a security planning policy in the NIH Information Security Policy Framework Guide. 
 
PL-1.1 (ii) The NIH Information Security Policy Framework Guide sufficiently addresses purpose; scope; roles and responsibilities; management commitment; coordination among organizational entities; and compliance. 
 
PL-1.1 (iii) NIH does not disseminate the formal documented security planning policy to elements within the organization having associated security planning roles and responsibilities. NIH is currently performing an assessment of the current policies and procedures and consolidating redundant policies, procedures and standards. NIH plans to disseminate the resulting Information Security Policy Handbook via the ISAO Information Security intranet site following the policy and procedure assessment.
 
PL-1.1 (iv) NIH develops and formally documents security planning procedures in the NIH Information Technology General Rules of Behavior. 
Enterprise: NIH is responsible for developing and formally documenting security planning procedures.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate security planning compliance, and for developing and formally documenting any additional security planning procedures specific for that IC and its system.
 
PL-1.1 (v) The NIH Information Technology General Rules of Behavior sufficiently facilitate implementation of the NIH Information Security Policy Framework Guide and associated security planning controls.
Enterprise: NIH is responsible for developing and formally documenting security planning procedures which facilitate implementation of the security planning policy and associated security planning controls.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate security planning compliance, and for developing and formally documenting any additional security planning procedures specific for that IC and its system.
 
PL-1.1 (vi) NIH does not disseminate the NIH Information Technology General Rules of Behavior to elements within the organization having associated security planning roles and responsibilities.
Enterprise: NIH is responsible for disseminating formal documented security planning procedures to elements within the organization having associated security planning roles and responsibilities.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate security planning compliance, and for developing and formally documenting any additional security planning procedures specific for that IC and its system. Additionally, an IC is responsible for disseminating the formally documented security planning procedures to its system owners and users. 
 
PL-1.2 (i) The NIH defines the frequency of security planning policy reviews/updates within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of security planning policy reviews/updates as once every three years.
 
PL-1.2 (ii) The NIH last reviewed/updated the NIH Information Security Policy Framework Guide on 05/27/2014; within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide. Additionally, the NIH Information Security Policy Framework Guide included a formal documented Record of Changes that tracked the most recent dates of review/update.
 
PL-1.2 (iii) The NIH defines the frequency of security planning procedure reviews/updates within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of security planning procedure reviews/updates as once every three years.
 
PL-1.2 (iv) NIH does not consistently review/update planning procedures. The NIH last reviewed/updated the NIH Information Technology General Rules of Behavior on 04/17/2014; within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide. However, the NIH did not review/update the NIH Policy on Information Security Policy Development within the required three-year timeframe. 
Enterprise: NIH is responsible for reviewing/updating security planning procedures in accordance with NIH-defined frequency.
IC: An IC is responsible for reviewing or updating any supplemental IC-specific security planning procedures in accordance with the NIH-defined frequency. 


	

	Compensating Control: 

	

	Control Implementation Status: 

	Partially In Place

	

	--------------- NCI Enterprise Security Program ---------------

	Control: PL-1

	Compliance Description: 

	The NCI Security Program develops and maintains security planning guidance for system owners and developers including, but not limited to: The SDLC Security Roadmap, Security Control Selection Guide (inheritance models), user templates, and FAQs on its internal and external security information websites.

	

	Compensating Control: 

	

	Control Implementation Status: 

	Partially In Place

	  

	Compliance Description: None.



3.12.2 PL-2 System Security Plan
[bookmark: _Toc453668100]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Develops a security plan for the information system that:

	

	1. Is consistent with the organization’s enterprise architecture;

	 

	2. Explicitly defines the authorization boundary for the system;

	 

	3. Describes the operational context of the information system in terms of missions and business processes;

	 

	4. Provides the security categorization of the information system including supporting rationale;

	 

	5. Describes the operational environment for the information system and relationships with or connections to other information systems;

	 

	6. Provides an overview of the security requirements for the system;

	 

	7. Identifies any relevant overlays, if applicable;

	 

	8. Describes the security controls in place or planned for meeting those requirements including a rationale for the tailoring decisions; and

	 

	9. Is reviewed and approved by the authorizing official or designated representative prior to plan implementation;

	

	b. Distributes copies of the security plan and communicates subsequent changes to the plan to [Assignment: organization-defined personnel or roles];

	

	c. Reviews the security plan for the information system at least once every three years or when significant changes occur to the system, whichever comes first;

	

	d. Updates the plan to address changes to the information system/environment of operation or problems identified during plan implementation or security control assessments; and

	

	e. Protects the security plan from unauthorized disclosure and modification.

	  

	Common Control: None.

	  

	Compliance Description: 



3.12.3 PL-2(3) Plan / Coordinate with Other Organizational Entities
[bookmark: _Toc453668101]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization plans and coordinates security-related activities affecting the information system with [Assignment: organization-defined individuals or groups] before conducting such activities in order to reduce the impact on other organizational entities.

	  

	Common Control: None.

	  

	Compliance Description: 



3.12.4 PL-4 Rules of Behavior
[bookmark: _Toc453668102]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Establishes and makes readily available to individuals requiring access to the information system, the rules that describe their responsibilities and expected behavior with regard to information and information system usage;

	

	b. Receives a signed acknowledgment from such individuals, indicating that they have read, understand, and agree to abide by the rules of behavior, before authorizing access to information and the information system;

	

	c. Reviews and updates the rules of behavior [Assignment: organization-defined frequency]; and

	

	d. Requires individuals who have signed a previous version of the rules of behavior to read and resign when the rules of behavior are revised/updated.

	  

	Common Control: None.

	  

	Compliance Description: 



3.12.5 PL-4(1) Social Media and Networking Restrictions
[bookmark: _Toc453668103]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization includes in the rules of behavior, explicit restrictions on the use of social media/networking sites and posting organizational information on public websites.

	  

	Common Control: None.

	  

	Compliance Description: 



3.12.6 PL-8 Information Security Architecture
[bookmark: _Toc453668104]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Develops an information security architecture for the information system that:

	

	1. Describes the overall philosophy, requirements, and approach to be taken with regard to protecting the confidentiality, integrity, and availability of organizational information;

	 

	2. Describes how the information security architecture is integrated into and supports the enterprise architecture; and

	 

	3. Describes any information security assumptions about, and dependencies on, external services;

	

	b. Reviews and updates the information security architecture [Assignment: organization-defined frequency] to reflect updates in the enterprise architecture; and

	

	c. Ensures that planned information security architecture changes are reflected in the security plan, the security Concept of Operations (CONOPS), and organizational procurements/acquisitions.

	  

	Common Control: None.

	  

	Compliance Description: 



3.13 Personnel Security (PS) Controls
[bookmark: _Toc453668105] 

3.13.1 PS-1 Personnel Security Policy and Procedures
[bookmark: _Toc453668106]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Fully Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. A personnel security policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the personnel security policy and associated personnel security controls; and

	 

	b. Reviews and updates the current:

	

	1. Personnel security policy within every 365 days; and

	 

	2. Personnel security procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: PS-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	PS-1.1
	(i) 
	Yes
	 
	 
	Security Operations

	PS-1.1 
	(ii)
	Yes
	 
	 
	Security Operations

	PS-1.1
	(iii)
	Yes
	 
	 
	Security Operations

	PS-1.1
	(iv)
	 
	Yes
	 
	Security Operations

	PS-1.1
	(v)
	 
	Yes
	 
	Security Operations

	PS-1.1
	(vi)
	 
	Yes
	 
	Security Operations

	PS-1.2
	(i)
	Yes
	 
	 
	Security Operations

	PS-1.2
	(ii)
	Yes
	 
	 
	Security Operations

	PS-1.2
	(iii)
	Yes
	 
	 
	Security Operations

	PS-1.2
	(iv)
	 
	Yes
	 
	Security Operations



	 
PS-1.1 (i) NIH develops and formally documents personnel security policy. The NIH leverages the Department of Health and Human Services (HHS) document titled HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook as a formal documented policy that contains the requirements for implementing personnel security programs across the NIH.
 
PS-1.1 (ii) The HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook addresses the purpose, scope roles, responsibilities, management commitment, coordination among organizational entities, and compliance of the organizational elements with applicable personnel security commitments. 
 
PS-1.1 (iii) NIH does not disseminate the HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook across the NIH. The NIH ISAO Policy team is in the process of converting a summary of all applicable policies and procedures, including personnel security policies and procedures, into a new policy handbook. The handbook will be disseminated to the NIH community when complete. 
 
PS-1.1 (iv) NIH develops and formally documents procedures surrounding personnel security. Specifically, the NIH Electronic Mail (E-Mail) Accounts: Policy and Procedures for Staff Departing from an IC or NIH provided procedures for formal personnel security at NIH.
Enterprise: NIH is responsible for formally documenting all personnel security procedures to be followed across the enterprise.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate full personnel security compliance, and for developing and formally documenting any additional personnel security procedures specific for that IC and its system.
 
PS-1.1 (v) The formal documented procedures surrounding personnel security facilitate the implementation of the personnel security policy and associated controls. The NIH Electronic Mail (E-Mail) Accounts: Policy and Procedures for Staff Departing from an IC or NIH addressed the implementation of the HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook at NIH. 
Enterprise: NIH is responsible for developing procedures that effectively facilitate implementation of the personnel security policy and associated personnel security controls. 
IC: An IC is responsible for determining if the NIH-outlined procedures will sufficiently facilitate full implementation of personnel security policy and controls specific to that IC, and for developing and formally documenting any additional personnel security procedures specific to that IC and its system.
 
PS-1.1 (vi) NIH disseminates formal documented personnel security procedures to elements within the organization having associated personnel security roles and responsibilities. The OCIO website provides access to the NIH Electronic Mail (E-Mail) Accounts: Policy and Procedures for Staff Departing from an IC or NIH. All individuals with logical access to the NIH network have access to the OCIO website, and therefore have access to the formal documented personnel security information via their logical access to the site.
Enterprise: NIH is responsible for uploading all applicable procedural documents to the NIH OCIO intranet so that all users with logical access to the website will be able to use these documents when implementing personnel security procedures and related controls.
IC: An IC is responsible for determining if the procedures available on the OCIO website through the IT security policies and procedures will be sufficient to facilitate full personnel security compliance, and for developing and formally documenting any additional personnel security procedures deemed necessary for that IC. 
 
PS-1.2 (i) The HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook defines the frequency of review/update of the policy as once every three years. 
 
PS-1.2 (ii) The HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook date of last update is 02/01/2005. Hence, the HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook is not reviewed/updated within the required three-year review/update frequency as defined within the policy. The document did not include a formal documented Record of Changes that showed that any more recent review had been performed since 2005. 
 
PS-1.2 (iii) The NIH defines the frequency of personnel security procedure reviews/updates within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of personnel security procedure reviews/updates as once every three years.
 
PS-1.2 (iv) The NIH reviewed the NIH Electronic Mail (E-Mail) Accounts: Policy and Procedures for Staff Departing from an IC or NIH within the required timeframe of review/update. The procedure’s documented last date of review is 11/05/2013; a date within the required three-year timeframe of review. 
Enterprise: NIH is responsible for reviewing or updating the enterprise-wide personnel security procedures in accordance with the NIH-defined frequency.

IC: An IC is responsible for reviewing or updating any supplemental IC-specific personnel security procedures in accordance with the NIH-defined frequency.


	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	

	--------------- NCI Enterprise Security Program ---------------

	Control: PS-1

	Compliance Description: 

	Entire Personnel Security Policy and Procedures family is inherited from the NIH Information Security Program.

	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	  

	Compliance Description: Inherited.



3.13.2 PS-2 Position Risk Designation
[bookmark: _Toc453668107]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Fully Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization:

	

	a. Assigns a risk designation to all organizational positions;

	

	b. Establishes screening criteria for individuals filling those positions; and

	

	c. Reviews and updates position risk designations when major modifications are made to position responsibilities..

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: PS-2

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	PS-2.1
	(i) 
	Yes
	 
	 
	Security Operations

	PS-2.1 
	(ii)
	Yes
	 
	 
	Security Operations

	PS-2.1
	(iii)
	Yes
	 
	 
	Security Operations

	PS-2.1
	(iv)
	Yes
	 
	 
	Security Operations



	 
PS-2.1 (i) The NIH assigns a risk designation to all positions within the organization within the HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook. All designated positions within the NIH are given a risk and sensitivity level corresponding with security clearance and national security sensitivity levels.
 
PS-2.1 (ii) The NIH establishes screening criteria for individuals filling organizational positions. The HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook documents screening criteria for all NIH employees based on the risk/sensitivity level of their positions within the organization. 
 
PS-2.1 (iii) The NIH defines the frequency of risk designation reviews and updates for organizational positions. The HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook requires the risk designations for organizational employees to be reviewed on an annual basis.
 
PS-2.1 (iv) The NIH leverages the Department-wide HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook for personnel security policy documentation. The policy states that the Department is responsible for reviewing the risk designations of applicable personnel with security designations on an annual basis. The OCIO has entrusted this requirement to the Department per the HHS Office of Security and Drug Testing Personnel Security/Suitability Handbook.


	Control Implementation Status: 

	In Place

	  

	Compliance Description: Inherited



3.13.3 PS-3 Personnel Screening
[bookmark: _Toc453668108]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Fully Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization:

	

	a. Screens individuals prior to authorizing access to the information system; and

	

	b. Rescreens individuals according to position sensitivity and screening requirements in accordance with Federal policies and regulations.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: PS-3

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	PS-3.1
	(i) 
	Yes
	 
	 
	Security Operations

	PS-3.1 
	(ii)
	Yes
	 
	 
	Security Operations

	PS-3.1
	(iii)
	Yes
	 
	 
	Security Operations



	 
PS-3.1 (i) NIH does not screen all individuals prior to authorizing access to the information system. Specifically, some individuals are granted logical access to NIH information systems prior to, or in absence of, fingerprint adjudication or full background investigation completion.
 
PS-3.1 (ii) NIH defines conditions requiring re-screening and, where re-screening is so indicated, the frequency of such re-screening. Specifically, NIH follows the reinvestigation guidelines documented within the HHS Personnel Security/Suitability Handbook.
 
PS-3.1 (iii) NIH re-screens individuals according to organization-defined conditions requiring re-screening and, where re-screening is so indicated, the organization-defined frequency of such re-screening. Specifically, as documented within the HHS Personnel Security/Suitability Handbook, individuals with level 3 and 4 with top secret clearance are subject to reinvestigation every 5 years, individuals with level 2 and secret clearance are subject to reinvestigation every 10 years, and individuals with level 2 confidential clearance are subject to reinvestigation every 15 years.


	

	Compensating Control: 

	

	Control Implementation Status: 

	Planned

	  

	Compliance Description: None.



3.13.4 PS-4 Personnel Termination
[bookmark: _Toc453668109]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization, upon termination of individual employment:

	

	a. Disables information system access within [Assignment: organization-defined time period];

	

	b. Terminates/revokes any authenticators/credentials associated with the individual;

	

	c. Conducts exit interviews that include a discussion of [Assignment: organization-defined information security topics];

	

	d. Retrieves all security-related organizational information system-related property;

	

	e. Retains access to organizational information and information systems formerly controlled by terminated individual; and

	

	f. Notifies [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined time period].

	  

	Common Control: None.

	  

	Compliance Description: 



3.13.5 PS-5 Personnel Transfer
[bookmark: _Toc453668110]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Reviews and confirms ongoing operational need for current logical and physical access authorizations to information systems/facilities when individuals are reassigned or transferred to other positions within the organization;

	

	b. Initiates Re-issuing appropriate NIH and IC property, Notification to security management, Closing obsolete accounts, and Revocation of all information system access privileges within timeframes specified in the NIH Account Lifecycle Policy;

	

	c. Modifies access authorization as needed to correspond with any changes in operational need due to reassignment or transfer; and

	

	d. Notifies security management and HR immediately to begin deactivation of accounts and revocation of access to sensitive or restricted data or areas.

	  

	Common Control: None.

	  

	Compliance Description: 



3.13.6 PS-6 Access Agreements
[bookmark: _Toc453668111]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Develops and documents access agreements for organizational information systems;

	

	b. Reviews and updates the access agreements [Assignment: organization-defined frequency]; and

	

	c. Ensures that individuals requiring access to organizational information and information systems:

	

	1. Sign appropriate access agreements prior to being granted access; and

	 

	2. Re-sign access agreements to maintain access to organizational information systems when access agreements have been updated or [Assignment: organization-defined frequency].

	  

	Common Control: None.

	  

	Compliance Description: 



3.13.7 PS-7 Third-Party Personnel Security
[bookmark: _Toc453668112]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Establishes personnel security requirements including security roles and responsibilities for third-party providers;

	

	b. Requires third-party providers to comply with personnel security policies and procedures established by the organization;

	

	c. Documents personnel security requirements;

	

	d. Requires third-party providers to notify [Assignment: organization-defined personnel or roles] of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges within [Assignment: organization-defined time period]; and

	

	e. Monitors provider compliance.

	  

	Common Control: None.

	  

	Compliance Description: 



3.13.8 PS-8 Personnel Sanctions
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	Control Implementation Status:

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Employs a formal sanctions process for individuals failing to comply with established information security policies and procedures; and

	

	b. Notifies [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined time period] when a formal employee sanctions process is initiated, identifying the individual sanctioned and the reason for the sanction

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: PS-8

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	PS-8.1
	(i) 
	 
	Yes
	 
	Security Operations



	 
S-8.1 (i) NIH employs a formal sanctions process for personnel failing to comply with established information security policies and procedures. Specifically, as documented within NIH Enterprise Information Security Plan and NIH Information Technology General Rules of Behavior (ROB), staff that violates the information security policies and procedures will face disciplinary or adverse actions up to and including termination of employment; removal or debarment from work on Federal contracts or projects; and/or revocation of access to Federal information, information systems, and/or facilities and may also include civil and criminal penalties and/or imprisonment.
Enterprise: The enterprise employs a formal sanctions process for personnel failing to comply with established information security policies and procedures. Employees and contractors that acknowledge the NIH Information Technology General Rules of Behavior (ROB), a prerequisite for obtaining system access, acknowledge that violations of the HHS/NIH Rules or information security policies and standards may lead to disciplinary action, up to and including termination of employment; removal or debarment from work on Federal contracts or projects; and/or revocation of access to Federal information, information systems, and/or facilities and may also include civil and criminal penalties and/or imprisonment.
IC: An IC is responsible for enforcing the enterprise wide disciplinary actions for violating the NIH information security policies and procedures or information security policies and procedures specific to the IC or its information systems.


	  

	Compliance Description: 



3.14 Risk Assessment (RA) Controls
[bookmark: _Toc453668114] 

3.14.1 RA-1 Risk Assessment Policy and Procedures
[bookmark: _Toc453668115]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Fully Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. A risk assessment policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the risk assessment policy and associated risk assessment controls; and

	

	b. Reviews and updates the current:

	

	1. Risk assessment policy within every 365 days; and

	 

	2. Risk assessment procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: RA-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	RA-1.1
	(i) 
	Yes
	 
	 
	Security Risk Management

	RA-1.1 
	(ii)
	Yes
	 
	 
	Security Risk Management

	RA-1.1
	(iii)
	Yes
	 
	 
	Security Risk Management

	RA-1.1
	(iv)
	 
	Yes
	 
	Security Risk Management

	RA-1.1
	(v)
	 
	Yes
	 
	Security Risk Management

	RA-1.1
	(vi)
	 
	Yes
	 
	Security Risk Management

	RA-1.2
	(i)
	Yes
	 
	 
	Security Risk Management

	RA-1.2
	(ii)
	Yes
	 
	 
	Security Risk Management

	RA-1.2
	(iii)
	Yes
	 
	 
	Security Risk Management

	RA-1.2
	(iv)
	 
	Yes
	 
	Security Risk Management



	 
RA-1.1 (i) NIH develops and formally documents a risk assessment policy in the NIH Vulnerability Management Policy. 
 
RA-1.1 (ii) The NIH Vulnerability Management Policy addresses purpose; scope; roles and responsibilities; management commitment; coordination among organizational entities; and compliance. 
 
RA-1.1 (iii) NIH disseminates the NIH Vulnerability Management Policy to elements within the organization having associated risk assessment roles and responsibilities. The OCIO website provides access to the NIH Vulnerability Management Policy via a link titled “NIH IT Security Policies, Guidelines, & Standards List.” All individuals with logical access to the NIH network have access to the OCIO website, and therefore have access to the formal documented risk assessment information via their logical access to the site.
 
RA-1.1 (iv) NIH develops and formally documents risk assessment procedures in the NIH Vulnerability Management Standard. 
Enterprise: NIH is responsible for developing and formally documenting risk assessment procedures.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate risk assessment compliance, and for developing and formally documenting any additional risk assessment procedures specific for that IC and its system.
 
RA-1.1 (v) The NIH Vulnerability Management Standard sufficiently facilitates implementation of the NIH Vulnerability Management Policy and associated risk assessment controls. 
Enterprise: NIH is responsible for developing and formally documenting risk assessment procedures which facilitate implementation of the risk assessment policy and associated risk assessment controls.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate risk assessment compliance, and for developing and formally documenting any additional risk assessment procedures specific for that IC and its system.
 
RA-1.1 (vi) NIH disseminates the NIH Vulnerability Management Standard to elements within the organization having associated risk assessment roles and responsibilities. The OCIO website provides access to the NIH Vulnerability Management Standard via a link titled “NIH IT Security Policies, Guidelines, & Standards List.” All individuals with logical access to the NIH network have access to the OCIO website, and therefore have access to the formal documented risk assessment information via their logical access to the site.
Enterprise: NIH is responsible for disseminating formal documented risk assessment procedures to elements within the organization having associated risk assessment roles and responsibilities.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate risk assessment compliance, and for developing and formally documenting any additional risk assessment procedures specific for that IC and its system. Additionally, an IC is responsible for disseminating the formally documented risk assessment procedures to its system owners and users. 
 
RA-1.2 (i) The NIH defines the frequency of reviews/updates for all policies and procedures under the purview of the NIH OCIO within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of policy reviews/updates as once every three years. The NIH Information Security Policy Framework Guide’s required time frame of three years for the update and/or review of all NIH policies and procedures sufficiently applies to the NIH Vulnerability Management Policy.
 
RA-1.1 (ii) The NIH last reviewed/updated the NIH Vulnerability Management Policy on 02/05/2014; within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide.
 
RA-1.2 (iii) The NIH defines the frequency of reviews/updates for all policies and procedures under the purview of the NIH OCIO within the NIH Information Security Policy Framework Guide, section 1.4, “Effective Date and Document Review.” The NIH defines the frequency of procedure reviews/updates as once every three years. The NIH Information Security Policy Framework Guide’s required time frame of three years for the update and/or review of all NIH policies and procedures sufficiently applies to the NIH Vulnerability Management Standard.
 
RA-1.1 (ii) The NIH last reviewed/updated the NIH Vulnerability Management Standard on 02/05/2014; within the required three-year review/update frequency as defined by the NIH Information Security Policy Framework Guide.
Enterprise: NIH is responsible for reviewing/updating risk assessment procedures in accordance with NIH-defined frequency.
IC: An IC is responsible for reviewing or updating any supplemental IC-specific risk assessment procedures in accordance with the NIH-defined frequency. 


	

	Compensating Control: 

	

	--------------- NCI Enterprise Security Program ---------------

	Control: RA-1

	Compliance Description: 

	Entire Risk Assessment Policy and Procedures family is inherited from the NIH Information Security Program.

	

	Compliance Description: Inherited



3.14.2 RA-2 Security Categorization
[bookmark: _Toc453668116]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Partially Satisfied

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Categorizes information and the information system in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance;

	

	b. Documents the security categorization results (including supporting rationale) in the security plan for the information system; and

	

	c. Ensures that the security categorization decision is reviewed and approved by the authorizing official or authorizing official designated representative.

	  

	Common Control:

	Control compliance inherited from: NCI Enterprise Security Program.

	

	--------------- NCI Enterprise Security Program ---------------

	Control: RA-2

	Compliance Description: 

	The NCI ISSO works with each system owner to review FIPS-199 System Categorizations to ensure consistency and accuracy. The Designated Approving Official must approve all final FIPS-199 categorizations in writing.

	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	  

	Compliance Description: 



3.14.3 RA-3 Risk Assessment
[bookmark: _Toc453668117]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits;

	

	b. Documents risk assessment results in Security Assessment Report (SAR);

	

	c. Reviews risk assessment results [Assignment: organization-defined frequency];

	

	d. Disseminates risk assessment results to [Assignment: organization-defined personnel or roles]; and

	

	e. Updates the risk assessment [Assignment: organization-defined frequency] or whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities), or other conditions that may impact the security state of the system.

	  

	Common Control: None.

	  

	Compliance Description: 



3.14.4 RA-5 Vulnerability Scanning
[bookmark: _Toc453668118]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Scans for vulnerabilities in the information system and hosted applications continually and when new vulnerabilities potentially affecting the system/applications are identified and reported;

	

	b. Employs vulnerability scanning tools and techniques that facilitate interoperability among tools and automate parts of the vulnerability management process by using standards for:

	

	1. Enumerating platforms, software flaws, and improper configurations;

	 

	2. Formatting checklists and test procedures; and

	 

	3. Measuring vulnerability impact;

	 

	c. Analyzes vulnerability scan reports and results from security control assessments;

	

	d. Remediates legitimate vulnerabilities in accordance with the NIH CISO’s Vulnerability Remediation Timeframe Memo, which requires at a minimum that Critical and High vulnerabilities be remediated within 30 days of identification, and Medium vulnerabilities be remediated within 60 days of identification. The NIH CISO may designate accelerated timeframes for the remediation of specific vulnerabilities that pose a significant risk to the NIH.

	

	e. Shares information obtained from the vulnerability scanning process and security control assessments with [Assignment: organization-defined personnel or roles] to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: RA-5

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	RA-5.1
	(i) 
	Yes
	 
	 
	Security Operations

	RA-5.1 
	(ii)
	 
	Yes
	 
	Hybrid: [Redacted tool names], Security Operations

	RA-5.1
	(iii)
	Yes
	 
	 
	Inherited: [Redacted tool names], Security Operations

	RA-5.1
	(iv)
	Yes
	 
	 
	Inherited: [Redacted tool names], Security Operations

	RA-5.1
	(v)
	 
	Yes
	 
	Hybrid: [Redacted tool names], Security Operations

	RA-5.2
	(i)
	Yes
	 
	 
	Security Operations

	RA-5.2
	(ii)
	 
	Yes
	 
	Security Operations

	RA-5.2
	(iii)
	Yes
	 
	 
	Inherited: [Redacted tool names], Security Operations

	RA-5(1).1
	(i)
	Yes
	 
	 
	Inherited: [Redacted tool names], Security Operations



	 
RA-5.1 (i) NIH does define: the frequency for conducting vulnerability scans on the information system and hosted applications and/or; the organization-defined process for conducting random vulnerability scans on the information system and hosted applications. NIH includes the schedule for vulnerability scans in the document titled, NIH Vulnerability Scanning Standard located on the OCIO intranet site. 
 
RA-5.1 (ii) NIH scans for vulnerabilities in the information system and hosted applications in accordance with the organization-defined frequency and/or the organization-defined process for random scans.
Enterprise: 
[Redacted OS/network scanner tool name]: Currently conducted by [redacted tool name] for asset discovery (daily), vulnerability (weekly), and compliance (monthly). [Redacted tool name] is unable to determine specific vulnerabilities within an application, but it can determine if an application is vulnerable based on application version.
Application vulnerability scanning: [Redacted tool name] performs daily scans on all external facing websites for an IC with the exception of [redacted IC name].
IC: 
[OS/Network vulnerability scanner]: An IC will need to request any additional scans or conduct scans on their own.  
[Application vulnerability scanner]: An IC can perform its own scans for internal websites or request the [tool] team to perform. 
 
RA-5.1 (iii) NIH scans for vulnerabilities in the information system and hosted applications when new vulnerabilities potentially affecting the system/applications are identified and reported.
Enterprise: 
[Redacted OS/network scanner tool name]: Currently [Redacted tool name] scans most systems on a weekly basis. [Scanner’s] listing of vulnerabilities scanned for is updated through nightly updates. [Scanner tool] is unable to determine specific vulnerabilities within an application, but it can determine if an application is vulnerable based on application version.
[Redacted application scanner tool name]: [Scanner’s] scanning policy is updated daily to scan for the latest vulnerabilities. These updates pertain specifically to website vulnerabilities.
   
RA-5.1 (iv) NIH does employ vulnerability scanning tools and techniques that use standards to promote interoperability among tools and automate parts of the vulnerability management process that focus on: enumerating platforms, software flaws, and improper configurations; formatting/and making transparent checklists and test procedures; and measuring vulnerability impact.
Enterprise: 
[Redacted OS/network scanner tool name]: [Scanner] utilizes NIST standards such as the national vulnerability database (NVD) to assist in the vulnerability management process.
[Redacted application scanner tool name]: [Scanner] utilizes NIST standards such as the national vulnerability database (NVD) to assist in the vulnerability management process.
 
RA-5.1 (v) NIH analyzes vulnerability scan reports and results from security control assessments.
Enterprise: 
[Redacted OS/network scanner tool name]: [Redacted OS/network scanner tool name]: team analyzes scan results and reports certain risks that NIH has deemed ‘high profile’ vulnerabilities to appropriate IC’s. Additionally, high and medium events in the results are conveyed to the IC’s however follow-up to ensure remediation by the IC is not necessarily performed.
[Redacted application vulnerability scanner tool name]: Scan results for external facing website scans are reviewed by the [Redacted application vulnerability scanner tool name] team and certain risks that NIH has deemed ‘high profile’ vulnerabilities are conveyed to an IC. Additionally, high and medium events in the results are conveyed to the IC however follow-up to ensure remediation by the IC is not necessarily performed.
IC: 
[Redacted OS/network scanner tool name]: An IC will be responsible to respond to any deviations. An IC will be responsible to mitigate and or remediate vulnerabilities identified within their environment.   
[Redacted application vulnerability scanner tool name]: An IC will need to generate a request to review internal website scans. NLM has own instance of [Redacted application vulnerability scanner tool name]. An IC will be responsible to mitigate and or remediate vulnerabilities identified within their environment.   
 
RA-5.2 (i) NIH does not define the response times for remediating legitimate vulnerabilities in accordance with an organizational assessment of risk. However, NIH periodically generates a report to track NIH deemed ‘high risk’ vulnerabilities to ensure these risks are being remediated. 
 
RA-5.2 (ii) NIH does not remediate legitimate vulnerabilities in accordance with organization-defined response times. NIH has not defined an organization defined response time for remediation, therefore remediation timeframes are unknown. 
 
RA-5.2 (iii) NIH does share information obtained from the vulnerability scanning process with regard to “high profile” vulnerabilities and security control assessments with designated personnel throughout the organization to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies) High and medium events from the vulnerability scanning process are shared through the vulnerability scanning tools application. 
Enterprise: 
[Redacted OS/network scanner tool name]: The [Redacted OS/network scanner tool name] team shares results of high profile vulnerabilities from vulnerability scanning to officials within the NIH OCIO and each IC.
[Redacted application vulnerability scanner tool name]: The [scanner tool] team shares information via monthly meetings with ISSOs. The tool can aggregate findings to provide vulnerability ratings for further analysis. 
 

	

	--------------- NCI Enterprise Security Program ---------------

	Control: RA-5

	Compliance Description: 

	The NCI Security Program conducts scheduled and unscheduled vulnerability scans against the NCI LAN to ensure endpoints including workstations and servers are properly configured, and conducts application vulnerability scans against NCI web-enabled applications. NCI uses a combination of vulnerability analysis tools including [Redacted OS/network scanner tool name] and [Redacted application vulnerability scanner tool name].

	

	Compliance Description: None.



3.14.5 RA-5(1) Update Tool Capability
[bookmark: _Toc453668119]
	Control Implementation Status:

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization employs vulnerability scanning tools that include the capability to readily update the information system vulnerabilities to be scanned.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: RA-5(1)

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	RA-5(1).1
	(i)
	Yes
	 
	 
	Inherited: [Redacted tool names], Security Operations



	 
RA-5(1).1 (i) NIH uses vulnerability scanning tools that have the capability to readily update the list of information system vulnerabilities scanned.
Enterprise:
Network and OS scanning tool is updated nightly to scan for the latest vulnerabilities. 
Application vulnerability scanning tool is updated daily to scan for the latest vulnerabilities.
 

	  

	Compliance Description: 



3.14.6 RA-5(2) Update by Frequency / prior to New Scan / when Identified
[bookmark: _Toc453668120]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization updates the information system vulnerabilities scanned [Selection (one or more): [Assignment: organization-defined frequency]; prior to a new scan; when new vulnerabilities are identified and reported].

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: RA-5(2)

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	RA-5(2).1
	(i)
	Yes
	 
	 
	Security Operations

	RA-5(2).1
	(ii)
	Yes
	 
	 
	Inherited: [Redacted tool names], Security Operations



	  
RA-5(2).1 (i) NIH does not define the frequency of updates for information system vulnerabilities scanned. NIH has developed the document titled, NIH Vulnerability Scanning Standard located on the OCIO intranet site which describes the frequency of vulnerability scans, however the frequency of updates for information system vulnerabilities scanned is not defined. 
 
RA-5(2).1 (ii) NIH updates the list of information system vulnerabilities scanned in accordance with the organization-defined frequency or when new vulnerabilities are identified and reported.
Enterprise: 
OS and Network vulnerability scanning tool list of scanned vulnerabilities is updated nightly in accordance with the product vendor.
Application vulnerability scanning tool list of scanned vulnerabilities is updated daily in accordance with the product vendor. The update is estimated to occur within 24hrs after vendor releases a vulnerability database update. 
 

IC:
· An IC is responsible for taking appropriate steps to mitigate or remediate the issues identified in the scanning reports. 
 

	Compliance Description: 



3.14.7 RA-5(5) Privileged Access
[bookmark: _Toc453668121]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements privileged access authorization to [Assignment: organization-identified information system components] for selected [Assignment: organization-defined vulnerability scanning activities].

	  

	Common Control: None.

	  

	Compliance Description: 



3.15 System and Services Acquisition (SA) Controls
[bookmark: _Toc453668122] 

3.15.1 SA-1 System and Services Acquisition Policy and Procedures
[bookmark: _Toc453668123]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Fully Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. A system and services acquisition policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the system and services acquisition policy and associated system and services acquisition controls; and

	

	b. Reviews and updates the current:

	

	1. System and services acquisition policy within every 365 days; and

	 

	2. System and services acquisition procedures within every 365 days].

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: SA-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	SA-1.1
	(i) 
	Yes
	 
	 
	Security Planning

	SA-1.1 
	(ii)
	Yes
	 
	 
	Security Planning

	SA-1.1
	(iii)
	Yes
	 
	 
	Security Planning

	SA-1.1
	(iv)
	 
	Yes
	 
	Security Planning

	SA-1.1
	(v)
	 
	Yes
	 
	Security Planning

	SA-1.1
	(vi)
	 
	Yes
	 
	Security Planning

	SA-1.2
	(i)
	Yes
	 
	 
	Security Planning

	SA-1.2
	(ii)
	Yes
	 
	 
	Security Planning

	SA-1.2
	(iii)
	Yes
	 
	 
	Security Planning

	SA-1.2
	(iv)
	 
	Yes
	 
	Security Planning



	 
SA-1.1 (i) NIH develops and formally documents system services and acquisition policy in the NIH Policy Manual 6307-3 – Special Clearance and Other Acquisition Procedures.
 
SA-1.1 (ii) The NIH Policy Manual 6307-3 – Special Clearance and Other Acquisition Procedures document sufficiently addresses: purpose; scope; roles and responsibilities; management commitment; coordination among organizational entities; and compliance.
 
SA-1.1 (iii) NIH disseminates the NIH Policy Manual 6307-3 – Special Clearance and Other Acquisition Procedures to elements within the organization having associated system services and acquisition roles and responsibilities. The NIH Policy Manual 6307-3 – Special Clearance and Other Acquisition Procedures document is available on the NIH OCIO intranet site; all elements within the organization with system services and acquisition roles and responsibilities may access the document via their logical access to the site.
 
SA-1.1 (iv) NIH develops and formally documents system services and acquisition procedures in the NIH Policy Manual 6307-3 – Special Clearance and Other Acquisition Procedures.
Enterprise: NIH is responsible for developing and formally documenting system services and acquisition procedures.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate system services and acquisition compliance, and for developing and formally documenting any additional system services and acquisition procedures specific for that IC and its system.
 
SA-1.1 (v) NIH procedures documented within the NIH Policy Manual 6307-3 – Special Clearance and Other Acquisition Procedures sufficiently facilitate implementation of the system and services acquisition policy and associated system services and acquisition controls located within the same document.
Enterprise: NIH is responsible for developing and formally documenting system services and acquisition procedures that facilitate implementation of the system and services acquisition policy and associated system services and acquisition controls.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate services and acquisition compliance, and for developing and formally documenting any additional services and acquisition procedures specific for that IC and its system.
 
SA-1.1 (vi) NIH disseminates formal documented system services and acquisition procedures to elements within the organization having associated system services and acquisition roles and responsibilities. The NIH Policy Manual 6307-3 – Special Clearance and Other Acquisition Procedures document is available on the NIH OCIO intranet site; all elements within the organization with system services and acquisition roles and responsibilities may access the document via their logical access to the site. 
Enterprise: NIH is responsible for disseminating formally documented system services and acquisition procedures to elements within the organization having associated system services and acquisition roles and responsibilities.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate system services and acquisition compliance, and for developing and formally documenting any additional system services and acquisition procedures specific for that IC and its system. Additionally, an IC is responsible for disseminating the formally documented system services and acquisition procedures to its system owners and users.
 
SA-1.2 (i) NIH defines the frequency of system services and acquisition policy reviews/updates. The NIH Policy Manual 6307-3 – Special Clearance and Other Acquisition Procedures document requires reviews/updates to be performed on an annual basis.
 
SA-1.2 (ii) NIH reviews/updates system services and acquisition policy in accordance with organization-defined frequency. The NIH Policy Manual 6307-3 – Special Clearance and Other Acquisition Procedures document was last updated on 08/07/2014; within the annual timeframe of review/update required within the document.
 
SA-1.2 (iii) NIH defines the frequency of system services and acquisition procedure reviews/updates. The NIH Policy Manual 6307-3 – Special Clearance and Other Acquisition Procedures document requires reviews/updates to be performed on an annual basis. 
 
SA-1.2 (iv) NIH reviews/updates system services and acquisition procedures in accordance with organization-defined frequency. The NIH Policy Manual 6307-3 – Special Clearance and Other Acquisition Procedures document was last updated on 08/07/2014; within the annual timeframe of review/update required within the document.
Enterprise: NIH is responsible for reviewing/updating system services and acquisition procedures in accordance with organization-defined frequency.
IC: An IC is responsible for reviewing or updating any supplemental IC-specific services and acquisition procedures in accordance with the NIH-defined frequency.


	

	--------------- NCI Enterprise Security Program ---------------

	Control: SA-1

	Compliance Description: 

	NIH Information Security Program provides the system and services acquisition policy and procedures. To be in compliance with the procedures, the NCI Security Program reviews RFPs and winning proposals to ensure they contain NIH and NCI standard security compliance language.

	

	Compliance Description:

	Inherited



3.15.2 SA-2 Allocation of Resources
[bookmark: _Toc453668124]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Fully Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization:

	

	a. Determines information security requirements for the information system or information system service in mission/business process planning;

	

	b. Determines, documents, and allocates the resources required to protect the information system or information system service as part of its capital planning and investment control process; and

	

	c. Establishes a discrete line item for information security in organizational programming and budgeting documentation.

	  

	Common Control:

	Control compliance inherited from: NCI Enterprise Security Program.

	

	--------------- NCI Enterprise Security Program ---------------

	Control: SA-2

	Compliance Description: 

	The NCI Security Program works with the NCI infrastructure manager and the CIO to ensure adequate resources are allocated and budgeted for, to secure the NCI Local Area Network and all centrally managed IT services.

	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	  

	Compliance Description: Inherited



3.15.3 SA-3 System Development Life Cycle
[bookmark: _Toc453668125]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Manages the information system using [Assignment: organization-defined system development life cycle] that incorporates information security considerations;

	

	b. Defines and documents information security roles and responsibilities throughout the system development life cycle;

	

	c. Identifies individuals having information security roles and responsibilities; and

	

	d. Integrates the organizational information security risk management process into system development life cycle activities.

	  

	Common Control: None.

	  

	Compliance Description: 



3.15.4 SA-4 Acquisition Process
[bookmark: _Toc453668126]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Fully Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization includes the following requirements, descriptions, and criteria, explicitly or by reference, in the acquisition contract for the information system, system component, or information system service in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, guidelines, and organizational mission/business needs:

	

	a. Security functional requirements;

	

	b. Security strength requirements;

	

	c. Security assurance requirements;

	

	d. Security-related documentation requirements;

	

	e. Requirements for protecting security-related documentation;

	

	f. Description of the information system development environment and environment in which the system is intended to operate; and

	

	g. Acceptance criteria.

	  

	Common Control:

	Control compliance inherited from: NCI Enterprise Security Program.

	

	--------------- NCI Enterprise Security Program ---------------

	Control: SA-4

	Compliance Description: 

	The NCI Security Program works with appropriate NIH and NCI acquisition organizations to tailor the acquisition language to include requisite security language based on a preliminary security impact review.

	

	  

	Compliance Description: Inherited.



3.15.5 SA-4(1) Functional Properties of Security Controls
[bookmark: _Toc453668127]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Fully Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization requires the developer of the information system, system component, or information system service to provide a description of the functional properties of the security controls to be employed.

	  

	Common Control: 

	  

	Compliance Description: Inherited



3.15.6 SA-4(2) Design / Implementation Information for Security Controls
[bookmark: _Toc453668128]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Fully Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization requires the developer of the information system, system component, or information system service to provide design and implementation information for the security controls to be employed that includes: [Selection (one or more): security-relevant external system interfaces; high-level design; low-level design; source code or hardware schematics; [Assignment: organization-defined design/implementation information]] at [Assignment: organization-defined level of detail].

	  

	Common Control: 

	  

	Compliance Description: Inherited



3.15.7 SA-4(9) Functions / Ports / Protocols / Services in Use
[bookmark: _Toc453668129]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization requires the developer of the information system, system component, or information system service to identify early in the system development life cycle, the functions, ports, protocols, and services intended for organizational use.

	  

	Common Control: None.

	  

	Compliance Description:



3.15.8 SA-4(10) Use of Approved PIV Products
[bookmark: _Toc453668130]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs only information technology products on the FIPS 201-approved products list for Personal Identity Verification (PIV) capability implemented within organizational information systems.

	  

	Common Control: None.

	  

	Compliance Description:



3.15.9 SA-5 Information System Documentation
[bookmark: _Toc453668131]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Obtains administrator documentation for the information system, system component, or information system service that describes:

	

	1. Secure configuration, installation, and operation of the system, component, or service;

	 

	2. Effective use and maintenance of security functions/mechanisms; and

	 

	3. Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions;

	

	b. Obtains user documentation for the information system, system component, or information system service that describes:

	

	1. User-accessible security functions/mechanisms and how to effectively use those security functions/mechanisms;

	 

	2. Methods for user interaction, which enables individuals to use the system, component, or service in a more secure manner; and

	 

	3. User responsibilities in maintaining the security of the system, component, or service;

	

	c. Documents attempts to obtain information system, system component, or information system service documentation when such documentation is either unavailable or nonexistent and [Assignment: organization-defined actions] in response;

	

	d. Protects documentation as required, in accordance with the risk management strategy; and

	

	e. Distributes documentation to [Assignment: organization-defined personnel or roles].

	  

	Common Control: None.

	  

	Compliance Description: 



3.15.10 SA-8 Security Engineering Principles
[bookmark: _Toc453668132]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization applies information system security engineering principles in the specification, design, development, implementation, and modification of the information system.

	  

	Common Control: None.

	  

	Compliance Description: 



3.15.11 SA-9 External Information System Services
[bookmark: _Toc453668133]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Requires that providers of external information system services comply with organizational information security requirements and employ [Assignment: organization-defined security controls] in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance;

	

	b. Defines and documents government oversight and user roles and responsibilities with regard to external information system services; and

	

	c. Employs [Assignment: organization-defined processes, methods, and techniques] to monitor security control compliance by external service providers on an ongoing basis.

	  

	Common Control: None.

	  

	Compliance Description:



3.15.12 SA-9(2) Identification of Functions / Ports / Protocols / Services
[bookmark: _Toc453668134]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization requires providers of [Assignment: organization-defined external information system services] to identify the functions, ports, protocols, and other services required for the use of such services.

	  

	Common Control: None.

	  

	Compliance Description:



3.15.13 SA-10 Developer Configuration Management
[bookmark: _Toc453668135]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization requires the developer of the information system, system component, or information system service to:

	

	a. Perform configuration management during system, component, or service [Selection (one or more): design; development; implementation; operation];

	

	b. Document, manage, and control the integrity of changes to [Assignment: organization-defined configuration items under configuration management];

	

	c. Implement only organization-approved changes to the system, component, or service;

	

	d. Document approved changes to the system, component, or service and the potential security impacts of such changes; and

	

	e. Track security flaws and flaw resolution within the system, component, or service and report findings to [Assignment: organization-defined personnel].

	  

	Common Control: None.

	  

	Compliance Description: 



3.15.14 SA-11 Developer Security Testing and Evaluation
[bookmark: _Toc453668136]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization requires the developer of the information system, system component, or information system service to:

	

	a. Create and implement a security assessment plan;

	

	b. Perform [Selection (one or more): unit; integration; system; regression] testing/evaluation at [Assignment: organization-defined depth and coverage];

	

	c. Produce evidence of the execution of the security assessment plan and the results of the security testing/evaluation;

	

	d. Implement a verifiable flaw remediation process; and

	

	e. Correct flaws identified during security testing/evaluation.

	  

	Common Control: None.

	  

	Compliance Description: 



3.16 System and Communications Protection (SC) Controls
[bookmark: _Toc453668137] 

3.16.1 SC-1 System and Communications Protection Policy and Procedures
[bookmark: _Toc453668138]
	Control Implementation Status: In Place

	  

	Control Effectiveness: Fully Satisfied

	  

	Control Type: Inherited

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. A system and communications protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the system and communications protection policy and associated system and communications protection controls; and

	 

	b. Reviews and updates the current:

	

	1. System and communications protection policy within every 365 days; and

	 

	2. System and communications protection procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program, NCI Enterprise Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: SC-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Service Area

	SC-1.1
	(i) 
	Yes
	 
	 
	Security Awareness and Policy

	SC-1.1 
	(ii)
	Yes
	 
	 
	Security Awareness and Policy

	SC-1.1
	(iii)
	Yes
	 
	 
	Security Awareness and Policy

	SC-1.1
	(iv)
	 
	Yes
	 
	Security Operations

	SC-1.1
	(v)
	 
	Yes
	 
	Security Operations

	SC-1.1
	(vi)
	 
	Yes
	 
	Security Operations

	SC-1.2
	(i)
	Yes
	 
	 
	Security Awareness and Policy

	SC-1.2
	(ii)
	Yes
	 
	 
	Security Awareness and Policy

	SC-1.2
	(iii)
	Yes
	 
	 
	Security Awareness and Policy

	SC-1.2
	(iv)
	 
	Yes
	 
	Security Operations



	 
SC-1.1 (i) NIH develops and formally documents a system and communications protection policy in the HHS Cybersecurity Program Standard for Encryption of Computing Devices. 
 
SC-1.1 (ii) The HHS Cybersecurity Program Standard for Encryption of Computing Devices does not address purpose; scope; roles and responsibilities; management commitment; coordination among organizational entities; and compliance. The HHS Cybersecurity Program Standard for Encryption of Computing Devices did not explicitly define tracking and monitoring, or penalties for noncompliance. 
 
SC-1.1 (iii) NIH does not disseminate formal documented system and communications protection policy to elements within the organization having associated system and communications protection roles and responsibilities. NIH is in the process of converting all applicable policies and procedures, including system and communications protection policies and procedures, to a new policy handbook. NIH plans to disseminate the materials when the new Handbook is complete via the ISAIO policy website on the NIH intranet. 
 
SC-1.1 (iv) NIH does not develop and formally document system and communications protection procedures. NIH did not document accompanying procedures in the policy titled HHS Cybersecurity Program Standard for Encryption of Computing Devices.
Enterprise: NIH is responsible for developing and formally documenting system and communication protection procedures.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate system and communication compliance, and for developing and formally documenting any additional system and communication procedures specific for that IC and its system.
 
SC-1.1 (v) NIH does not develop and formally document system and communications protection procedures; therefore, no procedures are available through which implementation of the HHS Cybersecurity Program Standard for Encryption of Computing Devices and associated system and communications protection controls may be facilitated. 
Enterprise: NIH is responsible for developing and formally documenting system and communication protection procedures which facilitate implementation of the system and communications protection policy and associated system and communications protection controls.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate system and communications compliance, and for developing and formally documenting any additional system and communications procedures specific for that IC and its system.
 
SC-1.1 (vi) NIH does not disseminate formal documented system and communications protection procedures to elements within the organization having associated system and communications protection roles and responsibilities. NIH is in the process of converting all applicable policies and procedures, including system and communications protection policies and procedures, to a new policy handbook. NIH plans to disseminate the materials when the new Handbook is complete via the ISAIO policy website on the NIH intranet.
Enterprise: NIH is responsible for disseminating formal documented system and communications protection procedures to elements within the organization having associated system and communications protection roles and responsibilities.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate system and communications compliance, and for developing and formally documenting any additional system and communications procedures specific for that IC and its system. Additionally, an IC is responsible for disseminating the formally documented system and communications procedures to its system owners and users. 
 
SC-1.2 (i) NIH defines the frequency of system and communications protection policy reviews/updates within the HHS Information Security and Privacy Policy (IS2P). The HHS IS2P requires reviews/updates to the system and communications protection policy to be performed at least every three years.
 
SC-1.2 (ii) NIH reviews/updates system and communications protection policy in accordance with NIH-defined frequency. The HHS Cybersecurity Program Standard for Encryption of Computing Devices was last updated on 07/12/2013; within the three-year review/update frequency required within the HHS IS2P. 
 
SC-1.2 (iii) NIH defines the frequency of system and communications protection procedure reviews/updates within the HHS Information Security and Privacy Policy (IS2P). The HHS IS2P requires reviews/updates to the system and communications protection procedures to be performed at least every three years.
 
SC-1.2 (iv) NIH does not review or update system and communications protection procedures in accordance with NIH-defined frequency. NIH does not develop and formally document system and communications protection procedures; therefore, no procedures are available to be updated within the NIH-defined frequency.
Enterprise: NIH is responsible for reviewing/updating system and communications procedures in accordance with organization-defined frequency.
IC: An IC is responsible for reviewing or updating any supplemental IC-specific system and communications procedures in accordance with the NIH-defined frequency. 


	

	Compensating Control: 

	

	Control Implementation Status: 

	Planned

	

	--------------- NCI Enterprise Security Program ---------------

	Control: SC-1

	Compliance Description: 

	The NCI Enterprise Information Security Plan provides additional System and Communications Protection procedures for formal implementation of selected controls where the NCI Security Program has a role (SC-17 and -19).

	

	Compensating Control: 

	

	Control Implementation Status: 

	In Place

	  

	Compliance Description: None.



3.16.2 SC-2 Application Partitioning
[bookmark: _Toc453668139]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system separates user functionality (including user interface services) from information system management functionality.

	  

	Common Control: None.

	  

	Compliance Description: 



3.16.3 SC-4 Information in Shared Resources
[bookmark: _Toc453668140]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system prevents unauthorized and unintended information transfer via shared system resources.

	  

	Common Control: None.

	  

	Compliance Description: 



3.16.4 SC-5 Denial of Service Protection
[bookmark: _Toc453668141]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system protects against or limits the effects of the following types of denial of service attacks: [Assignment: organization-defined types of denial of service attacks or reference to source for such information] by employing [Assignment: organization-defined security safeguards].

	  

	Common Control: None

	  

	Compliance Description: 



3.16.5 SC-7 Boundary Protection
[bookmark: _Toc453668142]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system:

	

	a. Monitors and controls communications at the external boundary of the system and at key internal boundaries within the system;

	

	b. Implements subnetworks for publicly accessible system components that are [Selection: physically; logically] separated from internal organizational networks; and

	

	c. Connects to external networks or information systems only through managed interfaces consisting of boundary protection devices arranged in accordance with an organizational security architecture.

	  

	Common Control: None

	  

	Compliance Description: 



3.16.6 SC-7(3) Access Points
[bookmark: _Toc453668143]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: System

	  

	Control Description:

	The organization limits the number of external network connections to the information system.

	  

	Common Control: None

	  

	Compliance Description: 



3.16.7 SC-7(4) External Telecommunications Services
[bookmark: _Toc453668144]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	(a) Implements a managed interface for each external telecommunication service;

	

	(b) Establishes a traffic flow policy for each managed interface;

	

	(c) Protects the confidentiality and integrity of the information being transmitted across each interface;

	

	(d) Documents each exception to the traffic flow policy with a supporting mission/business need and duration of that need; and

	

	(e) Reviews exceptions to the traffic flow policy [Assignment: organization-defined frequency] and removes exceptions that are no longer supported by an explicit mission/business need.

	  

	Common Control: None.

	

	Compliance Description:



3.16.8 SC-7(5) Deny by Default / Allow by Exception
[bookmark: _Toc453668145]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system at managed interfaces denies network communications traffic by default and allows network communications traffic by exception (i.e., deny all, permit by exception).

	  

	Common Control: None

	  

	Compliance Description: 



3.16.9 SC-7(7) Prevent Split Tunneling for Remote Devices
[bookmark: _Toc453668146]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system, in conjunction with a remote device, prevents the device from simultaneously establishing non-remote connections with the system and communicating via some other connection to resources in external networks.

	  

	Common Control: None

	  

	Compliance Description: 



3.16.10 SC-8 Transmission Confidentiality and Integrity
[bookmark: _Toc453668147]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system protects the [Selection (one or more): confidentiality; integrity] of transmitted information.

	  

	Common Control: None.


	Compliance Description: 



3.16.11 SC-8(1) Cryptographic or Alternate Physical Protection
[bookmark: _Toc453668148]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements cryptographic mechanisms to [Selection (one or more): prevent unauthorized disclosure of information; detect changes to information] during transmission unless otherwise protected by [Assignment: organization-defined alternative physical safeguards].

	  

	Common Control: None.

	  

	Compliance Description: 



3.16.12 SC-10 Network Disconnect
[bookmark: _Toc453668149]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system terminates the network connection associated with a communications session at the end of the session or after 30 minutes (or less) of inactivity.

	  

	Common Control: None.

	  

	Compliance Description:



3.16.13 SC-12 Cryptographic Key Establishment and Management
[bookmark: _Toc453668150]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization establishes and manages cryptographic keys for required cryptography employed within the information system in accordance with [Assignment: organization-defined requirements for key generation, distribution, storage, access, and destruction].

	  

	Common Control: None.

	  

	Compliance Description:



3.16.14 SC-13 Cryptographic Protection
[bookmark: _Toc453668151]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements [Assignment: organization-defined cryptographic uses and type of cryptography required for each use] in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, and standards.

	  

	Common Control: None.

	  

	Compliance Description:



3.16.15 SC-15 Collaborative Computing Devices
[bookmark: _Toc453668152]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system:

	

	a. Prohibits remote activation of collaborative computing devices with the following exceptions: No Exceptions; and

	

	b. Provides an explicit indication of use to users physically present at the devices.

	  

	Common Control: None.

	  

	Compliance Description:



3.16.16 SC-17 Public Key Infrastructure Certificates
[bookmark: _Toc453668153]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization issues public key certificates under an appropriate certificate policy or obtains public key certificates from an approved service provider.

	  

	Common Control: None.

	  

	Compliance Description: 



3.16.17 SC-18 Mobile Code
[bookmark: _Toc453668154]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Defines acceptable and unacceptable mobile code and mobile code technologies;

	

	b. Establishes usage restrictions and implementation guidance for acceptable mobile code and mobile code technologies; and

	

	c. Authorizes, monitors, and controls the use of mobile code within the information system.

	  

	Common Control: None.

	  

	Compliance Description:



3.16.18 SC-19 Voice Over Internet Protocol
[bookmark: _Toc453668155]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Establishes usage restrictions and implementation guidance for Voice over Internet Protocol (VoIP) technologies based on the potential to cause damage to the information system if used maliciously; and

	

	b. Authorizes, monitors, and controls the use of VoIP within the information system.

	  

	Common Control: None.

	  

	Compliance Description:



3.16.19 SC-20 Secure Name / Address Resolution Service (Authoritative Source)
[bookmark: _Toc453668156]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system:

	

	a. Provides additional data origin authentication and integrity verification artifacts along with the authoritative name resolution data the system returns in response to external name/address resolution queries; and

	

	b. Provides the means to indicate the security status of child zones and (if the child supports secure resolution services) to enable verification of a chain of trust among parent and child domains, when operating as part of a distributed, hierarchical namespace.

	  

	Common Control: None.

	  

	Compliance Description: 



3.16.20 SC-21 Secure Name / Address Resolution Service (Recursive or Caching Resolver)
[bookmark: _Toc453668157]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system requests and performs data origin authentication and data integrity verification on the name/address resolution responses the system receives from authoritative sources.

	  

	Common Control: None.

	  

	Compliance Description: 



3.16.21 SC-22 Architecture and Provisioning for Name / Address Resolution Service
[bookmark: _Toc453668158]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information systems that collectively provide name/address resolution service for an organization are fault-tolerant and implement internal/external role separation.

	  

	Common Control: None.

	  

	Compliance Description:



3.16.22 SC-23 Session Authenticity
[bookmark: _Toc453668159]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system protects the authenticity of communications sessions.

	  

	Common Control: None.

	  

	Compliance Description: 



3.16.23 SC-28 Protection of Information at Rest
[bookmark: _Toc453668160]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system protects the [Selection (one or more): confidentiality; integrity] of [Assignment: organization-defined information at rest].

	  

	Common Control: None.

	  

	Compliance Description: 



3.16.24 SC-39 Process Isolation
[bookmark: _Toc453668161]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system maintains a separate execution domain for each executing process.

	  

	Common Control: None.

	  

	Compliance Description: 



3.17 System and Information Integrity (SI) Controls
[bookmark: _Toc453668162] 

3.17.1 SI-1 System and Information Integrity Policy and Procedures
[bookmark: _Toc453668163]
	Control Implementation Status: 

	  

	Control Effectiveness: 

	  

	Control Type: Hybrid

	  

	Control Description:

	The organization:

	

	a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

	

	1. A system and information integrity policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

	 

	2. Procedures to facilitate the implementation of the system and information integrity policy and associated system and information integrity controls; and

	

	b. Reviews and updates the current:

	

	1. System and information integrity policy within every 365 days; and

	 

	2. System and information integrity procedures within every 365 days.

	  

	Common Control:

	Control compliance inherited from: ! NIH Information Security Program.

	

	--------------- ! NIH Information Security Program ---------------

	Control: SI-1

	Compliance Description: 



	Test Case
	Test objective
	Inherited
	Hybrid
	System Specific
	Security Project

	SI-1.1
	(i) 
	Yes
	 
	 
	Security Policy 

	SI-1.1 
	(ii)
	Yes
	 
	 
	Security Policy

	SI-1.1
	(iii)
	Yes
	 
	 
	Security Policy

	SI-1.1
	(iv)
	 
	Yes
	 
	Security Policy

	SI-1.1
	(v)
	 
	Yes
	 
	Security Policy

	SI-1.1
	(vi)
	 
	Yes
	 
	Security Policy

	SI-1.2
	(i)
	Yes
	 
	 
	Security Policy

	SI-1.2
	(ii)
	Yes
	 
	 
	Security Policy

	SI-1.2
	(iii)
	Yes
	 
	 
	Security Policy

	SI-1.2
	(iv)
	 
	Yes
	 
	Security Policy



	SI-1.1 (i) NIH develops and formally documents system and information integrity policy within the NIHnet/Firewall Policy available from the Office of the Chief Information Officer (OCIO) Information Security intranet site. 
 
SI-1.1 (ii) The NIHnet/Firewall Policy addresses purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance. 
 
SI-1.1 (iii) NIH disseminates formal documented system information and integrity policy to elements within the organization having associated system and information integrity roles and responsibilities. The OCIO website provides links to the applicable policy documents, and all individuals with logical access to the NIH network have access to the OCIO website and therefore have access to the system and information integrity information via their access to the site. 
 
SI-1.1 (iv) NIH develops and formally documents system and information integrity procedures. 
Enterprise: NIH is responsible for outlining all system and information integrity procedures to be followed across the enterprise.
IC: An IC is responsible for determining if the NIH-outlined procedures will be sufficient to facilitate full system and information integrity compliance, and for developing and formally documenting any additional system and information integrity procedures specific for that IC and its system. 
 
SI-1.1 (v) NIH system and information integrity procedures facilitate implementation of the system and information integrity policy and associated system and information integrity controls. 
Enterprise: NIH is responsible for developing procedures that effectively facilitate implementation of the system and information integrity policy and associated system and information integrity controls. 
IC: An IC is responsible for determining if the NIH-outlined procedures will sufficiently facilitate full implementation of system and information integrity policy and controls specific to that IC, and for developing and formally documenting any additional system and information integrity procedures specific to that IC and its system.
 
SI-1.1 (vi) NIH disseminates formal documented system and information integrity procedures to elements within the organization having associated system and information integrity roles and responsibilities. The OCIO website provides links to the applicable procedural documents, and all individuals with logical access to the NIH network have access to the OCIO website and therefore have access to the system and information integrity information via their access to the site. 
Enterprise: NIH is responsible for uploading all applicable procedural documents to the NIH OCIO intranet so that all users with logical access to the website will be able to use these documents when implementing system and information integrity policy and related controls.
IC: An IC is responsible for determining if the procedures available on the OCIO website through the IT security policies and procedures will be sufficient to facilitate full system and information integrity compliance, and for developing and formally documenting any additional system and information integrity procedures deemed necessary for that IC.
 
SI-1.2 (i) NIH defines the frequency of system and information integrity policy review/updates. NIH leverages the NIH Information Security Policy Framework Guide which defines a timeframe of three years for the update and/or review of policies and procedures. 
 
SI-1.2 (ii) NIH does not review or update system and information integrity policy in accordance with organization-defined frequency. The lack of a specific NIH-defined time frame or frequency with which the system and information integrity policy must be reviewed prevents the organization from reviewing or updating the policy in accordance with the specified frequency.
 
SI-1.2 (iii) NIH defines the frequency of system and information integrity procedure review/updates. NIH leverages the NIH Information Security Policy Framework Guide which defines a timeframe of three years for the update and/or review of policies and procedures. 
 
SI-1.2 (iv) NIH does not review or update system and information integrity procedures in accordance with organization-defined frequency. The NIHnet/Firewall Policy was not reviewed or updated within the last three years. 
Enterprise: NIH is responsible for reviewing or updating the enterprise-wide system and information integrity procedures in accordance with the NIH-defined frequency.

IC: An IC is responsible for reviewing or updating any supplemental IC-specific system and information integrity procedures in accordance with the NIH-defined frequency.


	Compliance Description: 




3.17.2 SI-2 Flaw Remediation
[bookmark: _Toc453668164]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Identifies, reports, and corrects information system flaws;

	

	b. Tests software and firmware updates related to flaw remediation for effectiveness and potential side effects before installation;

	

	c. Installs security-relevant software and firmware updates within [Assignment: organization-defined time period] of the release of the updates; and

	

	d. Incorporates flaw remediation into the organizational configuration management process.

	  

	Common Control: None

	  

	Compliance Description: 



3.17.3 SI-2(2) Automated Flaw Remediation Status
[bookmark: _Toc453668165]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs automated mechanisms [Assignment: organization-defined frequency] to determine the state of information system components with regard to flaw remediation.

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.4 SI-3 Malicious Code Protection
[bookmark: _Toc453668166]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Employs malicious code protection mechanisms at information system entry and exit points to detect and eradicate malicious code;

	

	b. Updates malicious code protection mechanisms whenever new releases are available in accordance with organizational configuration management policy and procedures;

	

	c. Configures malicious code protection mechanisms to:

	

	1. Perform periodic scans of the information system at least quarterly and real-time scans of files from external sources at information system entry and exit points and at workstations, servers, or mobile computing devices on the network to detect and eradicate malicious code as the files are downloaded, opened, or executed in accordance with organizational security policy; and

	 

	2. [Selection (one or more): block malicious code; quarantine malicious code; send alert to administrator; [Assignment: organization-defined action]] in response to malicious code detection; and

	

	d. Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system.

	  

	Common Control: None.

	  

	Compliance Description:



3.17.5 SI-3(1) Central Management
[bookmark: _Toc453668167]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization centrally manages malicious code protection mechanisms.

	  

	Common Control: None.

	  

	Compliance Description:



3.17.6 SI-3(2) Automatic Updates
[bookmark: _Toc453668168]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system automatically updates malicious code protection mechanisms.

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.7 SI-4 Information System Monitoring
[bookmark: _Toc453668169]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Monitors the information system to detect:

	

	1. Attacks and indicators of potential attacks in accordance with [Assignment: organization-defined monitoring objectives]; and

	 

	2. Unauthorized local, network, and remote connections;

	

	b. Identifies unauthorized use of the information system through [Assignment: organization-defined techniques and methods];

	

	c. Deploys monitoring devices: (i) strategically within the information system to collect organization-determined essential information; and (ii) at ad hoc locations within the system to track specific types of transactions of interest to the organization;

	

	d. Protects information obtained from intrusion-monitoring tools from unauthorized access, modification, and deletion;

	

	e. Heightens the level of information system monitoring activity whenever there is an indication of increased risk to organizational operations and assets, individuals, other organizations, or sources of information;

	

	f. Obtains legal opinion with regard to information system monitoring activities in accordance with applicable federal laws, Executive Orders, directives, policies, or regulations; and

	

	g. Provides [Assignment: organization-defined information system monitoring information] to [Assignment: organization-defined personnel or roles] [Selection (one or more): as needed; [Assignment: organization-defined frequency]].

	  

	Common Control: None.

	  

	Compliance Description:



3.17.8 SI-4(2) Automated Tools for Real-Time Analysis
[bookmark: _Toc453668170]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs automated tools to support near real-time analysis of events.

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.9 SI-4(4) Inbound and Outbound Communications Traffic
[bookmark: _Toc453668171]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system monitors inbound and outbound communications traffic [Assignment: organization-defined frequency] for unusual or unauthorized activities or conditions.

	  

	Common Control: None.

	  

	Compliance Description:



3.17.10 SI-4(5) System-Generated Alerts
[bookmark: _Toc453668172]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system alerts ISSOs and their designated system administrators when the following indications of compromise or potential compromise occur: [Assignment: organization-defined compromise indicators].

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.11 SI-5 Security Alerts, Advisories, and Directives
[bookmark: _Toc453668173]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Receives information system security alerts, advisories, and directives from [Assignment: organization-defined external organizations] on an ongoing basis;

	

	b. Generates internal security alerts, advisories, and directives as deemed necessary;

	

	c. Disseminates security alerts, advisories, and directives to: [Selection (one or more): [Assignment: organization-defined personnel or roles]; [Assignment: organization-defined elements within the organization]; [Assignment: organization-defined external organizations]]; and

	

	d. Implements security directives in accordance with established time frames, or notifies the issuing organization of the degree of noncompliance.

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.12 SI-7 Software, Firmware, and Information Integrity
[bookmark: _Toc453668174]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization employs integrity verification tools to detect unauthorized changes to [Assignment: organization-defined software, firmware, and information].

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.13 SI-7(1) Integrity Checks
[bookmark: _Toc453668175]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system performs an integrity check of [Assignment: organization-defined software, firmware, and information] [Selection (one or more): at startup; at [Assignment: organization-defined transitional states or security-relevant events]; [Assignment: organization-defined frequency]].

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.14 SI-7(7) Integration of Detection and Response
[bookmark: _Toc453668176]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization incorporates the detection of unauthorized [Assignment: organization-defined security-relevant changes to the information system] into the organizational incident response capability.

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.15 SI-8 Spam Protection
[bookmark: _Toc453668177]
	Control Implementation Status: Not Started

	

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Employs spam protection mechanisms at information system entry and exit points to detect and take action on unsolicited messages; and

	

	b. Updates spam protection mechanisms when new releases are available in accordance with organizational configuration management policy and procedures.

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.16 SI-8(1) Central Management
[bookmark: _Toc453668178]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization centrally manages spam protection mechanisms.

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.17 SI-8(2) Automatic Updates
[bookmark: _Toc453668179]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system automatically updates spam protection mechanisms.

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.18 SI-10 Information Input Validation
[bookmark: _Toc453668180]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system checks the validity of [Assignment: organization-defined information inputs].

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.19 SI-11 Error Handling
[bookmark: _Toc453668181]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system:

	

	a. Generates error messages that provide information necessary for corrective actions without revealing information that could be exploited by adversaries; and

	

	b. Reveals error messages only to [Assignment: organization-defined personnel or roles].

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.20 SI-12 Information Handling and Retention
[bookmark: _Toc453668182]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization handles and retains information within the information system and information output from the system in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.

	  

	Common Control: None.

	  

	Compliance Description: 



3.17.21 SI-16 Memory Protection
[bookmark: _Toc453668183]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The information system implements [Assignment: organization-defined security safeguards] to protect its memory from unauthorized code execution.

	  

	Common Control: None.

	  

	Compliance Description: 



3.18 Program Management (PM) Controls
[bookmark: _Toc453668184] 

3.18.1 PM-1 Information Security Program Plan
[bookmark: _Toc453668185]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Develops and disseminates an organization-wide information security program plan that:

	

	1. Provides an overview of the requirements for the security program and a description of the security program management controls and common controls in place or planned for meeting those requirements;

	 

	2. Includes the identification and assignment of roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	 

	3. Reflects coordination among organizational entities responsible for the different aspects of information security (i.e., technical, physical, personnel, cyber-physical); and

	 

	4. Is approved by a senior official with responsibility and accountability for the risk being incurred to organizational operations (including mission, functions, image, and reputation), organizational assets, individuals, other organizations, and the Nation;

	

	b. Reviews the organization-wide information security program plan [Assignment: organization-defined frequency];

	

	c. Updates the plan to address organizational changes and problems identified during plan implementation or security control assessments; and

	

	d. Protects the information security program plan from unauthorized disclosure and modification.

	  

	Common Control: None.

	  

	Compliance Description:



3.18.2 PM-2 Senior Information Security Officer
[bookmark: _Toc453668186]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization appoints a senior information security officer with the mission and resources to coordinate, develop, implement, and maintain an organization-wide information security program.

	  

	Common Control: None.

	  

	Compliance Description:



3.18.3 PM-3 Information Security Resources
[bookmark: _Toc453668187]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Ensures that all capital planning and investment requests include the resources needed to implement the information security program and documents all exceptions to this requirement;

	

	b. Employs a business case/Exhibit 300/Exhibit 53 to record the resources required; and

	

	c. Ensures that information security resources are available for expenditure as planned.

	  

	Common Control: None.

	  

	Compliance Description:



3.18.4 PM-4 Plan of Action and Milestones Process
[bookmark: _Toc453668188]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Implements a process for ensuring that plans of action and milestones for the security program and associated organizational information systems:

	

	1. Are developed and maintained;

	 

	2. Document the remedial information security actions to adequately respond to risk to organizational operations and assets, individuals, other organizations, and the Nation; and

	 

	3. Are reported in accordance with OMB FISMA reporting requirements.

	

	b. Reviews plans of action and milestones for consistency with the organizational risk management strategy and organization-wide priorities for risk response actions.

	  

	Common Control: None.

	  

	Compliance Description: None.



3.18.5 PM-5 Information System Inventory
[bookmark: _Toc453668189]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization develops and maintains an inventory of its information systems.

	  

	Common Control: None.

	  

	Compliance Description: None.



3.18.6 PM-6 Information Security Measures of Performance
[bookmark: _Toc453668190]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization develops, monitors, and reports on the results of information security measures of performance.

	  

	Common Control: None.

	  

	Compliance Description:



3.18.7 PM-7 Enterprise Architecture
[bookmark: _Toc453668191]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization develops an enterprise architecture with consideration for information security and the resulting risk to organizational operations, organizational assets, individuals, other organizations, and the Nation.

	  

	Common Control: None.

	  

	Compliance Description: 



3.18.8 PM-8 Critical Infrastructure Plan
[bookmark: _Toc453668192]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization addresses information security issues in the development, documentation, and updating of a critical infrastructure and key resources protection plan.

	  

	Common Control: None.

	  

	Compliance Description: 



3.18.9 PM-9 Risk Management Strategy
[bookmark: _Toc453668193]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Develops a comprehensive strategy to manage risk to organizational operations and assets, individuals, other organizations, and the Nation associated with the operation and use of information systems;

	

	b. Implements the risk management strategy consistently across the organization; and

	

	c. Reviews and updates the risk management strategy [Assignment: organization-defined frequency] or as required, to address organizational changes.

	  

	Common Control: None.

	  

	Compliance Description:



3.18.10 PM-10 Security Authorization Process
[bookmark: _Toc453668194]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Manages (i.e., documents, tracks, and reports) the security state of organizational information systems and the environments in which those systems operate through security authorization processes;

	

	b. Designates individuals to fulfill specific roles and responsibilities within the organizational risk management process; and

	

	c. Fully integrates the security authorization processes into an organization-wide risk management program.

	  

	Common Control: None.

	  

	Compliance Description: 



3.18.11 PM-11 Mission / Business Process Definition
[bookmark: _Toc453668195]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Defines mission/business processes with consideration for information security and the resulting risk to organizational operations, organizational assets, individuals, other organizations, and the Nation; and

	

	b. Determines information protection needs arising from the defined mission/business processes and revises the processes as necessary, until achievable protection needs are obtained.

	  

	Common Control: None.

	  

	Compliance Description: None.



3.18.12 PM-12 Insider Threat Program
[bookmark: _Toc453668196]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization implements an insider threat program that includes a cross-discipline insider threat incident handling team.

	  

	Common Control: None.

	  

	Compliance Description: 



3.18.13 PM-13 Information Security Workforce
[bookmark: _Toc453668197]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization establishes an information security workforce development and improvement program.

	  

	Common Control: None.

	  

	Compliance Description: 



3.18.14 PM-14 Testing, Training, and Monitoring
[bookmark: _Toc453668198]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization:

	

	a. Implements a process for ensuring that organizational plans for conducting security testing, training, and monitoring activities associated with organizational information systems:

	

	1. Are developed and maintained; and

	 

	2. Continue to be executed in a timely manner;

	

	b. Reviews testing, training, and monitoring plans for consistency with the organizational risk management strategy and organization-wide priorities for risk response actions.

	  

	Common Control: None.

	  

	Compliance Description: 



3.18.15 PM-15 Contacts with Security Groups and Associations
[bookmark: _Toc453668199]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization establishes and institutionalizes contact with selected groups and associations within the security community:

	

	a. To facilitate ongoing security education and training for organizational personnel;

	

	b. To maintain currency with recommended security practices, techniques, and technologies; and

	

	c. To share current security-related information including threats, vulnerabilities, and incidents.

	  

	Common Control: None.

	  

	Compliance Description: 



3.18.16 PM-16 Threat Awareness Program
[bookmark: _Toc453668200]
	Control Implementation Status: Not Started

	  

	Control Effectiveness: Not Satisfied

	  

	Control Type: System

	  

	Control Description:

	The organization implements a threat awareness program that includes a cross-organization information-sharing capability.

	  

	Common Control: None.

	  

	Compliance Description: 



3.19 Public Disclosure
[bookmark: _Toc453668201]There were no controls found.
 

3.20 Privacy
[bookmark: _Toc453668202]There were no controls found.
 

3.21 International Travel
[bookmark: _Toc453668203]There were no controls found.
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Appendix A - System/Network Diagram
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Appendix B - Input/Output Diagram
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Appendix C - Security Categorization
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Appendix D - Combined Memorandum of Understanding/Interconnection Security Agreement(s)
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Appendix E - Rules of Behavior
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Appendix F - E-Authentication
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Appendix G - Privacy Impact Assessment Questionnaire
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Appendix H - SSP Control Implementation Summary
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Appendix I - Roles and Responsibilities
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Appendix J - Additional Security Controls
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Appendix K - OMB Memo 06-16 Checklist
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Appendix L - System/Document Change Records
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Appendix M - System Interconnection/Information Sharing
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Appendix N - System Security Plan Approval Letter
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Appendix O - Laws, Regulations, and Policies
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