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Preface
As the Department of Health and Human Services (HHS) Information Security and Privacy Program evolves in response to emerging technologies and threats, the HHS Minimum Security Configuration Standards document will undergo reviews and updates annually, or when events signal that revisions are necessary.  Updates or revisions may include the following:

· Changes in roles and responsibilities;

· Release of new executive, legislative, technical, or Departmental guidance;

· Identification of changes in governing policies; 

· Changes in vulnerabilities, risks or threats, and/or; 

· HHS Inspector General findings that stem from a security audit.

The HHS Chief Information Security Officer (CISO) must approve all revisions to the HHS Minimum Security Configuration Standards.  Also, all revisions are to be highlighted in the Document Change History table.  Before considered final, each revised configuration is subject to HHS’ review and approval process.  Once approved, a new Document version will be issued and affected parties will be informed of the changes made.  Reviewer comments or revisions on the Document are also welcome (see Document Feedback Form in Appendix A).
The procedures outlined in the HHS Minimum Security Configuration Standards are proven practices that will assist the Department in meeting or exceeding the mandatory policies identified in the HHS Policy for Information Systems Security and Privacy.  The Document provides specific information for the implementation of required minimum standard configurations for Department operating systems.  Should an Operating Division (OPDIV) choose to accept the risk of operating a system or application in non-compliance of these standards, written authorization from the Designated Approving Authority (DAA) accepting responsibility for the action is required.

Document Change History

	Version Number
	Release Date
	Summary of Changes
	Section Number/
Paragraph Number
	Changes Made By

	1.0
	08/04/2006
	Initial Document Release
	Throughout
	Secure One HHS

	2.0
	06/06/2008
	Added Websense Configuration
	Websense
	Secure One HHS

	
	
	Updated template with new headers and section numbering
	Throughout
	Secure One HHS

	3.0
	12/02/2008
	Added five new guides
	14-18
	Secure One HHS

	4.0
	08/04/2009
	Added Blackberry configurations; 
Removed Acknowledgments section;
Updated references to say HHS Policy for Information Systems Security and Privacy from HHS Information Security Program Policy;
Fixed pagination
	19 and subsections;
Acknowledgments;
Preface and Introduction;

All
	Secure One HHS


1. Introduction

HHS is responsible for implementing and administering an information assurance and privacy program to protect its information resources, in compliance with applicable public laws, federal regulations, and executive orders, including the Federal Information Security Management Act of 2002 (FISMA); the Office of Management and Budget (OMB) Circular A-130, Management of Federal Information Resources, dated November 28, 2000; and the Health Insurance Portability and Accountability Act of 1996 (HIPAA).  To meet these requirements, the Department has instituted the HHS Policy for Information Systems Security and Privacy.
The HHS Minimum Security Configuration Standards were created as part of the HHS Information Assurance and Privacy Program to supply standards for configuring Departmental systems and applications using minimum standard configurations.

Purpose

The purpose of this Document is to provide personnel involved in configuring or connecting servers, workstations, or network devices to the HHS infrastructure, minimum configuration standards for each respective device.  Adhering to these procedures will provide a baseline level of security, ensuring that minimum standards or greater are implemented to secure the confidentiality, integrity, and availability of Department resources. 

Background
Minimum security configuration standards help to ensure sound control of each system.  Adhering to minimum standards helps to mitigate risks associated with implementing applications and software by providing a solid foundation to track changes, the differences between versions, and new components as they are installed.  System and application default settings are not optimal from a security perspective.  Using default settings increases the risk of exploitation.  These risks are mitigated through the use of minimum security configuration standards.

Scope
This Document provides minimum standards to securely configure a set of common systems and applications in use by HHS and OPDIVS.  The checklists contained in this document are to be used to properly deploy the standard configurations throughout the Department.  These standards represent the minimum required configuration settings for providing secure configurations of the associated systems.

System owners shall obtain written authorization from the DAA if compliance with the HHS minimum security configuration standard is not feasible or technically possible, or if the OPDIV needs to deviate from a standard to support its mission or business function.
System Owners are responsible for ensuring the implementation of all critical security patches on their respective systems.  Critical security patches shall be installed after an appropriate test period as determined by the OPDIV CISO unless the HHS CISO directs otherwise.

This Document is intended for, but is not limited to, system owners, certifying authorities (CAs), DAAs, CISOs, OPDIV security staff, and system security employees.  The proper authorities should distribute this Document to the appropriate staff members within the Department.
2. Windows 2000 Server

	Windows 2000 Server Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Access Controls
	Access Enforcement
	AC-3
	Only allow Server Administrators to Schedule Tasks
	
	

	Access Controls
	Access Enforcement
	AC-3
	Do Not Allow Automatic Administrative Logon
	
	

	Access Controls
	Access Enforcement
	AC-3
	Configure all disk volumes to use the NTFS file system
	
	

	Access Controls
	Access Enforcement
	AC-3
	Set Unsigned Driver Installation Behavior To "Warn but allow installation" or "Do not allow installation"
	
	

	Accounts
	Account Management
	AC-2
	Rename Administrator Account
	
	

	Accounts
	Account Management
	AC-2
	Rename and disable the Guest Account
	
	

	Accounts
	User Identification and Authentication
	AC-3
AC-7
IA-2
IA-5
	Configure the system per 800-53 Account Policy Control Requirements
	
	

	Audit
	Auditable Events
	AU-2
AU-4
AU-5
	Configure the system per 800-53 Audit Control Requirements
	
	

	Logon
	User Identification and Authentication
	IA-2
	Configure the system to use an HHS accepted warning banner.
	
	

	Logon
	User Identification and Authentication
	IA-2
	Do Not Allow System to be Shut Down Without Having to Log On
	
	

	Logon
	User Identification and Authentication
	IA-2
	Enable CTRL+ALT+Delete Requirement for Logon
	
	

	Media
	Remote Access
	AC-17
	Restrict CD-ROM Access to Administrators
	
	

	Media
	Remote Access
	AC-17
	Restrict Floppy Access to Administrators
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Encrypt Secure Channel Data
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Sign Client Communication
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Sign Secure Channel Data
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Sign Server Communication
	
	

	Network Access
	Remote Access
	AC-17
	Disable Dial-in access to the server unless required for the server role
	
	

	Network Access
	Remote Access
	AC-17
	Disable Sending Unencrypted Password to Connect to Third-Party SMB Servers
	
	

	Network Access
	Remote Access
	AC-17
	Require Strong (Windows 2000 or later) Session Key
	
	

	Network Access
	Remote Access
	AC-17
	Set LAN Manager Authentication Level to use NTLMv2
	
	

	Password Management
	Access Enforcement
	AC-3
	Do Not Store Passwords Using Reversible Encryption
	
	

	Password Management
	Authenticator Management
	IA-5
	Do Not Display Last User Name in Logon Screen
	
	

	Patches
	Flaw Remediation
	SI-2
	Apply critical Operating System security patches
	
	

	Patches
	Flaw Remediation
	SI-2
	Ensure That Before the System is Loaded Onto an Operational Network, Security Patches, Service Packs, And Hot Fixes are all Tested
	
	

	Permissions
	Access Enforcement
	AC-3
	Configure the system per 800-53 Access Enforcement Control Requirements for files/folders.
	
	

	Permissions
	Access Enforcement
	AC-3
	Configure the system per 800-53 Access Enforcement Control Requirements for registry keys.
	
	

	Registry Permission
	Least Functionality
	CM-7
	Disable Automatic Execution of the System Debugger
	
	

	Registry Permission
	Least Functionality
	CM-7
	Disable automatic reboots after a Blue Screen of Death
	
	

	Registry Permission
	Least Functionality
	CM-7
	Disable autoplay for new/current users
	
	

	Registry Permission
	Least Functionality
	CM-7
	Disable autoplay from any disk type, regardless of application
	
	

	Registry Permission
	Least Functionality
	CM-7
	Remove administrative shares on servers
	
	

	Registry Permission
	User Identification and Authentication
	IA-2
	Disable Automatic Logon
	
	

	Registry Permission
	Information Remnants
	SC-4
	Suppress Dr. Watson Crash Dumps
	
	

	Registry Permission
	Denial of Service Protection
	SC-5
	Configure the system per 800-53 Denial of Service Control Requirements
	
	

	Service
	Least Functionality
	CM-7
	Configure permissions for the following services to give Administrators 'Full Control' and the System 'Read' and 'Start, Stop, and Pause.'

Alerter
Automatic Updates
Background Intelligent Transfer Service (a.k.a. BITS)
Clipbook
Computer Browser
Fax Service
FTP Publishing Service
IIS Admin Service
Internet Connection Sharing
Messenger
NetMeeting Remote Desktop Sharing
Remote Registry Service
Routing and Remote Access
Simple Mail Transfer Protocol (SMTP)
Simple Network Management Protocol (SNMP) Service
Simple Network Management Protocol (SNMP) Trap
Telnet
World Wide Web Publishing Services
	
	

	Smart Cards
	User Identification and Authentication
	IA-2
	Configure Smart Card Removal Behavior
	
	

	User Rights
	Access Enforcement
	AC-3
AU-8
AU-9
	Audit user rights assignments to ensure they are appropriately applied
	
	


3. Windows 2003 Server

	Windows 2003 Server Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Access Controls
	Access Enforcement
	AC-3
	Only allow Server Administrators to Schedule Tasks
	
	

	Access Controls
	Access Enforcement
	AC-3
	Do Not Allow Automatic Administrative Logon
	
	

	Access Controls
	Access Enforcement
	AC-3
	Configure all disk volumes to use the NTFS file system
	
	

	Access Controls
	Access Enforcement
	AC-3
	Set Unsigned Driver Installation Behavior To "Warn but allow installation" or "Do not allow installation"
	
	

	Accounts
	Account Management
	AC-2
	Rename and enable Administrator Account
	
	

	Accounts
	Account Management
	AC-2
	Rename and disable the Guest Account
	
	

	Accounts
	User Identification and Authentication
	AC-3
AC-7
IA-2
IA-5
	Configure the system per 800-53 Account Policy Control Requirements
	
	

	Accounts
	Account Management
	AC-2
	Do not allow anonymous enumeration of SAM accounts
	
	

	Accounts
	Account Management
	AC-2
	Do not allow anonymous enumeration of SAM accounts and shares
	
	

	Accounts
	Account Management
	AC-2
	Disable anonymous SID/Name translation
	
	

	Accounts
	Account Management
	AC-2
	Limit local account use of blank passwords to console logon only
	
	

	Audit
	Auditable Events
	AU-2
AU-4
AU-5
	Configure the system per 800-53 Audit Control Requirements
	
	

	Device
	Session Lock
	AC-11
	Disable allowing users undock without having to log on
	
	

	Logon
	User Identification and Authentication
	IA-2
	Configure the system to use an HHS accepted warning banner.
	
	

	Logon
	User Identification and Authentication
	IA-2
	Do Not Allow System to be Shut Down Without Having to Log On
	
	

	Logon
	User Identification and Authentication
	IA-2
	Enable CTRL+ALT+Delete Requirement for Logon
	
	

	Media
	Remote Access
	AC-17
	Restrict CD-ROM Access to Locally Logged-On User Only
	
	

	Media
	Remote Access
	AC-17
	Restrict Floppy Access to Locally Logged-On User Only
	
	

	Network Access
	Account Management
	AC-2
	Disable letting Everyone permissions apply to anonymous users
	
	

	Network Access
	Account Management
	AC-2
	Configure the sharing and security model for local accounts to Classic (Local users authenticate as themselves)
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Encrypt Secure Channel Data
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Sign Client Communication
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Sign Secure Channel Data
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Sign Server Communication
	
	

	Network Access
	Remote Access
	AC-17
	Require Strong (Windows 2000 or later) Session Key
	
	

	Network Access
	Remote Access
	AC-17
	Disable Sending Unencrypted Password to Connect to Third-Party SMB Servers
	
	

	Network Access
	Remote Access
	AC-17
	Restrict anonymous access to Named Pipes and Shares
	
	

	Network Access
	Remote Access
	AC-17
	Configure system so that no shares can be accessed anonymously
	
	

	Network Access
	Transmission Integrity
	SC-8
	Do not allow storage of credentials or .NET passports for network authentication
	
	

	Network Security
	Information Remnants
	SC-4
	Do not store LAN Manager password hash value on next password change
	
	

	Network Security
	User Identification and Authentication
	IA-2
	Configure LAN Manager Authentication Level to "Send NTLMv2 response only\refuse LM"
	
	

	Password Management
	Access Enforcement
	AC-3
	Do Not Store Passwords Using Reversible Encryption
	
	

	Password Management
	Authenticator Management
	IA-5
	Do Not Display Last User Name in Logon Screen
	
	

	Password Management
	Authenticator Management
	IA-5
	Disable System Maintenance of Computer Account Password (Domain Controllers)
	
	

	Patches
	Flaw Remediation
	SI-2
	Apply critical Operating System security patches
	
	

	Patches
	Flaw Remediation
	SI-2
	Ensure That Before the System is Loaded Onto an Operational Network, Security Patches, Service Packs, And Hot Fixes are all Tested
	
	

	Permissions
	Access Enforcement
	AC-3
	Configure the system per 800-53 Access Enforcement Control Requirements for files/folders.
	
	

	Permissions
	Access Enforcement
	AC-3
	Configure the system per 800-53 Access Enforcement Control Requirements for registry keys.
	
	

	Registry Permission
	Denial of Service Protection
	SC-5
	Configure the system per 800-53 Denial of Service / Network Security Control Requirements
	
	

	Service
	Least Functionality
	CM-7
	Configure permissions for the following services to give Administrators 'Full Control' and the System 'Read' and 'Start, Stop, and Pause.'

Alerter (Alerter)
Client Service for NetWare (NWCWorkstation)
Clipbook (ClipSrv)
Fax Service (Fax)
File Replication (NtFrs)
File Server for Macintosh (MacFile)
FTP Publishing Service (MSFtpsvc)
Help and Support (helpsvc)
HTTP SSL (HTTPFilter)
IIS Admin Service (IISADMIN)
Indexing Service (cisvc)
License Logging Service (LicenseService)
Messenger (Messenger)
Microsoft POP3 Service
NetMeeting Remote Desktop Sharing (mnmsrvc)
Network Connections
Network News Transport Protocol (NNTP) (NntpSvc)
Print Server for Macintosh (MacPrint)
Print Spooler (Spooler)
Remote Access Auto Connection Manager (RasAuto)
Remote Access Connection Manager (RasMan)
Remote Administration Service
Remote Desktop Help Session Manager (RDSessMgr)
Remote Installation (BINLSVC)
Remote Procedure Call (RPC) Locator (RpcLocator)
Remote Registry Service (RemoteRegistry)
Remote Server Manager (AppMgr)
Remote Server Monitor (Appmon)
Remote Storage Notification (Remote_Storage_User_Link)
Remote Storage Server (Remote_Storage_Server)
Simple Mail Transfer Protocol (SMTP) (SMTPSVC)
SNMP Service (SNMP)
SNMP Trap Service (SNMPTRAP)
Telephony (TapiSrv)
Telnet (TlntSvr)
Terminal Services (TermService)
Trivial FTP Daemon (tftpd)
Wireless Configuration (WZCSVC)
World Wide Web Publishing Services (W3SVC)
	
	

	Service
	Least Functionality
	CM-7
	Review all services for proper configuration and disable unneeded services
	
	

	Registry Permission
	Least Functionality
	CM-7
	Remove administrative shares on servers
	
	

	User Rights
	Access Enforcement
	AC-3
AU-8
AU-9
	Audit user rights assignments to ensure they are appropriately applied
	
	


4. Windows 2000 Professional

	Windows 2000 Professional Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Access Controls
	Access Enforcement
	AC-3
	Do Not Allow Automatic Administrative Logon
	
	

	Access Controls
	Access Enforcement
	AC-3
	Configure all disk volumes to use the NTFS file system
	
	

	Access Controls
	Access Enforcement
	AC-3
	Enable account lockout after a specific amount of time
	
	

	Access Controls
	Access Enforcement
	AC-3
	Set Unsigned Driver Installation Behavior To "Warn but allow installation" or "Do not allow installation"
	
	

	Accounts
	Account Management
	AC-2
	Rename Administrator Account
	
	

	Accounts
	Account Management
	AC-2
	Rename and disable the Guest Account
	
	

	Accounts
	User Identification and Authentication
	AC-3
AC-7
IA-2
IA-5
	Configure the system per 800-53 Account Policy Control Requirements
	
	

	Audit
	Auditable Events
	AU-2
AU-4
AU-5
	Configure the system per 800-53 Audit Control Requirements
	
	

	Logon
	User Identification
and Authentication
	IA-2
	Configure the system to use an HHS accepted warning banner.
	
	

	Logon
	User Identification and Authentication
	IA-2
	Do Not Allow System to be Shut Down Without Having to Log On
	
	

	Logon
	User Identification and Authentication
	IA-2
	Enable CTRL+ALT+Delete Requirement for Logon
	
	

	Media
	Remote Access
	AC-17
	Restrict CD-ROM Access to Locally Logged-On User Only
	
	

	Media
	Remote Access
	AC-17
	Restrict Floppy Access to Locally Logged-On User Only
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Encrypt Secure Channel Data
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Sign Client Communication
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Sign Secure Channel Data
	
	

	Network Access
	Remote Access
	AC-17
	Digitally Sign Server Communication
	
	

	Password Management
	Authenticator Management
	IA-5
	Do Not Display Last User Name in Logon Screen
	
	

	Password Management
	Authenticator Management
	IA-5
	Domain Members: Disable machine account password changes
	
	

	Patches
	Flaw Remediation
	SI-2
	Service Pack and Security Updates
Test all software and patch updates
Install all Major Service Packs and Security Updates
Install all critical security updates as issued by the software developer
	
	

	Registry Permission
	Least Functionality
	CM-7
	Disable CD Autorun
	
	

	Registry Permission
	User Identification and Authentication
	IA-2
	Disable Automatic Logon
	
	

	Service
	Least Functionality
	CM-7
	Configure permissions for the following services to give Administrators 'Full Control' and the System 'Read' and 'Start, Stop, and Pause.'

Alerter
Clipbook
Computer Browser
Fax Service
FTP Publishing Service
IIS Admin Service
Indexing Service
Messenger
Net Logon
Network DDE Share Database Manager
Network Dynamic Data Exchange (DDE)
Remote Desktop Help Session Manager
Remote Registry Service
Routing and Remote Access
Simple Mail Transfer Protocol (SMTP)
Simple Network Management Protocol (SNMP) Service
Simple Network Management Protocol (SNMP) Trap
SSDP Discovery Service
Task Scheduler
Telnet
Terminal Services
Universal Plug and Play Device Host
World Wide Web Publishing Services
	
	

	Service
	Least Functionality
	CM-7
	Disable all services that do not directly support the role of the workstation
	
	

	Accounts
	Account Management
	AC-2
	Do not allow anonymous enumeration of SAM accounts
	
	

	Accounts
	Account Management
	AC-2
	Do not allow anonymous enumeration of SAM shares
	
	

	Accounts
	Account Management
	AC-2
	Disable anonymous SID/Name translation
	
	

	Device
	Least Functionality
	CM-7
	Disable unused networking interfaces
	
	

	Device
	Session Lock
	AC-11
	Disable allowing users undock without having to log on
	
	

	Logon
	System Use Notification
	AC-8
	Set Message Text for Users Attempting to Log On
	
	

	Network Access
	Account Management
	AC-2
	Disable letting Everyone permissions apply to anonymous users
	
	

	Network Access
	Account Management
	AC-2
	Configure the sharing and security model for local accounts to Classic (Local users authenticate as themselves)
	
	

	Network Access
	Remote Access
	AC-17
	Restrict anonymous access to Named Pipes and Shares
	
	

	Network Access
	Remote Access
	AC-17
	Disable Dial-in access to the workstation
	
	

	Network Access
	Remote Access
	AC-17
	Require Strong (Windows 2000 or later) Session Key
	
	

	Network Access
	Transmission Integrity
	SC-8
	Do not allow storage of credentials or .NET passports for network authentication
	
	

	Network Security
	Authenticator Management
	IA-5
	Configure LDAP client signing requirements to Negotiate Signing
	
	

	Network Security
	Information Remnants
	SC-4
	Do not store LAN Manager password hash value on next password change
	
	

	Network Security
	User Identification and Authentication
	IA-2
	Configure LAN Manager Authentication Level to "Send NTLMv2 response only\refuse LM"
	
	

	Password Management
	Access Enforcement
	AC-3
	Do Not Store Passwords Using Reversible Encryption
	
	

	Password Management
	Authenticator Management
	IA-5
	Prevent System Maintenance of Computer Account Password
	
	

	Patches
	Flaw Remediation
	SI-2
	Apply critical Operating System security patches
	
	

	Permissions
	Access Enforcement
	AC-3
	Configure the system per 800-53 Access Enforcement Control Requirements for files/folders.
	
	

	Permissions
	Access Enforcement
	AC-3
	Configure the system per 800-53 Access Enforcement Control Requirements for registry keys.
	
	

	Registry Permission
	Least Functionality
	CM-7
	Disable Automatic Execution of the System Debugger
	
	

	Registry Permission
	Least Functionality
	CM-7
	Disable automatic reboots after a Blue Screen of Death
	
	

	Registry Permission
	Least Functionality
	CM-7
	Disable autoplay for new/current users
	
	

	Registry Permission
	Information Remnants
	SC-4
	Disable Dr. Watson Crash Dumps
	
	

	Registry Permission
	Denial of Service Protection
	SC-5
	Configure the system per 800-53 Denial of Service Control Requirements
	
	

	Restricted Users
	Access Enforcement
	AC-3
	Remove all Power Users, add as needed
	
	

	User Rights
	Access Enforcement
	AC-3
AU-8
AU-9
	Audit user rights assignments to ensure they are appropriately applied
	
	


5. Windows XP
Windows XP configuration is determined by the HHS FDCC Windows XP Standard located on the Secure One HHS intranet at:

http://intranet.hhs.gov/infosec/docs/policies_guides/FDCC/HHS_FDCC_Windows_XP_Standard_01172008.pdf  

 

The HTML or Microsoft Word version can also be found under the Guidance table, located on the Secure One HHS intranet at:

http://intranet.hhs.gov/infosec/guidance.html
6. Windows Vista

Windows Vista configuration is determined by the HHS FDCC Windows Vista Standard located on the Secure One HHS intranet at:

http://intranet.hhs.gov/infosec/docs/policies_guides/FDCC/HHS_FDCC_Windows_Vista_Standard_05152008_Final.pdf
 

The HTML or Microsoft Word version can also be found under the Guidance table, located on the Secure One HHS intranet at:

http://intranet.hhs.gov/infosec/guidance.html
7. Windows NT

	Windows NT Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Access Controls
	Access Enforcement
	AC-3
	Configure all disk volumes to use the NTFS file system
	
	

	Access Controls
	Access Enforcement
	AC-3
	Restrict print driver installation to administrators.
	
	

	Accounts
	Account Management
	AC-2
	Disable the Null User account
	
	

	Accounts
	Account Management
	AC-2
	Rename Administrator Account
	
	

	Accounts
	Account Management
	AC-2
	Rename and disable the Guest Account
	
	

	Accounts
	User Identification and Authentication
	AC-3
AC-7
IA-2
IA-5
	Configure the system per 800-53 Account Policy Control Requirements
	
	

	Audit
	Auditable Events
	AU-2
AU-4
AU-5
	Configure the system per 800-53 Audit Control Requirements
	
	

	Logon
	User Identification and Authentication
	IA-2
	Do Not Allow System to be Shut Down Without Having to Log On
	
	

	Logon
	User Identification and Authentication
	IA-2
	Configure the system to use an HHS accepted warning banner.
	
	

	Network Access
	Remote Access
	AC-17
	Configure the system to use NTLM v2 authentication to protect authenticator with encryption.
	
	

	Registry Permission
	User Identification and Authentication
	IA-2
	Disable Automatic Logon
	
	

	User Rights
	Access Enforcement
	AC-3
AU-8
AU-9
	Audit user rights assignments to ensure they are appropriately applied
	
	


8. Solaris

	Solaris Configuration Guide

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Accounts / Access
	Account Management
	AC-2
	Lock system accounts to prevent them from being used to log in to the system
	
	

	Accounts / Access
	Account Management
	AC-2
	No '.' (current working directory) or group/world writable files exist in root's $PATH.
	
	

	Accounts / Access
	Account Management
	AC-2
	Configure the system per 800-53 Account Policy Control Requirements.
	
	

	Accounts / Access
	Account Management
	AC-2
	Install TCP Wrappers
	
	

	Accounts / Access
	Account Management
	AC-2
	No '.' or group/world-writable directory in root $PATH
	
	

	Accounts / Access
	Account Management
	AC-2
	No user dot-files should be group/world writable
	
	

	Accounts / Access
	Account Management
	AC-2
	Remove user .netrc files
	
	

	Accounts / Access
	Account Management
	AC-2
	Set "mesg n" as default for all users
	
	

	Accounts / Access
	Account Management
	AC-2
	Set default group for root account
	
	

	Accounts / Access
	Account Management
	AC-2
	Set default UMASK for users, directories, and files to meet the needs of the system
	
	

	Accounts / Access
	Account Management
	AC-2
	Verify no legacy '+' entries exist in password, shadow, and group files
	
	

	Accounts / Access
	Account Management
	AC-2
	Verify that no UID 0 accounts exist other than root
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Add 'logging' option to root file system
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Add 'nosuid' option to /etc/rmmount.conf
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Create /etc[/ftpd]/ftpusers
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Disable "nobody" access for secure RPC
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Disable XDMCP port
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Prevent Syslog from accepting messages from network (except for Central Log Server)
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Remove rhosts support in pam
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Remove empty crontab files and restrict file permissions to authorized users
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Restrict at/cron to authorized users
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Restrict root logins to system console
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Run fix-modes
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Set default locking screensaver timeout
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Set EEPROM security-mode and log failed access
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Disable or configure the sadmind service to use strong authentication
	
	

	Accounts / Access
	System Use Notification
	AC-8
	Change default greeting string for Sendmail
	
	

	Accounts / Access
	System Use Notification
	AC-8
	Create warnings for FTP daemon
	
	

	Accounts / Access
	System Use Notification
	AC-8
	Create warnings for GUI-based logins
	
	

	Accounts / Access
	System Use Notification
	AC-8
	Create warnings for telnet daemon (if telnet is being used)
	
	

	Auditing
	Auditable Events
	AU-2
	Configure the system per 800-53 Audit Control Requirements.
	
	

	Logon
	User Identification and Authentication
	IA-2
	Configure the system to use an HHS accepted warning banner.
	
	

	Installation / Patches
	Transmission Integrity
	SC-8
	Utilize Secure Shell (SSH) for remote logins and file transfers.
	
	

	Installation / Patches
	Flaw Remediation
	SI-2
	Install SSH
	
	

	Patches
	Flaw Remediation
	SI-2
	Apply critical Operating System security patches
	
	

	Patches
	Flaw Remediation
	SI-2
	Ensure That Before the System is Loaded Onto an Operational Network, Security Patches, Service Packs, And Hot Fixes are all Tested
	
	

	Misc / Tuning
	Information Flow Enforcement
	AC-4
	Enable stack protection
	
	

	Misc / Tuning
	Information Flow Enforcement
	AC-4
	Restrict core dumps to protected directory
	
	

	Misc / Tuning
	Information Flow Enforcement
	AC-4
	Use better TCP sequence numbers
	
	

	Auditing
	Protection of Audit Information
	AU-9
	Prevent the system from accepting syslog messages from the network.
	
	

	Services
	Least Functionality
	CM-7
	Disable X-Windows
	
	

	Misc / Tuning
	Least Functionality
	CM-7
	Configure the system per 800-53 File Permissions/Access Control Requirements.
	
	

	Misc / Tuning
	Least Functionality
	CM-7
	Restrict NFS client requests to privileged ports
	
	

	Services
	Least Functionality
	CM-7
	Disable boot services
	
	

	Services
	Least Functionality
	CM-7
	Disable email server, (if system does not function as email server)
	
	

	Services
	Least Functionality
	CM-7
	Disable inetd
	
	

	Services
	Least Functionality
	CM-7
	Disable login prompts on serial ports
	
	

	Services
	Least Functionality
	CM-7
	Disable unused boot services
	
	

	Services
	Least Functionality
	CM-7
	Disable automount daemon
	
	

	Services
	Least Functionality
	CM-7
	Disable FTP
	
	

	Services
	Least Functionality
	CM-7
	Disable GSS daemon
	
	

	Services
	Least Functionality
	CM-7
	Disable Kerberos-related daemons
	
	

	Services
	Least Functionality
	CM-7
	Disable NFS server processes
	
	

	Services
	Least Functionality
	CM-7
	Disable printer service
	
	

	Services
	Least Functionality
	CM-7
	Disable removable media daemon
	
	

	Services
	Least Functionality
	CM-7
	Disable rlogin/rsh/rcp
	
	

	Services
	Least Functionality
	CM-7
	Disable rquotad
	
	

	Services
	Least Functionality
	CM-7
	Disable SNMP
	
	

	Services
	Least Functionality
	CM-7
	Disable SUN Volume Manager daemons
	
	

	Services
	Least Functionality
	CM-7
	Disable telnet
	
	

	Services
	Least Functionality
	CM-7
	Disable TFTP
	
	

	Services
	Least Functionality
	CM-7
	Disable the LDAP cache manager
	
	

	Services
	Least Functionality
	CM-7
	Disable the printer daemons
	
	

	Services
	Least Functionality
	CM-7
	Disable the volume manager
	
	

	Services
	Least Functionality
	CM-7
	Disable Windows-compatibility
	
	

	Services
	Least Functionality
	CM-7
	Disable other RPC-based services
	
	

	Accounts / Access
	Authenticator Management
	IA-5
	No “+" entries should exist in /etc/passwd or /etc/group.
	
	


9. HP-UX

	HP-UX Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Accounts / Access
	Account Management
	AC-2
	Configure the system per 800-53 Account Policy Control Requirements.
	
	

	Accounts / Access
	Account Management
	AC-2
	Lock system accounts to prevent them from being used to log in to the system
	
	

	Accounts / Access
	Account Management
	AC-2
	No '.' (current working directory) or group/world writable files exist in root's $PATH.
	
	

	Accounts / Access
	Account Management
	AC-2
	Remove user .netrc files
	
	

	Accounts / Access
	Account Management
	AC-2
	Install TCP Wrappers
	
	

	Accounts / Access
	Account Management
	AC-2
	Set "mesg n" as default for all users
	
	

	Accounts / Access
	Account Management
	AC-2
	Set default group for root account
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Create the /etc/[ftpd]/ftpusers file.
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Cron and At use is restricted to authorized users.
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Root logins are restricted to the system console only.
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	The root account is the only account with UID 0.
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Set default UMASK for users, directories, and files to meet the needs of the system
	
	

	Accounts / Access
	Information Flow Enforcement
	AC-4
	Install TCP Wrappers to limit network access to the system.
	
	

	Accounts / Access
	System Use Notification
	AC-8
	Create warnings for GUI-based logins, FTP logins, and terminal-session logins
	
	

	Accounts / Access
	Authenticator Management
	IA-5
	No “+" entries should exist in /etc/passwd or /etc/group.
	
	

	Auditing
	Auditable Events
	AU-2
	Configure the system per 800-53 Audit Control Requirements.
	
	

	Auditing
	Protection of Audit Information
	AU-9
	Unless the host is functioning as a syslog server, prevent the system from accepting syslog messages from the network.
	
	

	Installation / Patches
	Transmission Integrity
	SC-8
	Utilize Secure Shell (SSH) for remote logins and file transfers.
	
	

	Patches
	Flaw Remediation
	SI-2
	Apply critical Operating System security patches
	
	

	Patches
	Flaw Remediation
	SI-2
	Ensure That Before the System is Loaded Onto an Operational Network, Security Patches, Service Packs, And Hot Fixes are all Tested
	
	

	Misc / Tuning
	Information Flow Enforcement
	AC-4
	Kernel Tuning - Enable stack protection
	
	

	Misc / Tuning
	Information Flow Enforcement
	AC-4
	Kernel Tuning - Restrict core dumps to protected directory
	
	

	Misc / Tuning
	Information Flow Enforcement
	AC-4
	Kernel Tuning - Use better TCP sequence numbers
	
	

	Misc / Tuning
	Least Functionality
	CM-7
	Configure the system per 800-53 File Permissions/Access Control Requirements.
	
	

	Misc / Tuning
	Least Functionality
	CM-7
	Kernel Tuning - Restrict NFS client requests to privileged ports
	
	

	Services
	Remote Access
	AC-17
	Disable r-commands (rlogin, rcp, remsh) unless necessary.
	
	

	Services
	Remote Access
	AC-17
	Disable the Trivial File Transfer Protocol (TFTP). TFTP is normally used to boot diskless workstations over the network.
	
	

	Services
	Least Functionality
	AC-17
	Minimize boot services such as:

BIND
inetd
printer daemons
GUI logins
web servers
RPC-based services
	
	

	Services
	Remote Access
	AC-17
	Prevent connections to serial ports.
	
	

	Services
	Least Functionality
	CM-7
	Disable the Simple Network Management Protocol (SNMP) if it is not used for remote monitoring and management of TCP/IP devices.
	
	

	Services
	Least Functionality
	CM-7
	Disable the xdmcp port.
	
	

	Services
	Least Functionality
	CM-7
	If the system has an e-mail server that must be used, ensure it does not give out information about itself.
	
	

	Services
	Least Functionality
	CM-7
	Minimize inetd network services.
	
	

	Services
	Least Functionality
	CM-7
	Remove .rhosts and .netrc files from the system.
	
	

	Services
	Least Functionality
	CM-7
	Unless the system is used as a NFS server, disable the Network File System (NFS) server and client daemons.
	
	

	Services
	Least Functionality
	CM-7
	Unless the system is used as a NIS Server, disable the Network Information Service (NIS) processes.
	
	

	Services
	Least Functionality
	CM-7
	Disable X-Windows
	
	

	Logon
	User Identification and Authentication
	IA-2
	Configure the system to use an HHS accepted warning banner.
	
	


10. RedHat Linux

	RedHat Linux Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Accounts / Access
	Account Management
	AC-2
	No '.' (current working directory) or group/world writable files exist in root's $PATH.
	
	

	Accounts / Access
	Account Management
	AC-2
	Install TCP Wrappers
	
	

	Accounts / Access
	Account Management
	AC-2
	Remove user .netrc files
	
	

	Accounts / Access
	Account Management
	AC-2
	Set "mesg n" as default for all users
	
	

	Accounts / Access
	Account Management
	AC-2
	Set default group for root account
	
	

	Accounts / Access
	Account Management
	AC-2
	Verify that no UID 0 accounts exist other than root
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Set user home directories to be as restrictive as possible
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Set Account Expiration Parameters On Active Accounts
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Require Authentication For Single-User Mode
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Remove rhosts support in pam
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Remove empty crontab files and restrict file permissions to authorized users
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Restrict at/cron to authorized users
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Restrict root logins to system console
	
	

	Accounts / Access
	Access Enforcement
	AC-3
	Set LILO/GRUB Password
	
	

	Accounts / Access
	System Use Notification
	AC-8
	Set a warning banner for console and GUI based logins.
	
	

	Auditing
	Auditable Events
	AU-2
	Configure the system per 800-53 Audit Control Requirements.
	
	

	Auditing
	Auditable Events
	AU-2
	Enable system accounting (Install the sysstat package if needed).
	
	

	Installation / Patches
	Transmission Integrity
	SC-8
	Utilize Secure Shell (SSH) for remote logins and file transfers.
	
	

	Patches
	Flaw Remediation
	SI-2
	Apply critical Operating System security patches
	
	

	Misc / Tuning
	Information Flow Enforcement
	AC-4
	Deny all network access to the system via hosts.deny; Explicitly allow network connections, either all services selected ones, from the local network and selected hosts via hosts.allow
	
	

	Misc / Tuning
	Information Flow Enforcement
	AC-4
	Add ' nosuid' and ' nodev' Option For Removable Media In /etc/fstab
	
	

	Auditing
	Protection of Audit Information
	AU-9
	Unless the host is functioning as a syslog server, prevent the system from accepting syslog messages from the network.
	
	

	Misc / Tuning
	Least Functionality
	CM-7
	Set default UMASK for users, directories, and files to meet the needs of the system
	
	

	Misc / Tuning
	Least Functionality
	CM-7
	Disable Core Dumps
	
	

	Services
	Least Functionality
	CM-7
	Disable xinetd if none of its services are used
	
	

	Services
	Least Functionality
	CM-7
	Disable Sendmail
	
	

	Services
	Least Functionality
	CM-7
	Disable GUI Logon
	
	

	Services
	Least Functionality
	CM-7
	Disable X-Windows
	
	

	Services
	Least Functionality
	CM-7
	Disable standard boot services that do not support the role of the system
	
	

	Services
	Least Functionality
	CM-7
	Turn off standard services except those needed for the system’s role.
	
	

	Logon
	User Identification and Authentication
	IA-2
	Configure the system to use an HHS accepted warning banner.
	
	

	Accounts / Access
	Authenticator Management
	IA-5
	No “+" entries should exist in /etc/passwd or /etc/group.
	
	


11. Oracle

	Oracle Configuration Guide

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Accounts
	Access Enforcement
	AC-2
	Depending on the Oracle version specific environment, on the default accounts, drop the user, lock the user account, or change the default password.
	
	

	Accounts
	Access Enforcement
	AC-2
	Ensure that the SYS and SYSTEM account passwords are changed to a secure password from the defaults of change_on_install and manager.
	
	

	Accounts
	Access Enforcement
	AC-3
	To reduce the risk of unauthorized access, do not hardcode usernames and passwords in application source code.
	
	

	Password Management
	Access Enforcement
	AC-3
	Do not store passwords in clear text in Oracle tables.
	
	

	Password Management
	Access Enforcement
	AC-3
	Passwords for batch processes must not be a command line parameter or an environment variable.
	
	

	Password Management
	Access Enforcement
	AC-3
	Whenever utilizing silent installs, i.e., Oracle Installer, ensure configuration files do not contain password values after the installation completes.
	
	

	Access Controls
	Access Enforcement
	AC-3
	Set all default account passwords to non-default strong passwords. When installed, some third party applications create well-known default accounts in an Oracle database. The default password for these accounts must be changed or the account must be locked.
	
	

	Access Controls
	Access Enforcement
	AC-3
	Ensure that file permissions are securely set.
	
	

	Access Controls
	Access Enforcement
	AC-3
	Ensure that users profile settings have appropriate values set for any particular database and application.
	
	

	Access Controls
	Access Enforcement
	AC-3
	Ensure that users have the minimum permissions, roles and privileges required.
	
	

	Access Controls
	Access Enforcement
	AC-3
	When dropping a user, ensure roles and privileges created by that user, if not required, are deleted.
	
	

	Access Controls
	Access Enforcement
	AC-3
	Revoke PUBLIC execute privileges for DBMS_JOB, DBMS_LOB, DBMS_SYS_SQL and DBMS_RANDOM.
	
	

	Access Controls
	Access Enforcement
	AC-3
	Standard ports for listener.ora are well known and can be used by attackers to verify applications running on a server.
	
	

	Access Controls
	Access Enforcement
	AC-3
	Ensure that a listener password is set.
	
	

	Audit
	Auditable Events
	AU-2
	Audit the following to ensure access is appropriate.

Log-ons and log-offs.
Any ALTER statement.
Any CREATE statement.
Any DROP statement.
Any GRANT statement.
Any unsuccessful attempts. (ACCESS WHENEVER NOT SUCCESSFUL)
Any INSERT failures.
	
	

	Audit
	Auditable Events
	AU-2
	Use fine grain access control and auditing
	
	

	Access Controls
	Configuration Settings
	CM-6
	Purge policy caches.
	
	

	Access Controls
	Configuration Settings
	CM-6
	If extproc functionality is not required remove binary from host ($ORACLE_HOME/bin/extproc) and remove entry in tnsnames.ora.
	
	

	Logon
	User Identification and Authentication
	IA-2
	Configure the system to use an HHS accepted warning banner.
	
	

	Access Controls
	Access Enforcement
	SC-4
	Ensure that all critical data is encrypted .
	
	

	Network Access
	Transmission Confidentiality
	SC-4
	Ensure that any data sent over a network is secure or sent via a secure protocol.
	
	

	Patches
	Flaw Remediation
	SI-2
	Ensure that quarterly critical Patch Updates and any applicable Security Alerts are reviewed and applied in a timely manner.
	
	


12. Cisco IOS

	Cisco IOS Configuration Guide

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Access Controls
	Access Enforcement
	AC-3
	Don’t use default SNMP community strings
	
	

	Access Controls
	Access Enforcement
	AC-3
	Define ACLs to allow only authorized connections to the router
	
	

	Access Controls
	Denial of Service Protection
	SC-5
	Explicitly disallow IP directed broadcast on each interface.
	
	

	Access Controls
	Denial of Service Protection
	SC-5
	Use tcp keepalives to kill sessions where the remote side has died. Stale connections use resources and could potentially be hijacked to gain illegitimate access.
	
	

	Access Controls
	Information Flow Enforcement
	AC-4
	Create Access Control Lists (ACLs) for all VTY lines
	
	

	Access Controls
	Least Functionality
	CM-7
	Disable SNMP if not in use
	
	

	Access Controls
	Least Functionality
	CM-7
	Bind AAA services to the loopback interface
	
	

	Access Controls
	Remote Access
	AC-17
	Permit only SSH for incoming VTY login (if available)
	
	

	Audit
	Auditable Events

Audit Retention

Protection of Audit Information
	AU-2
AU-5
AU-11
	Configure the system per 800-53 Audit Control Requirements.
	
	

	Audit
	Least Functionality
	CM-7
	Define and configure at least one loopback interface
	
	

	Audit
	Time Stamps
	AU-8
	Adjust to summertime if local timezone is used
	
	

	Audit
	Time Stamps
	AU-8
	Configure debug messages to include timestamps
	
	

	Audit
	Time Stamps
	AU-8
	Set timezone explicitly
	
	

	Passwords
	Access Enforcement
	AC-3
	Use AAA authentication methods
	
	

	Passwords
	Authenticator Management
	IA-5
	Encrypt passwords in configs
	
	

	Passwords
	Authenticator Management
	IA-5
	Set an enable secret
	
	

	Passwords
	Authenticator Management
	IA-5
	Configure the system per 800-53 Account Policy Control Requirements.
	
	

	Services
	Least Functionality
	CM-7
	Review servers for necessity, and disable if not needed. (ex. bootp, http, finger, identd, tftp, etc)
	
	

	Services
	Least Functionality
	CM-7
	Disable Cisco Discovery Protocol (CDP) service
	
	

	Services
	Least Functionality
	CM-7
	Disable Configuration Auto-Loading
	
	

	Services
	Least Functionality
	CM-7
	Disable exec on aux
	
	

	Services
	Least Functionality
	CM-7
	Disable proxy ARP on all interfaces
	
	

	Services
	Least Functionality
	CM-7
	Disable source routing
	
	

	Services
	Least Functionality
	CM-7
	Disable unnecessary services such as echo, discard, chargen, etc.
	
	

	Sessions
	Session Lock
	AC-11
	Disconnect sessions after a fixed idle time
	
	

	Time
	Time Stamps
	AU-8
	Designate a second NTP time server
	
	

	Time
	Time Stamps
	AU-8
	Designate an NTP time server
	
	

	User Accounts
	Account Management
	AC-2
	Automatically terminating/disabling temporary accounts after a set period of time.
	
	

	User Accounts
	User Identification and Authentication
	IA-2
	Create Emergency Local User Account
	
	


13. Websense

	Websense Baseline Category Configuration Guide

	Categories
	Description
	Action
	Completed
	Comments

	Abortion
	
	
	
	

	Abortion
	Sites with neutral or balanced presentation of the issue.
	Not Defined
	
	

	Abortion: Pro-Choice
	Sites that provide information about or are sponsored by organizations that support legal abortion or that offer support or encouragement to those seeking the procedure.
	Not Defined
	
	

	Abortion: Pro-Life
	Sites that provide information about or are sponsored by organizations that oppose legal abortion or that seek increased restriction of abortion.
	Not Defined
	
	

	Adult Material
	
	
	
	

	Adult Material: Adult Content
	Sites that display full or partial nudity in a sexual context, but not sexual activity; erotica; sexual paraphernalia; sex-oriented businesses as clubs, nightclubs, escort services; and sites supporting the online purchase of such goods and services.
	Block
	
	

	Adult Material: Lingerie and Swimsuit
	Sites that offer images of models in suggestive but not lewd costume, with seminudity permitted. Includes classic 'cheese-cake,' calendar, and pinup art and photography. Includes also sites offering lingerie or swimwear for sale.
	Not Defined
	
	

	Adult Material: Nudity
	Sites that offer depictions of nude or seminude human forms, singly or in groups, not overtly sexual in intent or effect.
	Block
	
	

	Adult Material: Sex
	Sites that depict or graphically describe sexual acts or activity, including exhibitionism; also, sites offering direct links to such sites.
	Block
	
	

	Adult Material: Sex Education
	Sites that offer information about sex and sexuality, with no pornographic intent.
	Not Defined
	
	

	Advocacy Groups
	Sites that promote change or reform in public policy, public opinion, social practice, economic activities, and relationships.
	Not Defined
	
	

	Business and Economy
	
	
	
	

	Business and Economy
	Sites sponsored by or devoted to business firms, business associations, industry groups, or business in general.
	Not Defined
	
	

	Business and Economy: Financial Data and Services
	Sites that offer news and quotations on stocks, bonds, and other investment vehicles, investment advice, but not online trading. Includes banks, credit unions, credit cards, and insurance.
	Not Defined
	
	

	Drugs
	
	
	
	

	Drugs: Abused Drugs
	Sites that promote or provide information about the use of prohibited drugs, except marijuana, or the abuse or unsanctioned use of controlled or regulated drugs; also, paraphernalia associated with such use or abuse.
	Not Defined
	
	

	Drugs: Marijuana
	Sites that provide information about or promote the cultivation, preparation, or use of marijuana.
	Not Defined
	
	

	Drugs: Prescribed Medications
	Sites that provide information about approved drugs and their medical use.
	Not Defined
	
	

	Drugs: Supplements and Unregulated Compounds
	Sites that provide information about or promote the sale or use of chemicals not regulated by the FDA (such as naturally occurring compounds).
	Not Defined
	
	

	Education
	
	
	
	

	Education: Cultural Institutions
	Sites sponsored by museums, galleries, theatres (but not movie theatres), libraries, and similar institutions; also, sites whose purpose is the display of artworks.
	Not Defined
	
	

	Education: Educational Institutions
	Sites sponsored by schools and other educational facilities, by non-academic research institutions, or that relate to educational events and activities.
	Not Defined
	
	

	Education: Educational Materials
	Sites that provide information about or that sell or provide curriculum materials or direct instruction; also, learned journals and similar publications.
	Not Defined
	
	

	Education: Reference Materials
	Sites that offer reference-shelf content such as atlases, dictionaries, encyclopedias, formularies, white and yellow pages, and public statistical data.
	Not Defined
	
	

	Entertainment
	
	
	
	

	Entertainment
	Sites that provide information about or promote motion pictures, non-news radio and television, books, humor, and magazines.
	Not Defined
	
	

	Entertainment: MP3 and Audio Download Services
	Sites that support downloading of MP3 or other sound files or that serve as directories of such sites.
	Block
	
	

	Gambling
	Sites that provide information about or promote gambling or support online gambling, involving a risk of losing money.
	Block
	
	

	Games
	Sites that provide information about or promote electronic games, video games, computer games, role-playing games, or online games. Includes sweepstakes and giveaways.
	Block
	
	

	Government
	
	
	
	

	Government
	Sites sponsored by branches, bureaus, or agencies of any level of government, except for the armed forces.
	Not Defined
	
	

	Government: Military
	Sites sponsored by branches or agencies of the armed services.
	Not Defined
	
	

	Government: Political Organizations
	Sites sponsored by or providing information about political parties and interest groups focused on elections or legislation.
	Not Defined
	
	

	Health
	Sites that provide information or advice on personal health or medical services, procedures, or devices, but not drugs. Includes self-help groups.
	Not Defined
	
	

	Illegal or Questionable
	Sites that provide instruction in or promote nonviolent crime or unethical or dishonest behavior or the avoidance of prosecution.
	Block
	
	

	Information Technology
	
	
	
	

	Information Technology
	Sites sponsored by or providing information about computers, software, the Internet, and related business firms, including sites supporting the sale of hardware, software, peripherals, and services.
	Not Defined
	
	

	Information Technology: Computer Security
	Sites that provide information about or free downloadable tools for computer security.
	Not Defined
	
	

	Information Technology: Hacking
	Sites that provide information about or promote illegal or questionable access to or use of computer or communication equipment, software, or databases.
	Block
	
	

	Information Technology: Proxy Avoidance
	Sites that provide information about how to bypass proxy server features or to gain access to URLs in any way that bypasses the proxy server.
	Block
	
	

	Information Technology: Search Engines and Portals
	Sites that support searching the Web, news groups, or indices or directories thereof.
	Not Defined
	
	

	Information Technology: URL Translation Sites
	Sites that offer online translation of URLs. These sites access the URL to be translated in a way that bypasses the proxy server, potentially allowing unauthorized access.
	Not Defined
	
	

	Information Technology: Web Hosting
	Sites of organizations that provide hosting services, or top-level domain pages of Web communities.
	Not Defined
	
	

	Internet Communication
	
	
	
	

	Internet Communication: General Email
	Site that provide email services open to general use.
	Not Defined
	
	

	Internet Communication: Organizational Email
	Log in sites for corporate or institutional email systems.
	Not Defined
	
	

	Internet Communication: Text and Media Messaging
	Sites that enable the sending of messages and other content via SMS, EMS, MMS, or similar protocols.
	Not Defined
	
	

	Internet Communication: Web Chat
	Sites that host Web chat services or that support or provide information about chat via HTTP or IRC.
	Block
	
	

	Job Search
	Sites that offer information about or support the seeking of employment or employees.
	Not Defined
	
	

	Militancy and Extremist
	Sites that offer information about or promote or are sponsored by groups advocating antigovernment beliefs or action.
	Block
	
	

	Miscellaneous
	
	
	
	

	Miscellaneous: Content Delivery Networks
	Commercial hosts that deliver content to subscribing websites.
	Not Defined
	
	

	Miscellaneous: Dynamic Content
	URLs that are generated dynamically by a Web server.
	Not Defined
	
	

	Miscellaneous: File Download Servers
	Web servers whose primary function is to deliver files for download.
	Not Defined
	
	

	Miscellaneous: Image Servers
	Web servers whose primary function is to deliver images.
	Not Defined
	
	

	Miscellaneous: Images (Media)
	URLs ending with image filenames.
	Not Defined
	
	

	Miscellaneous: Network Errors
	URLs with hosts that do not resolve to IP addresses.
	Not Defined
	
	

	Miscellaneous: Private IP Addresses
	IP addresses defined in RFC 1918, 'Address Allocation for Private Intranets.'
	Not Defined
	
	

	Miscellaneous: Uncategorized
	Sites not categorized in the Websense Master Database.
	Not Defined
	
	

	News and Media
	
	
	
	

	News and Media
	Sites that offer current news and opinion, including those sponsored by newspapers, general-circulation magazines, or other media.
	Not Defined
	
	

	News and Media: Alternative Journals
	Online equivalents to supermarket tabloids and other fringe publications.
	Not Defined
	
	

	Racism and Hate
	Sites that promote the identification of racial groups, the denigration or subjection of groups, or the superiority of any group.
	Block
	
	

	Religion
	
	
	
	

	Religion: Non-Traditional Religions and Occult and Folklore
	Sites that provide information about or promote religions not specified in Traditional Religions or other unconventional, cultic, or folkloric beliefs and practices.
	Not Defined
	
	

	Religion: Traditional Religions
	Sites that provide information about or promote Bahai, Buddhism, Christian Science, Christianity, Hinduism, Islam, Judaism, Mormonism, Shinto, and Sikhism, as well as atheism.
	Not Defined
	
	

	Shopping
	
	
	
	

	Shopping
	Sites that support the online purchase of consumer goods and services except: sexual materials, lingerie, swimwear, investments, medications, educational materials, computer software or hardware, alcohol, tobacco, travel, vehicles and parts, weapons.
	Not Defined
	
	

	Shopping: Internet Auctions
	Sites that support the offering and purchasing of goods between individuals.
	Not Defined
	
	

	Shopping: Real Estate
	Sites that provide information about renting, buying, selling, or financing residential real estate.
	Not Defined
	
	

	Social Organizations
	
	
	
	

	Social Organizations: Professional and Worker Organizations
	Sites sponsored by or that support or offer information about organizations devoted to professional advancement or workers' interests.
	Not Defined
	
	

	Social Organizations: Service and Philanthropic Organizations
	Sites sponsored by or that support or offer information about organizations devoted to doing good as their primary activity.
	Not Defined
	
	

	Social Organizations: Social and Affiliation Organizations
	Sites sponsored by or that support or offer information about organizations devoted chiefly to socializing or common interests other than philanthropy or professional advancement.
	Not Defined
	
	

	Society and Lifestyles
	
	
	
	

	Society and Lifestyles
	Sites that provide information about matters of daily life, excluding entertainment, health, hobbies, jobs, sex, and sports.
	Not Defined
	
	

	Society and Lifestyles: Alcohol and Tobacco
	Sites that provide information about, promote, or support the sale of alcoholic beverages or tobacco products or associated paraphernalia.
	Not Defined
	
	

	Society and Lifestyles: Gay or Lesbian or Bisexual Interest
	Sites that provide information about or cater to gay, lesbian, or bisexual lifestyles, including those that support online shopping, but excluding those that are sexually or issue-oriented.
	Not Defined
	
	

	Society and Lifestyles: Hobbies
	Sites that provide information about or promote private and largely sedentary pastimes, but not electronic, video, or online games.
	Not Defined
	
	

	Society and Lifestyles: Personals and Dating
	Sites that assist users in establishing interpersonal relationships, excluding those intended to arrange for sexual encounters and excluding those of exclusively gay or lesbian or bisexual interest.
	Block
	
	

	Society and Lifestyles: Restaurants and Dining
	Sites that list, review, advertise, or promote food, dining, or catering services.
	Not Defined
	
	

	Society and Lifestyles: Social Networking and Personal Sites
	Sites chiefly devoted to personal expression by individuals (as in diaries or personal blogs) or small groups, often but not necessarily involving multiple links to similar sites.
	Block
	
	

	Special Events
	Sites devoted to a current event that requires separate categorization.
	Not Defined
	
	

	Sports
	
	
	
	

	Sports
	Sites that provide information about or promote sports, active games, and recreation.
	Not Defined
	
	

	Sports: Sport Hunting and Gun Clubs
	Sites that provide information about or directories of gun clubs and similar groups, including war-game and paintball facilities.
	Not Defined
	
	

	Tasteless
	Sites with content that is gratuitously offensive or shocking, but not violent or frightening. Includes sites devoted in part or whole to scatology and similar topics or to improper language, humor, or behavior.
	Block
	
	

	Travel
	Sites that provide information about or promote travel-related services and destinations.
	Not Defined
	
	

	User-Defined
	User-defined category.
	Not Defined
	
	

	Vehicles
	Sites that provide information about or promote vehicles, including those that support online purchase of vehicles or parts.
	Not Defined
	
	

	Violence
	Sites that feature or promote violence or bodily harm, including self-inflicted harm; or that gratuitously display images of death, gore, or injury; or that feature images or descriptions that are grotesque or frightening and of no redeeming value.
	Block
	
	

	Weapons
	Sites that provide information about, promote, or support the sale of weapons and related items.
	Not Defined
	
	


	Websense Premium Groups Configuration Guide

	Categories
	Description
	Action
	Completed
	Comments

	Bandwidth PG
	
	
	
	

	Bandwidth PG: Internet Radio and TV
	Sites whose primary purpose is to provide radio or TV programming on the Internet.
	Not Defined
	
	

	Bandwidth PG: Internet Telephony
	Sites that enable users to make telephone calls via the Internet or to obtain information or software for that purpose.
	Not Defined
	
	

	Bandwidth PG: Peer-to-Peer File Sharing
	Sites that provide client software to enable peer-to-peer file sharing and transfer.
	Block
	
	

	Bandwidth PG: Personal Network Storage and Backup
	Sites that store personal files on Internet servers for backup or exchange.
	Block
	
	

	Bandwidth PG: Streaming Media
	Sites that primarily provide streaming media content, such as movie trailers.
	Not Defined
	
	

	Productivity PG
	
	
	
	

	Productivity PG: Advertisements
	Sites that provide advertising graphics or other ad content files.
	Not Defined
	
	

	Productivity PG: Freeware and Software Download
	Sites whose primary function is to provide freeware and software downloads.
	Not Defined
	
	

	Productivity PG: Instant Messaging
	Sites that enable instant messaging.
	Not Defined
	
	

	Productivity PG: Message Boards and Forums
	Sites that host message boards, bulletin boards, and other unaffiliated discussion forums.
	Not Defined
	
	

	Productivity PG: Online Brokerage and Trading
	Sites that support active trading of securities and management of investments.
	Not Defined
	
	

	Productivity PG: Pay-to-Surf
	Sites that pay users to view websites, advertisements, or email.
	Block
	
	

	Security PG
	
	
	
	

	Security PG: Bot Networks
	Sites that host the command-and-control centers for networks of bots that have been infiltrated into users’ computers. Excludes web crawlers.
	Block
	
	

	Security PG: Elevated Exposure
	Sites that camouflage their true nature or that include elements suggesting latent malign intent.
	Block
	
	

	Security PG: Emerging Exploits
	Sites found to be hosting known and potential exploit code.
	Block
	
	

	Security PG: Keyloggers
	Sites or pages that download programs that run in the background recording all keystrokes, and which may also send those keystrokes (potentially including passwords or confidential information) to an external party.
	Block
	
	

	Security PG: Malicious Websites
	Sites that contain code that may intentionally modify end-user systems without their consent and cause harm.
	Block
	
	

	Security PG: Phishing and Other Frauds
	Sites that counterfeit legitimate business sites for the purpose of eliciting financial or other private information from users.
	Block
	
	

	Security PG: Potentially Damaging Content
	Sites likely to contain little or no useful content
	Block
	
	

	Security PG: Potentially Unwanted Software
	Sites that use technologies that alter the operation of the user's hardware, software, or network in ways that diminish control over the user experience, privacy, or the collection and distribution of personal information.
	Block
	
	

	Security PG: Spyware
	Sites or pages that download software that, without the user's knowledge, generates HTTP traffic (other than simple user identification and validation).
	Block
	
	


14. Apple OS X Configuration Guide

	Apple OS X Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Access Control
	Access Enforcement
	AC-3
	Find unauthorized world-writable files and directories
	
	

	Audit and Accountability
	Auditable Events
	AU-2
	Enable Logging
	
	

	System and Information Integrity
	Flaw Remediation
	SI-2
	Apply current approved updates regularly
	
	

	
	
	
	 
	
	

	
	
	
	All patches should be tested in a non-production environment before being implemented, as per SI-2.
	
	

	Access Control
	Information Flow Enforcement
	AC-4
	Enable Firewall
	
	

	
	
	
	 
	
	

	
	
	
	Enabled by default.  See 800-53, SC-7 for additional guidance.
	
	

	Access Control
	Information Remanence
	SC-4
	Configure Secure Virtual Memory
	
	

	
	
	
	 
	
	

	
	
	
	Required for Laptops.  Optional for servers and workstations.
	
	

	Access Control
	Least Functionality
	AC-17
	Leave unused remote access services disabled.
	
	

	 
	
	CM-7
	 
	
	

	Configuration Management
	
	 
	By default, all remote access services in OS X are off.
	
	

	Access Control
	Least Functionality
	AC-17
	Disable Bluetooth (Required for Laptops)
	
	

	 
	
	CM-7
	
	
	

	Configuration Management
	
	 
	
	
	

	Access Control
	Remote Access
	AC-8
	Configure SSHD
	
	

	
	
	AC-17
	 
	
	

	
	
	 
	In general, this would only be applicable to OS X Servers installations.  Should not be enabled if not required.
	
	

	Access Control
	Session Lock
	AC-11
	Configure Locking Screensaver with Password
	
	

	
	
	
	 
	
	

	
	
	
	AC-11 requires that a organizationally defined time limit be implemented with this control
	
	

	Access Control
	System Use Notification
	AC-8
	Display login banner
	
	

	
	
	
	 
	
	

	
	
	
	See 800-53, AC-8 for guidance on the proper wording for the banner.
	
	

	Audit and Accountability
	Time Stamps
	AU-8
	Enable Network Time Synchronization
	
	

	System and Communications Protection
	Use of Cryptography
	SC-13
	Use approved FIPS 140-2 Encryption
	
	

	
	
	
	 
	
	

	
	
	
	Required for Laptops.  Optional for servers and workstations.
	
	

	Identification and Authentication
	User Identification and Authentication
	IA-2
	Disable Automatic Login
	
	

	
	
	
	 
	
	

	
	
	
	See 800-53, AC-14 for possible exceptions to this requirement.
	
	

	Identification and Authentication
	User Identification and Authentication
	IA-2
	Disable root account
	
	

	
	
	
	 
	
	

	
	
	
	Default setting.  Should be verified on systems.
	
	

	Identification and Authentication
	User Identification and Authentication
	IA-2
	Use strong passwords
	
	


15. Apache Configuration Guide

	Apache Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Access Control
	Access Enforcement
	AC-3
	Create Web Groups
	
	

	Access Control
	Access Enforcement
	AC-3
	Limit Apache Web User Account: Only Administrators can sudo to account
	
	

	Access Control
	Access Enforcement
	AC-3
	Set/Verify proper permissions on all Apache files
	
	

	Audit and Accountability
	Auditable Events
	AU-2
	Enable Logging
	
	

	System and Communications Protection
	Denial of Service(DoS) Protection
	SC-5
	Set TimeOut, KeepAlive and KeepAliveTimout parameters in httpd.conf
	
	

	System and Information Integrity
	Error Handling
	SI-11
	Set ServerTokens, ServerSignature, and ErrorDocument parameters in httpd.conf
	
	


	System and Information Integrity
	Flaw Remediation
	SI-2
	Apply Current Patches
	
	

	System and Communications Protection
	Information Remanence
	SC-4
	Restrict OS Root Directory Access
	
	

	System and Communications Protection
	Information Remanence
	SC-4
	Remove Default/Unneeded Apache Files
	
	

	System and Communications Protection
	Information Remanence
	SC-4
	Configure mod_rewrite to deny HTTP TRACE requests
	
	

	Configuration Management
	Least Functionality
	CM-7
	Disable Unnecessary Apache Modules
	
	 

	Access Control
	Least Privilege
	AC-6
	User and Group should not be root in httpd.conf
	
	


16. Exchange 2003 Configuration Guide

	Exchange 2003 Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Audit and Accountability
	Audit Record Retention
	AU-11
	Configure acceptable log file retention times.
	
	 

	Audit and Accountability
	Audit Record Retention
	AU-11
	Disable circular logging
	
	 

	Audit and Accountability
	Audit Storage Capacity
	AU-4
	Configure acceptable log file size limits
	
	 

	Audit and Accountability
	Auditable Events
	AU-2
	Enable Logging.
	
	 

	System and Communications Protection
	Denial of Service Protection
	SC-5
	Configure acceptable number of recipients
	
	 

	System and Information Integrity
	Flaw remediation
	SI-2
	Apply latest patches
	
	 

	Access Control
	Information Flow Enforcement
	AC-4
	Disable the sending of debugging information to Microsoft
	
	 

	System and Information Integrity
	Information Output Handling and Retention
	SI-12
	Do Not permanently delete mailboxes until they have been backed up.
	
	 

	System and Information Integrity
	Information Output Handling and Retention
	SI-12
	Keep deleted item for specified number of days
	
	 

	System and Information Integrity
	Information Output Handling and Retention
	SI-12
	Keep deleted mailboxes for specified number of days
	
	 

	System and Communications Protection
	Information Remanence
	SC-4
	Zero out deleted database pages
	
	 

	Contingency Planning
	Information System Backup
	CP-9
	Backup Mailbox Store(s)
	
	 

	System and Information Integrity
	Information System Monitoring Tools and Techniques
	SI-4
	Create and enable notifications
	
	 

	System and Information Integrity
	Malicious Code Protection
	SI-3
	Anti-virus
	
	 

	Audit and Accountability
	Non-repudiation
	AU-10
	Filter messages with blank sender
	
	 

	Access Control
	Remote Access
	AC-17
	Configure Global Accept and Deny Lists
	
	 

	Access Control
	Remote Access
	AC-17
	If using OWA, require SSL encryption
	
	 

	Access Control
	Remote Access
	AC-17
	If using POP3, require SSL encryption
	
	 

	Access Control
	Remote Access
	AC-17
	If using IMAP4, require SSL encryption
	
	 

	Access Control
	Remote Access
	AC-17
	If using NNTP, require SSL encryption
	
	 


17. BIND Configuration Guide

	Bind Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Completed
	Comments

	Access Control
	Access Enforcement
	AC-3
	Run BIND as a non-root user
	
	

	Access Control
	Access Enforcement
	AC-3
	Isolate BIND with Chroot or Solaris Zones
	
	

	Access Control
	Access Enforcement
	AC-3
	Restrict access to BIND files
	
	

	Configuration Management
	Baseline Configuration
	CM-2
	Hide the version string
	
	

	Access Control
	Access Enforcement
	AC-3
	Restrict recursive queries on authoritative nameservers to the local server
	
	

	Access Control
	Access Enforcement
	AC-3
	Respond to recursive queries only from internal networks
	
	

	Access Control
	Access Enforcement
	AC-3
	Use transaction signatures to authenticate internal and trusted external nameservers
	
	

	Access Control
	Access Enforcement
	AC-3
	Restrict zone-transfers to slave nameservers
	
	

	Configuration Management
	Least Functionality
	CM-7
	Restrict BIND access list to specific approved network for dynamic updates
	
	

	System and Communications Protection
	Denial of Service Protection
	SC-5
	Use black-holing to reject bogus or unwanted traffic
	
	

	System and Information Integrity
	Flaw Remediation
	SI-2
	Apply approved patches
	
	

	Audit and Accountability
	Auditable Events
	AU-2
	Enable logging
	
	

	System and Communications Protection
	Denial of Service Protection
	SC-5
	Prevent denial of service attacks by firewalling bogus or unwanted traffic
	
	


18. MS SQL 2000 Configuration Guide

	MS SQL 2000 Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Comments
	Comments

	Access Control
	Access Enforcement
	AC-3
	Verify and set file permissions
	
	 

	Access Control
	Access Enforcement
	AC-3
	Deny database login for the Guests OS group
	
	 

	Access Control
	Access Enforcement
	AC-3
	Do not grant object permissions to PUBLIC or GUEST
	
	 

	Audit and Accountability
	Auditable Events
	AU-2
	Audit "all" or "failure" connections to SQL Server
	
	 

	Audit and Accountability
	Auditable Events
	AU-2
	Enable Auditing
	
	 

	System and Communications Protection
	Boundary Protection
	SC-7
	Disable SQL Server ports on your firewall
	
	 

	System and Information Integrity
	Flaw Remediation
	SI-2
	Apply Patches and Hotfixes
	
	 

	System and Communications Protection
	Information Remanence
	SC-4
	Delete Sample Databases
	
	 

	System and Communications Protection
	Information Remanence
	SC-4
	Delete setup files
	
	 

	Contingency Planning
	Information System Backup
	CP-9
	Backup all databases
	
	 

	Configuration Management
	Least Functionality
	CM-7
	Limit privilege level of SQL Server Services
	
	 

	Configuration Management
	Least Functionality
	CM-7
	Avoid using user-defined extended stored procedures
	
	 

	Configuration Management
	Least Functionality
	CM-7
	Drop all unneeded extended stored procedures
	
	 

	Access Control
	Least Privilege
	AC-6
	Remove the guest user from all databases except master and tempdb
	
	 

	Identification and Authentication
	User Identification and Authentication
	IA-2
	When possible: Use Windows Authentication Mode
	
	 

	Identification and Authentication
	User Identification and Authentication
	IA-2
	Assign strong passwords to all SQL login accounts
	
	 

	Physical Security
	Access Control
	AC-20
	Place the SQL Server in an area where it will be physically secure.
	
	 

	Audit
	Audit Reduction and Report Generation
	AU-7
	Prepare a schedule for reviewing audit information regularly.
	
	 

	Maintenance
	Periodic Maintenance
	MA-2
	Run the Microsoft Baseline Security Analyzer monthly and follow the security recommendations as closely as possible
	
	 

	System and Communications Protection
	Replication (Data Transmissions Confidentiality)
	SC-9
	Avoid modifying replication administration permissions assigned to the roles by default. Only assign authorized application administrators and DBAs these roles.
	
	 

	Account Management
	The organization identifies authorized users of the information system and specifies access rights/privileges.
	AC-2
	Permissions determine the actions that users can perform on SQL Server or in a database.
	
	 


19. BlackBerry Configuration Guide

	BlackBerry Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Setting
	Completed
	Comments

	Application Center Policy Group

	Access Control


	Access Enforcement


	AC-3


	Disable Application Center


	TRUE
	 
	

	Blackberry Messenger Policy Group

	Access Control


	Access Enforcement


	AC-3


	Disable BlackBerry Messenger


	TRUE
	 
	

	Bluetooth Policy Group


	Access Control


	Access Enforcement


	AC-3


	Allow Outgoing Calls


	1
	 
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Address Book Transfer


	TRUE


	 
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Advanced Audio Distribution Profile


	TRUE
	 
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Audio/Video Remote Control Profile


	TRUE
	 
	

	Access Control


	Access Control for Portable and Mobile Devices


	AC-19


	Disable Bluetooth


	TRUE or FALSE
	
	 The Bluetooth settings allow the use of Bluetooth headsets.  Audio between the BlackBerry device and Bluetooth headset should be considered unsecure.  Audio can be captured and recorded.

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Desktop Connectivity


	TRUE
	 
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Dial-up Networking


	TRUE
	 
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Discoverable Mode


	TRUE
	 
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable File Transfer


	TRUE
	 
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Handsfree Profile


	FALSE
	 
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Headset Profile


	FALSE
	 
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Pairing


	FALSE
	 
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Serial Port Profile


	TRUE or FALSE
	
	Only FALSE if using Bluetooth Smart Card Reader

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Wireless Bypass


	TRUE
	
	

	Access Control


	Information Flow Enforcement


	AC-4


	Force CHAP Authentication Bluetooth Link


	FALSE
	
	

	Systems and Communications Protection


	Transmission Confidentiality


	SC-9


	Require Encryption


	TRUE
	
	

	Access Control


	Information Flow Enforcement


	AC-4


	Require LED Connection Indicator


	TRUE
	
	

	Identification and Authentication


	User Identification and Authentication


	IA-2


	Require Password for Discoverable Mode


	TRUE
	
	

	Identification and Authentication


	Device Identification and Authentication


	IA-3


	Disable Auto-Reconnect to BlackBerry Smart Card Reader


	TRUE
	
	

	Systems and Communications Protection


	Cryptographic Key Establishment and Management


	SC-12


	Force Erase All Keys on BlackBerry Disconnected Timeout


	FALSE
	
	

	Access Control


	Wireless Access Restrictions


	AC-18


	Maximum Bluetooth Range


	2 or less

50% or less
	
	

	Browser Policy Group

	Access Control


	Use of External Information Systems


	AC-20


	Allow IBS Browser


	FALSE
	
	

	Camera Policy Group



	Access Control


	Information Flow Enforcement


	AC-4


	Disable Photo Camera


	TRUE or FALSE
	
	Recommend setting to FALSE only for groups of users based on mission needs.



	Access Control


	Information Flow Enforcement


	AC-4


	Disable Video Camera


	TRUE or FALSE
	
	Recommend setting to FALSE only for groups of users based on mission needs.



	Common Policy Group



	Access Control


	Information Flow Enforcement


	AC-4


	Disable MMS


	TRUE
	
	

	Access Control


	Information Flow Enforcement


	AC-4


	IT Policy Notification


	TRUE
	
	

	Desktop Policy Group



	Access Control


	Access Control for Portable and Mobile Devices


	AC-19


	Desktop Allow Device Switch


	FALSE
	
	

	Desktop-Only Items

	Configuration Management


	Configuration Change Control


	CM-3


	Force Load Count


	1
	
	

	Configuration Management


	Configuration Change Control


	CM-3


	Force Load Message


	Add notification message indicating an update is available
	
	

	Access Control


	Access Enforcement


	AC-3


	Show Application Loader


	FALSE
	
	

	Device-Only Items

	Access Control


	Session Lock


	AC-11


	Enable Long Term Timeout


	TRUE
	
	

	Access Control


	Account Management


	AC-2


	Maximum Password Age


	90 or less
	
	Set to 0 if using SMART CARD authentication



	Access Control


	Account Management


	AC-2


	Maximum Security Timeout


	30 or less
	
	

	Access Control


	Account Management


	AC-2


	Minimum Password Length


	6 or more
	
	

	Access Control


	Account Management


	AC-2


	Password Required


	TRUE
	
	

	Access Control


	Account Management


	AC-2


	User Can Change Timeout


	FALSE
	
	

	Access Control


	Account Management


	AC-2


	User Can Disable Password


	FALSE
	
	

	Email Messaging Policy Group

	Access Control


	Information Flow Enforcement


	AC-4


	Allow Auto Attachment Download


	FALSE
	
	

	MDS Policy Group

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Activation with Public MDS


	TRUE
	
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable user-initiated Activation with MDS


	TRUE
	
	

	System and Communication Protection


	Public Key Infrastructure Certificates


	SC-17


	Verify MDS Certificate


	TRUE
	
	

	Password Policy Group

	Access Control


	Account Management


	AC-2


	Forbidden Passwords


	List forbidden passwords based on local security policy (if applicable)
	
	

	Access Control


	Account Management


	AC-2


	Maximum Password History


	10 or more
	
	

	Access Control


	Unsuccessful Login Attempts


	AC-7


	Set Maximum Password Attempts


	6 or less
	
	

	Access Control


	Account Management


	AC-2


	Set Password Timeout


	30
	
	

	Access Control


	Account Management


	AC-2



	Suppress Password Echo


	TRUE
	
	

	Security Policy Group

	Access Control


	Use of External Information Systems


	AC-20


	Allow External Connections


	FALSE
	
	

	System and Communications Protection


	Mobile Code


	SC-18


	Allow Resetting of Idle Timer


	FALSE
	
	

	Access Control


	Concurrent Session Control


	AC-10


	Allow Split-pipe Connections


	FALSE
	
	

	System and Communication Protection


	Public Key Infrastructure Certificates


	SC-17


	Certificate Status Smart Card Timeout


	7 days or less
	
	

	System and Communication Protection


	Public Key Infrastructure Certificates


	SC-17


	Certificate Status Maximum Expiry Time


	168 or less
	
	

	System and Communication Protection


	Cryptographic Key Establishment and Management


	SC-12


	Content Protection Strength


	Stronger or Strongest
	
	

	System and Communication Protection


	Public Key Infrastructure Certificates


	SC-17


	Disable Invalid Certificate Use


	TRUE
	
	

	System and Communication Protection


	Public Key Infrastructure Certificates


	SC-17


	Disable Key Store Low Security


	TRUE
	
	

	Access Control


	Information Flow Enforcement


	AC-4


	Disable Peer-to-Peer Normal Send


	TRUE
	
	

	Access Control


	Use of External Information Systems


	AC-20


	Disable Public Photo Sharing Applications
	TRUE
	
	

	Access Control
	Use of External Information Systems
	AC-20
	Disable Public Social Networking Applications
	TRUE
	
	

	System and Communication Protection
	Public Key Infrastructure Certificates
	SC-17
	Disable Revoked Certificate Use
	TRUE
	
	

	System and Communication Protection
	Public Key Infrastructure Certificates
	SC-17
	Disable Unverified CRLs
	TRUE
	
	

	Access Control
	Information Flow Enforcement
	AC-4
	Disable USB Mass Storage
	TRUE
	
	

	System and Communication Protection
	Public Key Infrastructure Certificates
	SC-17
	Disable Weak Certificate Use
	TRUE
	
	

	System and Communications Protection
	Mobile Code
	SC-18
	Disallow Third-Party Downloads
	TRUE
	
	

	System and Communication Protection
	Use of Cryptography
	SC-13
	External File System Encryption Level
	4 – Encrypt to Device Key including multimedia directories
	
	

	System and Communication Protection
	Use of Cryptography
	SC-13
	FIPS Level
	1
	
	

	System and Communication Protection
	Cryptographic Key Establishment and Management
	SC-12
	Force Content Protection of Master Keys
	TRUE
	
	

	System and Communication Protection
	Use of Cryptography
	SC-13
	Force Include Address Book in Content Protection
	TRUE or FALSE
	
	Enabling this setting will protect address book information, but incoming calls will not display caller information when the BlackBerry is locked.  OPDIVs should set to TRUE if information in the address book contains PII.

	Access Control
	Information Flow Enforcement
	AC-4
	Force LED Blinking when Microphone is On
	TRUE
	
	

	System and Communication Protection
	Public Key Infrastructure Certificates
	SC-17
	Key Store Password Maximum Timeout
	60 or less
	
	

	System and Communication Protection
	Public Key Infrastructure Certificates
	SC-17
	Minimal Encryption Key Store Security Level
	Medium or High
	
	

	System and Communication Protection
	Public Key Infrastructure Certificates
	SC-17
	Minimal Signing Key Store Security Level
	Medium or High
	
	

	Access Control
	Least Privilege
	AC-6
	Password Required for Application Download
	TRUE
	
	

	Access Control
	Access Control for Portable and Mobile Devices
	AC-19
	Remote Wipe Reset to Factory Defaults
	TRUE
	
	

	Service Exclusivity Policy Group

	Access Control
	Use of External Information Systems
	AC-20
	Allow Other Browser Services
	FALSE
	
	

	Access Control
	Use of External Information Systems
	AC-20
	Allow Other Calendar Services
	FALSE
	
	

	Access Control
	Use of External Information Systems
	AC-20
	Allow Other Message Services
	FALSE
	
	

	Access Control
	Use of External Information Systems
	AC-20
	Allow Public AIM Services
	FALSE
	
	

	Access Control
	Use of External Information Systems
	AC-20
	Allow Public Google Talk Services
	FALSE
	
	

	Access Control
	Use of External Information Systems
	AC-20
	Allow Public ICQ Services
	FALSE
	
	

	Access Control
	Use of External Information Systems
	AC-20
	Allow Public IM Services
	FALSE
	
	

	Access Control
	Use of External Information Systems
	AC-20
	Allow Public Yahoo! Messenger Services
	FALSE
	
	

	S/MIME Application Policy Group
S/MIME Application Policy Group



	System and Communication Protection
	Public Key Infrastructure Certificates
	SC-17
	S/MIME Allowed Content Ciphers
	0 - AES-256

1 - AES-192 

2 - AES-128
	
	

	System and Communication Protection
	Public Key Infrastructure Certificates
	SC-17
	S/MIME Minimum Strong DH Key Length
	1024
	
	

	System and Communication Protection
	Public Key Infrastructure Certificates
	SC-17
	S/MIME Minimum Strong DSA Key Length
	1024
	
	

	System and Communication Protection
	Public Key Infrastructure Certificates
	SC-17
	S/MIME Minimum Strong ECC Key Length
	163
	
	

	System and Communication Protection
	Public Key Infrastructure Certificates
	SC-17
	S/MIME Minimum Strong RSA Key Length
	1024
	
	

	TLS Policy Group

	System and Communication Protection
	Use of Cryptography
	SC-13
	TLS Restrict FIPS Ciphers
	TRUE
	
	

	Wireless Software Upgrades Policy Group

	Access Control
	Access Control for Portable and Mobile Devices
	AC-19
	Allow Non Enterprise Upgrade
	FALSE
	
	

	Access Control
	Access Control for Portable and Mobile Devices
	AC-19
	Disallow Patch Download Over International Roaming WAN
	TRUE
	
	

	Access Control
	Access Control for Portable and Mobile Devices
	AC-19
	Disallow Patch Download Over Roaming WAN
	TRUE
	
	

	Access Control


	Access Control for Portable and Mobile Devices
	AC-19
	Disallow Patch Download Patch Over WAN
	TRUE
	
	

	Access Control


	Access Control for Portable and Mobile Devices
	AC-19
	Disallow Patch Download Over WiFi


	TRUE
	
	

	WTLS (Application) Policy Group

	System and Communication Protection
	Use of Cryptography
	SC-13
	WTLS Restrict FIPS Ciphers
	TRUE
	
	


19.1.   BlackBerry Mobile Data Service (MDS) Configuration Guide

	BlackBerry MDS Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Setting
	Completed
	Comments

	Access Control Properties

	Access Control
	Access Enforcement
	AC-3
	Pull Access Control: Authorization Enabled
	TRUE
	
	

	Access Control
	Access Enforcement
	AC-3
	Push Access Control: Authentication Enabled
	TRUE
	
	

	Access Control
	Access Enforcement
	AC-3
	Push Access Control: Authorization Enabled
	TRUE
	 
	


19.2.   BlackBerry Enterprise Server (BES) Configuration Guide
	BES Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Setting
	Completed
	Comments

	Access Control Properties

	System and Communication Protection
	Cryptographic Key Establishment and Management
	SC-12
	Encryption Algorithm
	AES
	
	


19.3.   BlackBerry Enterprise Server Third Party Applications Configuration Guide

	BlackBerry Enterprise Server Third Party Applications Configuration Guide 

	Category
	800-53
	800-53 Map
	Action
	Setting
	Completed
	Comments

	Access Control Properties

	Access Control
	Least Privilege
	AC-6
	Internal  Domains
	Specify Domain Names
	
	

	Access Control
	Least Privilege
	AC-6
	External Domains
	Specify Domain Names
	
	

	Access Control
	Least Privilege
	AC-6
	Browser Filter Domains
	Specify Domain Names
	 
	

	Access Control
	Least Privilege
	AC-6
	Disposition
	Optional
	
	

	Access Control
	Least Privilege
	AC-6
	Interprocess Communications
	Allowed
	
	

	Access Control
	Least Privilege
	AC-6
	Internal Network Connections
	Prompt User
	
	

	Access Control
	Least Privilege
	AC-6
	External Network Connections
	Prompt User
	
	

	Access Control
	Least Privilege
	AC-6
	Local Connections
	Allowed
	
	

	Access Control
	Least Privilege
	AC-6
	Phone Access
	Prompt User
	
	

	Access Control
	Least Privilege
	AC-6
	Message Access
	Allowed
	
	

	Access Control
	Least Privilege
	AC-6
	PIM Data Access
	Allowed
	
	

	Access Control
	Least Privilege
	AC-6
	Browser Filters
	Not Permitted
	
	

	Access Control
	Least Privilege
	AC-6
	Event Injection
	Not Permitted
	
	

	Access Control
	Least Privilege
	AC-6
	Bluetooth Serial Profile
	Allowed
	
	

	Access Control
	Least Privilege
	AC-6
	BlackBerry Device Keystore
	Allowed
	
	

	Access Control
	Least Privilege
	AC-6
	BlackBerry Device Keystore Medium Security
	Allowed
	
	

	Access Control
	Least Privilege
	AC-6
	Device GPS
	Prompt User
	
	

	Access Control
	Least Privilege
	AC-6
	Theme Data
	Allowed
	
	

	Access Control
	Least Privilege
	AC-6
	User Authenticator API
	Allowed
	
	


Signatures
The checklists contained in this document have been used to deploy the HHS Minimum Security Configuration standards for the NIH [IC] [Systemname] [servers, workstations, and/or network devices].  Areas of compliance as well as where implementation is not feasible or technically possible have been noted.  This written authorization will be maintained with the system accreditation package.
System:  _____________________________________________________________________________

ISSO_____________________________________________________________ Date________________

I Certify that the attached minimum HHS Minimum Security Configurations have been implemented as noted, including any deviations that are not feasible or technically possible. 

CA: ______________________________________________________________ Date:_______________
I Accept the attached implementation of the HHS Minimum Security Configurations, including any noted deviations and associated risks.  
 
DAA:_____________________________________________________________ Date:_______________
Appendix A: Document Feedback Form

The purpose of is form is to capture reviewer-suggested corrections, revisions, or updates for consideration and possible incorporation.  The information provided via this form will help improve the usefulness of the Document.  Please forward recommended changes and comments to the U.S. Department of Health and Human Services (HHS), Information Security and Privacy Program.

By E-mail:
SecureOne.HHS@hhs.gov
Subject:
Guidance Feedback

By Phone:
202-205-9581
	Document Title:

	>

	Section Number:

	>

	Category of Comment:

	 FORMCHECKBOX 

	A
	Administrative. Administrative comments correct what appear to be inconsistencies between sections, typographical errors, or grammatical errors.

	 FORMCHECKBOX 

	S
	Substantive. Substantive comments are provided because sections in the publication appear to be or are potentially incorrect, incomplete, misleading, or confusing.

	 FORMCHECKBOX 

	C
	critical. critical comments will cause non-concurrence with the publication if concerns are not satisfactorily resolved.

	 FORMCHECKBOX 

	M
	Major. Major comments are significant concerns that may result in a non-concurrence of the entire document if not satisfactorily resolved. This category may be used with a general statement of concern with a subject area, thrust of the document, etc., followed by detailed comments on specific entries in the publication which, taken together, constitute the concern.

	

	Comment:

	>

	Name of Submitting Operating Division (OPDIV):

	>

	Your Name and Title:

	>

	Telephone:

	>

	E-mail:


>

	Note: Use an additional blank sheet if needed.
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Appendix C: Acronyms

	Acronym
	Term

	CA
	Certifying Authority

	CIS
	Center for Internet Security

	CISO
	Chief Information Security Officer

	DAA
	Designated Approving Authority

	FISMA
	Federal Information Security Management Act of 2002

	HHS
	Department of Health and Human Services

	HIPAA
	Health Insurance Portability and Accountability Act

	ISSO
	Information Systems Security Officer

	IT
	Information Technology

	NIST
	National Institute of Standards and Technology

	OCIO
	Office of the Chief Information Officer

	OPDIV
	Operating Division

	OMB
	Office of Management and Budget

	PDD
	Presidential Decision Directive

	SP
	Special Publication


Appendix D: Glossary

Access Control—the process of limiting access to information or information technology (IT) resources solely to only authorized users, programs, processes, or systems.

Audit Trail—a chronological record of system activities to ensure the reconstruction and examination of the sequence of events and/or changes in an event. The audit trail may apply to information in an information system, input/output media controls, message routing in a communications system, or the transfer of communications security (COMSEC) material.

Authorize Processing—a processing that occurs when management authorizes, in writing, the operation of a system based on an assessment of management, operational, and technical controls. By authorizing processing in a system, the management official accepts the risks associated with it. 

Certification Authority (CA)—the individual responsible for conducting a comprehensive evaluation of the management, operational, and technical security controls in an information system to determine: the effectiveness of the controls in a particular environment of operation; and (ii) the remaining vulnerabilities in the system after the implementation of such controls. (Defined in NIST SP 800 37, Annex B.)

Designated Approval Authority (DAA) — is the senior management official or executive with the authority to approve the operation of an information system at an acceptable level of risk to agency operations. These operations include an agency’s mission, functions, image or reputation, assets, or individuals. Also known as Designated Accrediting Authority.
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