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This System Audit and Accountability template is written for all system Impact levels as defined in FIPS 199 and is intended only as a sample of one methodology.   Areas with a yellow background are instructional, and words in blue are to be replaced with pertinent information (e.g., system name(s), acronym(s), I/C name, organization name, etc.).
1.0 Purpose

The purpose of this document is to establish the [SYSTEM NAME] logging and auditing policy and procedures, and to identify staff roles and responsibilities in support of audit and accountability procedures.  This document addresses: (i) the creation, protection, and retention of information system audit records to the extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate information system activity; and (ii) how the actions of individual information system users can be uniquely traced to those users so they can be held accountable for their actions.
2.0 Scope

This document covers all [SYSTEM NAME] infrastructure and administrative personnel with responsibilities for establishing, reviewing, or enforcing auditing related functions of the system.
3.0 Roles and Responsibilities
As part of the [ORGANIZATION NAME], the [INFRASTRUCTURE MANAGEMENT ORG] team is charged with operating multi-user computer systems so that all critical business activities are performed on schedule, so that computer response time stays within acceptable limits, and so that the security of these multi-user systems is not jeopardized.  The following roles and responsibilities have been defined for the [SYSTEM NAME] logging and auditing functions.

[BACKGROUND AND GUIDANCE]

Organizations need to give particular consideration to the assignment of operational log management duties. Some organizations, especially those with highly managed environments, may choose to perform all log management centrally instead of at the individual system level. However, in most organizations, log management is not so centralized. Typically, system, network, and security administrators are responsible for managing logging on their systems, performing regular analysis of their log data, documenting and reporting the results of their log management activities, and ensuring that log data is provided to the log management infrastructure in accordance with the organization’s policies.
Additionally, some of the organization’s security administrators act as log management infrastructure administrators, with responsibilities such as the following: 

· Contacting system-level administrators to get additional information regarding an event or to request that they investigate a particular event.

· Identifying changes needed to system logging configurations (e.g., which entries and data fields are sent to the centralized log servers, what log format should be used) and informing system-level administrators of the necessary changes.

· Initiating responses to events, including incident handling and operational problems (e.g., a failure of a log management infrastructure component).

· Ensuring that old log data is archived to removable media and disposed of properly once it is no longer needed.

· Cooperating with requests from legal counsel, auditors, and others.

· Monitoring the status of the log management infrastructure (e.g., failures in logging software or log archival media, failures of local systems to transfer their log data) and initiating appropriate responses when problems occur.

· Testing and implementing upgrades and updates to the log management infrastructure’s components.

· Maintaining the security of the log management infrastructure. 

Another key responsibility of many log management infrastructure administrators is verifying the work of system-level administrators. When deciding how to divide log management duties, organizations might want to consider separation of duties and accountability. For example, having someone other than a system administrator review the logs for a particular system helps to provide accountability for the system administrator’s actions, including confirming that logging is enabled. Separation of duties considerations can have a significant impact on an organization’s logging policies, the resources necessary to support logging, and the design of log management infrastructures, should there be a desire to have large volumes of log data forwarded to log servers for independent reviews. 

Organizations need to determine how much analysis should be done by system-level administrators and how much by the log management infrastructure administrators. Generally, at least some analysis should be performed at the system level because the system’s administrators can often provide context for events recorded in the log data. For example, if a log shows that a system rebooted three times in an hour, an infrastructure administrator might not be able to determine why that occurred from reviewing other log entries, but a local administrator would know that the system was being patched at that time and that the reboots were intentional. Another reason for performing system-level analysis is that local administrators might have different interests than infrastructure administrators, such as identifying operational problems and other non-security concerns. Also, there are often far too many events for infrastructure administrators to review them all, and too much data to transfer across networks to the log management infrastructure. Performing analysis at the system level is also helpful to administrators in gaining a better understanding of each system’s characteristics so that they can fine-tune logging configurations.
Example Roles and Responsibilities might include:

· System and Network Administrators who are responsible for configuring logging on individual systems and network devices, analyzing those logs periodically, reporting on the results of log management activities, and performing regular maintenance of the logs and logging software.
· Security administrators who are usually responsible for managing and monitoring the log management infrastructures, configuring logging on security devices (e.g., firewalls, network-based intrusion detection systems, antivirus servers), reporting on the results of log management activities, and assisting others with configuring logging and performing log analysis.

· Computer security incident response teams who use log data when handling some incidents.
· Application developers, who may need to design or customize applications so that they perform logging in accordance with the logging requirements and recommendations.
· Information security officers, who may oversee the log management infrastructures

· Chief information officers (CIO), who oversee the IT resources that generate, transmit, and store the logs.
· Auditors, who may use log data when performing audits

· Individuals involved in the procurement of software that should or can generate computer security log data

· Application Administrator, responsible for configuring audit log settings within the system’s COTS/custom applications per approved policy;

· System or Information Owner, responsible for reviewing daily audit reports provided by the system; 
· Backup administrator, responsible for conducting daily/weekly/monthly read only backups to removable media and ensuring backups are properly transferred/transported to designated alternate storage location (e.g., other building, contracted service provider, etc.)

3.1 [List Specific Auditing/Logging Job Title]
· Auditing/Logging duty 1

· Auditing/Logging duty 2

· Etc.

3.2 [List Specific Auditing/Logging Job Title]
· Auditing/Logging duty 1

· Auditing/Logging duty 2

· Etc.

4.0 Logging and Auditing Policies and Procedures
NOTE: Controls AU-3, AU-5, AU-8, AU-9, AU-11, and AU-12 may inherit some audit and logging controls at the system (hardware and operating system) levels. The following sections should be used to identify only those auditing and logging controls that are managed by this system directly and not those inherited entirely from a parent (e.g., GSS) system. Where responsibility is shared, identify what is done at your system’s level. For example, controls AU-4, -5, -6, -7, -8, -9, -11, and -12 are all or partially inheritable from the NCI LAN GSS.
4.1 Policy (AU-1)
In accordance with NIH’s Audit and Accountability Policy, the [SYSTEM NAME] owner or administrator is required to:

· Maintain and protect [SYSTEM NAME] audit logs

· Ensure system and application audit logs XE "Audit:Logs"  record system activity by both system and application processes and user activities.

· Ensure systems are able to associate each auditable event XE "Auditable Events"  (see AU-2 below) with the individual identity of the user or system process that caused the event.

· For servers, ensure audit logs XE "Audit:Logs" /records are backed up no less than weekly onto a different information system or media than the system being audited.

· Ensure audit logs XE "Audit:Logs"  are protected as sensitive information and retained for an appropriate time period.  Audit logs XE "Audit:Logs"  should be retained at least 30 days.
· Ensure system administrators do not have “write” and/or “delete” access to audit trails XE "Audit:Trails" .
· Ensure a person other than the system administrator must conduct regular analyses of audit trails XE "Audit:Trails" , although the system administrator may also be permitted to review audit trails XE "Audit:Trails" 
· Ensure that staff are accountable for their actions as defined in the NIH Rules of Behavior XE "Rules of Behavior" , Limited Authorized XE "Authorized"  Personal XE "Personal"  Use of NIH Information Technology (IT) Resources policy, and the Non-Disclosure Agreement XE "Non-Disclosure Agreement" .
4.2 Auditable Events (AU-2) and Audit Generation (AU-12)
Auditable events may include but are not limited to events that show addition, modification, and/or deletion of information. System owners will determine auditable events based on risk assessments and continuous monitoring procedures. Audited events can be configured by authorized personnel to customized reports that include subsets of all auditable events as required, and allows authorized personnel to select which auditable events are to be gathered by specific components of the system.
Sample Text (Edit as appropriate for your particular system, and limit to those functions under your control, not those inherited or performed by parent or higher level systems)
The [SYSTEM NAME] generates audit records for the following events:

· Start up and shut downs of system or audit functions

· Successful and unsuccessful login and logout of users

· Actions taken by system administrator, system security administrators, and other “super users.”

· Account creation and maintenance (changes)

· Changes or attempts to change privileges and access controls for users and objects

· User access logs containing sufficient data to identify the information system user, date/time of access, location of access, actions taken, and data accessed.

4.3 Content of Audit Records (AU-3)
NCI Policy: The [SYSTEM NAME] captures sufficient information in audit records to establish what events occurred, the sources of the events, and the outcomes of the events.  This includes, at a minimum:

· Date and time of the event

· Component of the information system (e.g., software component, file, hardware component) where the event (i.e., accessed, modified, or deleted) occurred

· Type of event

· User identity

· Outcome (success or failure) of the event 

4.4 Audit Storage Capacity (AU-4) and Response to Audit Processing Failures (AU-5)
Please describe below the specific actions or configurations used to ensure this policy is met by [SYSTEM NAME]. For example, log files can be set to automatically begin overwriting when capacity has been reached (starting with oldest log files first; to create new log files once maximum log size is reached if applicable; to temporarily stop generating audit records (least desired option); or to shut down the system until resolved (last resort and only permitted if system is not mission critical).
The following steps are taken to ensure sufficient space is allocated to store audit records or that the system is configured to prevent such capacity from being exceeded.  
· Step 1

· Step 2

· Etc.

4.5 Audit Review, Analysis, and Reporting (AU-6)

The [SYSTEM NAME] Audit records are reviewed at least [list interval, i.e., daily each morning, weekly, monthly, upon notification of suspicious event, etc.]. In addition, [list designated person or role] regularly reviews/analyzes audit records for indications of inappropriate or unusual activity, investigates suspicious activity or suspected violations, reports findings to appropriate officials, and takes necessary actions. Refer to the policy titled ‘Limited Authorized Personal Use of NIH Information Technology (IT) Resources ’ for a list of these activities.
List/define any automated mechanisms in place to alert security and/or system personnel of inappropriate or unusual activities (do not include those functions provided by parent application/systems).
· Automated Response 1

· Automated Response 2

· Etc.

4.6 Audit Reduction and Report Generation (AU-7)

Define any automated report generation provide by [SYSTEM NAME] that helps collect, parse, organize, and display desired audit criteria.  The goal of this control is to reduce the burden and time it takes to review raw audit data and reduce risk of human error in interpreting results. For example, a reporting package (e.g., Crystal Reports) may be used to collect and organize raw log file data and generate daily reports that flag pre-defined events or values. Similarly, some COTS products may include auditing tools/dashboards that can be viewed by authorized audit personnel.
· Audit Reduction/Reporting Step 1

· Audit Reduction/Reporting Step 1

· Etc.

4.7 Time Stamps (AU-8)

NOTE: The Network Time Protocol (NTP) is a protocol for distributing universal time (UTC) by means of synchronizing the clocks of computer systems over packet-switched, variable-latency data networks.  NTP is critical to the operational functionality of NIH computers, scientific equipment, and information systems.  Therefore, CIT is the sole provider of NTP for the NIH community.  CIT’s NTP service is synchronized with the NIST NTP service.
[Sample Text]

All audit records are date and time stamped using the internal system clock, which is synchronized system wide.  System clock synchronization occurs [Daily, Weekly, other] to ensure accuracy of such time stamps and to reduce risk of manipulation of audit data.
4.8 Protection of Audit Information (AU-9)
Describe the processes used to address/implement the following account management controls and control enhancements:
[Sample Text]
· The [SYSTEM NAME] maintains and protects audit information and audit tools from unauthorized access, modification, and deletion.

· Audit logs are protected as sensitive information and retained for an appropriate time period. Audit logs should be retained at least 30 days.

· Administrators do not have “write” or “delete” access to audit trails.

· A person other than the system administrator must conduct regular analysis of audit trails, although the system administrator may also be permitted to review audit trails.

4.9 Audit Record Retention (AU-11)

[Sample Text]

[SYSTEM NAME] audit records are maintained for at least 30 days.  Audit logs may be required to be retained longer if there is an after the fact investigation of security incidents to meet regulatory and organizational information requests.
Describe whether and how audit records are backed up or replicated to other systems or offline media for long term storage and the basic processes followed.
· Audit Record Backup/Replication Process 1

· Audit Record Backup/Replication Process 1

· Etc.

5.0 Related Policies and Links

· NIH Enterprise Information Security Plan (EISP), August 2010 

· HHS IRM Information Security Program Policy
· Section 18.2 of NIST SP XE "NIST SP"  800-12
, An Introduction to Computer XE "Computer"  Security XE "Security" : The NIST Handbook XE "Handbook" , provides additional guidance

· Checklists and configuration guides at http://csrc.nist.gov/groups/SMA/fasp/provides a list of auditable events.

· NIST SP XE "NIST SP"  800-92, Guide to Computer XE "Computer"  Security XE "Security"  Log XE "Log"  Management
 XE "Management" , provides guidance on computer log management.
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