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This Configuration Management Plan (CMP) template is written for all system Impact levels as defined in FIPS 199 and is intended only as a sample of one methodology.   Areas with a yellow background are instructional, and words in blue are to be replaced with pertinent information (e.g., system name(s), acrnym(s), or name of the Institute or Center (IC).  Requirements about Low, Moderate, and High Impact system controls are included in the footnotes.  For more information about Configuration Management (CM), see the HHS Configuration Management Guide listed at: http://intranet.hhs.gov/infosec/docs/policies_guides/CMG/2003-03.doc.
1. Introduction

Configuration Management is a uniform practice for managing system software, hardware, and documentation changes throughout the system life cycle (SLC).

<Provide a brief statement that introduces the Configuration Management (CM) Plan and describes, in general terms, its use in managing the configuration of the specific project, or system.> 

1.1 Purpose

The purpose of this document is to identify and describe a Configuration Management (CM) process for the [system name(s) and acronym(s)] application(s).  This plan describes in simple, straightforward terms the processes required to ensure that changes occur within an identifiable and controlled environment.

<Describe why this CM plan was created, what it accomplishes, and how it is used.>
1.2 Background

The NIH [IC name] has identified the need for a configuration management plan to control changes to the [system name].  Currently, informal operational processes followed by each entity involved with the [system name] are the primary means of controlling [system name] changes.  This plan establishes a consistent, cross-organizational CM process for the [system name] architecture and its components.  It provides both [system name] managers and technical personnel the information they need to implement the [system name] CM activities and their flow.

<Brief description of the subject matter, what governing law (e.g., FISMA, FIPS 200/NIST SP 800-53), policy etc. pertain to or direct this guide.>
1.3 Scope

The scope of this document is the identification of a top-level configuration management plan for the [system name].  This plan presents CM activities for the application software.  Specifically excluded from this plan are application server hardware and operating systems, which is managed by the [IC name, or Center for Information Technology (CIT)] under it’s own Configuration Management Board.

<Define the scope of CM planning. Identify items that will be placed under configuration control.>
1.4 System Description

<Obtain from the application Risk Assessment or the System Security Plan a brief description of the system, its history, and the environment in which the project operates (mainframe, client/server, or standalone).  Also, describe the system architecture, operating system, and application languages. Identify other legacy or new systems with which this system interfaces.>
1.5 Document Overview

This document is divided into nine (9) major sections:

· Section 1.0 – Introduction. This section presents preliminary information concerning this document.  The introduction provides background information about [system name] the scope of this document, a description of the system, and the organization of this document.
· Section 2.0 – Roles and Responsibilities.  This section presents the roles and responsibilities of staff that support this project.
· Section 3.0 – CM Administration.  This section presents the location of the repository and the tools used.
· Section 4.0 – Configuration Identification.  This section presents the system components and baseline requirements.
· Section 5.0 – Configuration Control.  This section presents activities to ensure successful implementation of the [system name] application CM process.

· Section 6.0 – Configuration Status Accounting.  This section presents the CM tracking and reporting activities.
· Section 7.0 – Configuration Audit.  This section reviews the audit tasks and process.
· Section 8.0 – CM Plan Maintenance.  This section presents the CM program areas that need to be maintained.
· Section 9.0 – CM Maintenance for [system].  This section presents the CM related areas that need to be maintained at the system level.
· Section 10.0 – Appendices.  This section contains:

· 10.1 - List of acronyms
· 10.2 – Glossary
· 10.3 - List of references
· 10.4 - An inventory or system configuration

· 10.5 - System diagram
· 10.6 – Sample Request for Deviation/Waiver form
· 10.7 – Sample Change Request (CR) form

· 10.8 – Sample Change Impact Assessment (IA) sheet

2.  Roles and Responsibilities

<List CM roles and responsibilities in supporting this project activities. Provided below is a sample list from the HHS Configuration Management Guide.  Edit as appropriate.>
<Insert CM organization chart here.>
CM roles and responsibilities are as follows:
Configuration Control Board (CCB)

· Reviews and approves CM Plan
· Evaluates/approves/disapproves change requests

· Ensures proposed changes are limited to those necessary to correct deficiencies

· Satisfies changes in operational capability, personnel safety, and logistics support requirements

· Effects substantial life-cycle cost savings

· Maintains security requirements

· Prevents slippage from approved schedules

· Ensures proposed changes do not adversely affect external systems, subsystems, facilities, software, or services

· Establishes system baselines and authorizes changes to applications

· Works with other project team managers to facilitate the analysis and prioritization of system change requests (CRs)

Configuration Manager

· Oversees CM operations
· Manages CM staff

· Provides strategic direction to CM activities

· Supports CM activities, such as CCB meetings, change request analysis, and configuration audits

· Supports coordination/communication efforts with other activities

· Coordinates with external organizations to proactively identify software and documents, including updates/fixes and customizations, as required

· Determines if change is maintenance or emergency

· Completes CR notification

Configuration Management Specialist

· Works with engineers to analyze the impact of CRs and identify configuration items that may be affected
· Determines whom to consult in order to obtain an impact assessment and analyzes impact assessments

· Prepares reports and communicates/coordinates with program management and project management personnel

· Works with CM Manager and other project team managers to facilitate analysis of CRs

· Coordinates with external organizations and the Configuration Manager’s direction

· Manages CRs and monitors completion

· Prepares CCB meeting agendas and records and distributes CCB meeting minutes

· Supports the use of requirements management, change tracking, and version control tools

· Supports CM activities, such as configuration audits and reviews
· Supports the Configuration Manager

· Maintains and controls access to CM and development libraries and repositories

· Assists in completing CR forms

Chief Information Security Officer (CISO)

· Ensures IT security policies and procedures are followed
· Ensures all changes to IT systems and procedures are evaluated for security impact

· Authorizes use of Request for Deviation/Waiver

· Completes Change Impact Assessment Sheet

Information System Security Officer (ISSO)

· Implements security procedures
· Assists in completing CR forms

· Supports CCB in coordinating physical and functional audit reviews

· Coordinates with Project Managers and System Owners to ensure that security measures and security impact have been considered before and during CM process

Release Manager

· Works with developers/programmers to combine configuration items (CIs) and documents into release packages
· Deploys release packages

· Works with design engineers to ensure that updated documents are placed in the correct library

· Develops version description documentation and release notes/installation/upgrade instructions

· Supports CM activities, such as CCB meetings and configuration audits and other reviews

· Supports the Configuration Manager

CM Tool Administrator

· Maintains and controls access to the change tracking system (including CRs)
· Supports Configuration Manager, CM Specialists, and Release Manager

· Maintains version management tool

· Maintains requirements tool

Project Manager

· Manages projects and resources to ensure that CM principles are followed
· Develops descriptive documentation for CIs

· Adheres to CM procedures, such that only approved changes are incorporated into the documents and the CI

· Ensures traceability (each element is traceable back to a requirement element) in the configuration identification.

System Owner

· Responsible for ensuring that appropriate management, operational, and technical controls are incorporated into the IT systems under their controls
· Develops functional requirements

· Verifies that requirements are implemented in the applications

· Makes key decisions on implementation operations

· Prepares CCB charter and selects its members

Functional Analyst

· Collects or gathers requirements
· Prepares requirements documents and/or specifications

· Decomposes requirements into requirement elements (single concepts)

· Formats requirement elements into testable statements

· Numbers requirements to support future traceability

· Participates in CCBs

· Participates in configuration audits and reviews

· Provides impact analysis in his/her area of expertise

Systems Analyst

· Prepares system requirement documents
· Prepares system design documents

· Participates in CCBs

· Participates in configuration audits and reviews

· Provides impact analysis in his/her area of expertise

Design Engineer

· Creates design documents such that each design element is traceable to a requirement element
· Participates in CCBs

· Participates in configuration audits and reviews

· Provides impact analysis in his/her area of expertise

Administrator/Developer

· Translates design elements into traceable source code elements

· Participates in CCBs

· Participates in configuration audits and reviews

· Provides impact analysis in his/her area of expertise

Quality Assurance Specialist

· Ensures that all life-cycle products are substantively accurate and address the information system’s problems
· Develops and implements quality assurance plan

· Facilitates adherence to established processes, procedures, implementation methodology, and standards

· Reviews key documents

· Assists in Quality Assurance testing

· Provides suggestions and improvement ideas to constructively “Build quality” into program and project activities

· Supports CM activities, such as CCB meetings and CM audits

· Ensures that test documents are developed correctly, on a path parallel to product development, and that each test procedure is traceable back to a requirement element

· Conducts configuration audits and reviews.
3.   Configuration Management Administration

3.1 Repository

<Describe the resources used as a repository and to administer this CM project. Identify who is responsible for maintaining the repository.>
3.1.1 System Inventory

The [system name] application component inventory forms the basis for the [system name] architecture baseline and the [system name] Component Folders.  Since this inventory defines the scope of the entire CM process, it is critical that this inventory be accurate and complete.
3.1.2 System Folders
The [system name] application Component Folders are an integral part of the [system name] application CM process.  Each [system name] component has a CF identifying its configuration at deployment, its current configuration settings
, and any actions performed on the component.
3.2 Tools

<Describe any tools used. These tools may include the CCB, forms used for change control, conventions for labeling configuration items, software libraries, as well as any automated tools that may be available to support the CM activities.>
CM tools vary greatly in their capabilities and robustness.  Some CM tools only provide version control (e.g., Unix’s SCCS); while other tools provide built-in workflow support for the entire CM process (e.g., PCMS).  The [system name] developer maintains the software components using [tool name(s); e.g., SourceSafe].

4.  Configuration Identification

Configuration Identification is the basis on which the configuration items (CIs) are defined and verified; CIs and documents are labeled; changes are managed; and accountability is maintained.
4.1 Configuration Item (CI)
Configuration management involves identifying the configuration of an application system at given points in time, systematically controlling changes to the configuration, and maintaining the integrity and traceability of the configuration throughout the lifecycle.  The items placed under configuration management include the software and hardware products (e.g., operating system upgrades, file backup and restore software and hardware, routers and switches) that comprise the application as well as items required to create or maintain these products (e.g., initial routing tables and switch configuration data).  
Proper configuration management enables an organization to answer the following questions:

· What is the process for making changes to the application?

· Who made a change to the application?

· What changes were made to the application?

· When were the changes made?

· Why were the changes made?

· Who authorized the changes?

<Identify the CIs to be controlled and specify a means of identifying changes to the CIs and related baselines. At a minimum, the system itself, all Commercial Off-The-Shelf (COTS) software and hardware for the system (or application) to function, and any support software developed in-house or by contractor should be a CI.>
4.2 Baseline Establishment

<Describe what baselines are to be established. Explain when and how they will be defined and controlled. A configuration baseline document includes both system life cycle (SLC) documents and any other user support documents subject to change when the project changes. The standard baselines are functional baseline, which describes the system functional characteristics; allocated baseline, which describes the design of the functional and interface characteristics, and product baseline, which consists of completed and accepted system components and documentation that identifies these products.>
4.2.1 Select Components

This plan addresses the CM of the [system name] software and hardware.  Specifically excluded from this plan are application components.

The system owner, in conjunction with the CCB, will determine the application hardware and software components to be placed under CM.  The Appendix 9.4 is a preliminary list of [system name] application software items and components to be controlled.

4.2.2 Uniquely Identify Each Component

Applying component identification (CI) naming involves setting naming standards based on criteria about the component’s location, function, etc.  An example may include naming a server based on the location, model, and function.  The key in CI naming is setting a usable naming standard that can be applied across the entire enterprise of components within the CM scope.

4.2.3 Uniquely Identify System Interfaces 

Provide a list of interfaces to the system.  Describe their purpose and what they support.  Mention the data and functionality that is being controlled.  Explain the impact to business processes.
5.  Configuration Control

Configuration change management is a process for managing configuration changes and variances in configurations. Configuration control is the systematic proposal, justification, evaluation, coordination, approval, and implementation of changes after formal establishment of a configuration baseline.

5.1 Change Control

This section presents the [system name] configuration management process.  This process describes verbally and pictorially the CM activities and their flow.  The activity descriptions provide adequate information to enable [system name] personnel to make CM decisions, but they are not written at the procedure level of detail.

Configuration change control involves controlling and managing the changes to the application.  The goal of change control is to establish mechanisms that will help ensure the integrity of the application.  Proper configuration change control answers the following questions:

· What application components are controlled?

· How are changes to the application controlled?

· Who controls the changes to the application?

The major activities of configuration change control are:

· Defining and documenting the change control process

· Identifying and maintaining application configuration baselines

· Identifying and controlling application changes.

The following sections present the configuration change control activities for the [system name].

5.2 Process Overview

The [system name] CM process consists of the following phases:

1. Classification – A change is identified and routed to the appropriate organization for resolution via a change request (CR) form.  The CR provides information concerning the need to change a baseline system or system component (hardware, software, or documentation).

2. Evaluation – An initial solution is identified.  CM control is provided by either the [system name] Change Control Board (CCB) or Working Group (WG) depending on the nature of the proposed solution (component-only or [system name] application architecture).
3. Modeling and Testing – If the proposed solution involves an architectural change, the change is modeled and tested to determine its effect on the existing [system name] architecture.
4. Implementation – The final solution is approved and deployed to the [system name].

5.2.1 Control Application Changes

Generally, the system owner, in accordance with the [system name] CCB, will control first-tier application architecture changes; while operational procedures will control most second-tier application component changes.

5.2.1.1 [System name] Application Architecture

At the architecture level, only the [system name] CCB will have the authority to approve and make changes to the components of the [system name] architecture baseline.  Before considering any change, the potential change must be documented using a [system name] CR form.  This form describes the desired change, the justification for the change, the impact of implementing the change, and the eventual CCB decision regarding the change.   

The CR will be submitted to the Chair of the CCB who will route the CR to each organization on the [system name] CCB.  Each organization will fill in a [system name] Impact Assessment (IA) form documenting the impact of the change upon their organization.  If an organization will be affected by the change, the IA will be returned with notations or comments documenting the organization’s technical analysis, the impact on the organization’s schedule, cost, and labor resources, and any suggested alternatives to the proposed change.  If an organization will not be affected by the change, the IA will be returned indicating “no impact”.

The CCB will meet either in person or by teleconference to discuss the change.  The CCB will use the IAs and the meeting discussion to decide whether to approve or disapprove the proposed change.  The CCB meeting minutes will clearly document its decision and the rationale supporting its decisions.  These CCB minutes will be distributed to all CCB organizations and retained in the [system name] project files.

The figure below graphically presents the [system name] CCB process.  Appendix 9.6 contains sample [system name] Change Request and [system name] Impact Assessment forms.

<Insert CCB process diagram here.>
5.2.1.2 [System name] Application Components

At the component level, a small number of persons will be able to make changes.  The system owner, in accordance with the CCB, will identify the specific [system name] personnel authorized to make changes and the specific changes that each person is authorized to make.  The CR process will be used to request and approve changes to this authorization list, but no IAs will be required.

Each [system name] component will have an associated application Component Folder (CF) which will be used to track component level changes.  Any change, no matter how minor, made to that component must be recorded in the CF.  The CF will be started when a component is deployed into the [system name] and will depict the initial configuration of the component.  Subsequent changes to that component will be recorded by the entries in the CF.  The CF pertaining to a component may be either hardcopy or softcopy -- the critical factor is that the CF be readily available to application personnel.  (If it is difficult to enter and update information in the CF, the CF becomes a hindrance rather than a tool and probably won’t be maintained).

5.3 Configuration Control Board (CCB)

The [system name] Change Control Board is an integral part of the [system name] CM process -- the [system name] CCB is the only authorized mechanism to control [system name] architectural changes.
The [system name] CCB was established as a formal approval authority for changes.  It primarily exists to control changes to the [system name] architecture (e.g., deployment of a new piece of hardware); however, any application issue with significant cross-organizational impact should involve the [system name] CCB.  Written Change Requests (CRs), Impact Assessments (IAs), and meeting minutes will document the CCB’s consideration of an issue.

A Change Request (CR) form will initiate CCB consideration of a change.  Upon receipt of a CR, the CCB will request each member organization to research the incident and record its analysis on an IA.  These IAs will document the data upon which the [system name] CCB will have based its decision.  The [system name] CCB will document the appropriate change resolution activities and will authorize the affected organizations to perform them.  The [system name] CCB will be notified immediately when the actual change has been completed and the configuration status information will be updated accordingly.  The decision of the [system name] CCB and its rationale will be recorded on the CR.  The CR will be closed and copies distributed to each member organization.  Appendix 9.7 contains sample Change Request, and Appendix 9.8 contains a sample Impact Assessment form.

Each representative must have the authority to commit his or her organization.  Since the [system name] CCB will consider and resolve cross-organizational issues, its Chair is the person with the authority to mandate actions to the IT organizations.  In addition, since final responsibility resides with the CCB Chair, this person will also have the authority to mandate or override decisions made by the CCB.  Typically, the CCB Chair is a representative from the next level of management. 

5.4  Security Test and Evaluation (ST&E)

<Describe the security testing process after making any changes to the system.> 

After making any changes to the [system name], the CM team tests the system to verify its security status.  Remember, before the change, the system had a certain level of security. It is essential that the level be maintained.  Testing the system helps to ensure that the security posture of the system has not been adversely affected due to any changes made to the system.  The ST&E is part of the Certification and Accreditation (C&A) program.
Security Test and Evaluation (ST&E) examines and analyzes safeguards used to protect the IT system in its operating environment to determine its security posture.  It is used to assess the implementation of the security design. The HHS Information Security Program Policy
 requires systems undergo ST&E when there is a major change to the system. The findings of the test are analyzed to understand the reason for the impact of the change and how to resolve it if necessary.

6.  Configuration Status Accounting

<Explain that Configuration Status Accounting (CSA) is the process to record, store, maintain, coordinate and report the status of CIs throughout the system life. All software and related documentation should be carefully tracked from initial development to request for change, through the approval or disapproval of changes, to the implementation of changes.>
Configuration status accounting involves the recording and reporting of the change process.  The goal of configuration status accounting is to maintain a status record of all items in the application baseline, thus providing traceability of all changes to the application.  Proper configuration status accounting answers the following questions:

· What changes have been made to the system and when were they made?

· What components were affected by this change?

The major activities of configuration status accounting are:

· Identifying the configuration status information to be recorded

· Maintaining a record of configuration changes

· Reporting the status of application configuration management

The following sections present the configuration status accounting activities for the [system name].

6.1 Identify Status Tracking Information

The following configuration status information will be regularly tracked at the architecture level:

· Current [system name] Architecture

· Inventory of Current Application Components

· Open Change Requests

· Closed Change Requests

· Components Affected By Change Requests
· Open Engineering Requests
· Closed Engineering Requests.
This information will enable the IT organization to monitor the [system name] architecture, to identify potential trouble spots, and to plan potential enhancements.

At the component-level, the Configuration Folder (CF) will provide configuration status information for each individual [system name] component.  This information will not normally be tracked at the organizational level, but can and should be made available in special circumstances. 
6.2 Maintain Accounting of Changes

First-tier, architectural configuration status information will be recorded and maintained in a centralized repository; most typically some sort of database.  This repository contains the inventory of application components and their status, as well as the proposed and implemented changes to the application.  Second-tier, component configuration status information will be recorded and maintained in the individual CFs.  These folders may be hardcopy (e.g., a manila folder next to a hub) or electronic (e.g., a database containing all [system name] routers and their configuration).  Regardless of their form, CFs must be easy for application personnel to access so that they may record what they did to the component at the same time they performed the action.

Since the configuration status information is crucial to ensuring the integrity of the [system name] baseline, its components, and the [system name] CM process, only authorized personnel update this data.  The [system name] CCB will identify the specific [system name] personnel authorized to update the status information changes and the specific changes that each person is authorized to make.

6.3 Prepare and Report Status 

Regular monitoring
 of the configuration status information will enable IT to identify trends and potential trouble spots in the [system name].  Each IT organization and the [system name] CCB will determine the reports required for performing this analysis.

7.  Configuration Audit

<Describe how informal and formal audits will be accomplished for the purpose of assessing compliance with the CM plan. These could include baseline audit, functional configuration audit, physical configuration audit, software and hardware physical configuration audit, and subcontractor configuration audits.>
Configuration reviews will be performed periodically to verify the correctness of the configuration status accounting information.  The goal of a configuration review is to verify that all application components have been correctly identified and that all application changes have been properly managed.  Periodic configuration reviews will also enable the CCB to assess the effectiveness of the [system name] CM process and to identify potential modifications.  Proper configuration reviews answer the following questions:

· Are the configuration status accounting records accurate and complete? 

· Does our configuration management process work effectively? 

The major activities of a configuration review are:

· Identifying the information to be reviewed and performing the review

· Documenting and analyzing the results of the review.

The following sections present the configuration status accounting activities for the [system name].

7.1 Perform Configuration Review

Periodically, the configuration status information will be reviewed to verify its accuracy and completeness.  The [system name] CCB will identify the configuration reviews to be performed.
The Physical Application Review will analyze and note any discrepancies between the configuration status information and the physical [system name].  This is a detailed review which compares the data in the repository and CFs with the actual physical configuration of the deployed application components.  This review is roughly equivalent to the Physical Configuration Audit in a traditional CM.
7.2 Document and Analyze Results

The results of the configuration review will be documented and made available to the [system name] CCB and [system name] IT organizations.  These organizations will use the findings to identify and correct discrepancies in the configuration status information.  In addition, the [system name] CCB would analyze inefficiencies and problems identified in the [system name] CM process and undertake to resolve them.

8.  CM Plan Maintenance

<Describe the activities and responsibilities necessary to ensure continued CM planning during the life cycle of the project. State who is responsible for monitoring the CM plan. Describe how frequently updates are to be performed; how changes to the CM plan are to be evaluated and approved; and how changes to the CM plan are to be made and communicated.>
Implemented changes are made under the direction of the CM Team and the CCB.  These changes must be accounted for or managed.

9.  CM Maintenance for [system name]
9.1 Document Changes

Any system changes must be documented. This ensures that the system history will always be available and up-to-date. At some point, it may be necessary to examine prior changes to the system. This information should include the change, when it was implemented, and who implemented it.

9.2 Audit Changes

This activity verifies that the system changes corrected the intended CI.  Auditing also includes validating that the change fulfills its function.  This "check and balance" approach ensures system changes are tracked effectively, and that user acceptance testing is properly authorized by the CCB.

Physical and functional audit data must be documented and be part of the CM plan.  This data is the result of the audits conducted to ensure that CM personnel are performing their associated duties properly.  Physical auditing will be done to ensure that the design matches the deliverable. The goal of the functional audit is to determine that the data requirements are met.  The system’s functionality is also reviewed for proper operating performance.

9.3 Maintain Data and Hardware

Data and hardware maintenance must be regularly scheduled.  Maintenance is performed under the guidance of the CCB.  Records of any type of maintenance must be tracked.  Any type of information pertaining to the system and operations performed on it should be recorded.  Maintaining all system data and a history of system maintenance will provide an accurate history of the system.  All system documentation involving recent changes, from system development through maintenance, and up to disposal, must be maintained.  This information is essential for evaluation and larger future changes.

Documents such as the System Security Plan (SSP) must be controlled as they are stored, retrieved, released, produced, and distributed.  Ensuring that these documents are always kept current and made available is essential to system maintenance.
9.4 Update Changes

Systems will be changed as necessary to ensure more effective operation environment. These changes may be a result of a direct order or to counter a vulnerability.  Updates are necessary to keep the system functioning properly.  The CM team must update any data and follow up on any changes to the system on a continual basis.

As such, it is vital to this process to have personnel diligently following up on data that needs to be updated, changed, or replaced.  As an evolving system, CM constantly includes an ever-growing set of documents to support the IT infrastructure of the organization.

9.5 Train [System Name] Personnel

This CM process changes current [system name] operations, maintenance, and engineering procedures; consequently, all [system name] personnel will be trained in the new CM process.  Since people generally retain information better when they are required to use it, IT should consider conducting the training no more than 30 days prior to transition to the [system name] CM process.

10.   APPENDICES

10.1   Acronyms

	CCB
	Configuration Control Board

	CI
	Configuration Item

	CF
	Component Folder

	CM
	Configuration Management

	CP
	Contingency Plan

	CSA
	Configuration Status Accounting

	CSCI
	Computer Software Configuration Item

	CISO
	Chief Information Security Officer

	FCA
	Functional Configuration Audit

	FISMA
	Federal Information Security Management Act of 2002

	HHS
	Department of Health and Human Services

	HIPAA
	Health Insurance Portability and Accountability Act

	HWCI
	Hardware Configuration Item

	ISSO
	Information Systems Security Officer

	IT
	Information Technology

	NCSC
	National Computer Security Center

	NIST
	National Institute of Standards and Technology

	OIRM
	Office of Information Resources Management

	OMB
	Office of Management and Budget

	OPDIV
	Operating Division

	PCA
	Physical Configuration Audit

	PM
	Project Manager

	SCR
	System Change Request

	SLC
	System Life Cycle

	SO
	System Owner

	SP
	Special Publication

	SSP
	System Security Plan

	ST&E
	Security Test and Evaluation

	TG
	Technical Guide


10.2   Glossary

Baseline—a set of critical observations or data used for a comparison or a control. A baseline indicates a cutoff point in the design and development of a configuration item beyond which configuration does not evolve without undergoing strict configuration control policies and procedures.

Configuration—functional and physical characteristics of hardware or software as set forth in technical documentation or achieved in a product.

Configuration Accounting—the recording and reporting of configuration item descriptions and all departures from the baseline during design and production.

Configuration Audit—an independent review of computer software for the purpose of assessing compliance with established requirements, standards, and baselines.

Configuration Control—the process of controlling modifications to the system's design, hardware, firmware, software, and documentation which provides sufficient assurance the system is protected against the introduction of improper modification prior to, during, and after system implementation.

Configuration Control Board (CCB)—an established committee that is the final authority on all proposed changes to the information technology (IT) system.

Configuration Identification—the identifying of the system configuration throughout the design, development, test, and production tasks.

Configuration Item—the smallest component of hardware, software, firmware, documentation, or any of its discrete portions, which is tracked by the configuration management.

Configuration Management—a discipline applying administrative, technical direction, and surveillance to identify and document the functional and physical characteristics of a configuration item, control changes to those characteristics, record and report change processing and implementation status, and verify compliance with specified requirements.

Control—an element of configuration management, consisting of the evaluation, coordination, approval or disapproval, and implementation of changes to configuration items after formal establishment of their configuration identification.

Identification—an element of configuration management, consisting of selecting the configuration items for a system and recording their functional and physical characteristics in technical documentation.

Item—an aggregation of hardware, software, or both that is designated for configuration management and treated as a single entity in the configuration management process.

Maintenance—the process of modifying a system or system component after delivery to correct faults, improve performance or other attributes, or adapt to a changed environment. 

Security Test and Evaluation (ST&E)—an examination and analysis of the security safeguards of a system as they have been applied in an operational environment to determine the security posture of the system.

System—a collection of components organized to accomplish a specific function or set of functions.

System Life Cycle (SLC)—the period of time that begins when a system is conceived and ends when the system is no longer available for use. It usually includes the following phases: definition/initiation, design/development, implementation/integration, installation/operation, and disposal.

10.3   References
<List the documents that are referenced to support the CM process including any project or standards documents referenced in the body of the CM plan.>
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-12, Introduction to Computer Security: The NIST Handbook, April 1997.

NIST SP 800-18, Guide for Developing Security Plans for Information Technology Systems, December 1998. 

National Computer Security Center (NCSC)-Technical Guide (TG)-006-88, A Guide To Understanding Configuration Management In Trusted Systems, March 28, 1988.

Office of Management and Budget (OMB) Circular A-130, Management of Federal Information Resources, November 28, 2000. 

Public Law 100-235, The Computer Security Act of 1987, January 8, 1988.

Public Law 104-191, Health Insurance Portability and Accountability Act of 1996 (HIPAA), August 21, 1996.

Public Law 107-347 [H.R. 2458], The E-Government Act of 2002 Title III of this Act is the Federal Information Security Management Act of 2002 (FISMA), December 17, 2002.

10.4   System Inventory or System Configuration

<List all system hardware and software covered by the CM plan.>
	Component Name/ Server Name
	Hardware Manufacturer

(Name/Version)
	Number
	Software (Name/Version)
	Location
	Primary Function

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


10.5   System Diagram

<Provide a system diagram that will describe the system and the location of system components covered by the CM plan.>
10.6   Sample Request for Deviation/Waiver Form


RFD

RFW
Date prepared: __/__/__
Originator's Name, Organization Code, Phone: 

System Owner's Name, Organization Code, Phone: 

Title of Deviation/Waiver: 

System Affected: 

System Components Affected: 


Reason for Deviation /Waiver: 

Describe any similar changes: 

Plan for Correction: 

Related SCR Numbers: 










Affects System Support: 









Needed By (Date/Event): 









Effect on Cost/Price: 










Authorized Signature/Date: __/__/__
10.7   Sample System Change Request (CR) Notification Form

CR No: 

Operational Status: 

Date Originated: 

Originator/Org: 

Submit Date: 

Originator Phone: 

Close Date: 

Reporting Site: 

DESCRIPTION

System: 

Subsystem: 

Developer: 

Status: 

Needed By Date/Event: 

Priority: 
 
Configuration Manager: 

Change Type: Hardware
 Software
 Firmware
 Other (specify)

Description of SCR (include version number or requirement if applicable) 

ANTICIPATED IMPACTS

Software Impact: 

Hardware Impact: 


Training Impact: 

Data Impact: 

Security Impact: 

Related Changes: 


Estimated Staff-hours


Site(s) Affected: 

NOTES

REVIEW BOARD

CCB Date: 

CCB Disposition: 

TESTING

Tester:

Date System Test Completed: 

Acceptance Test Completed: 

Implementation Date/Deployment Date: 

QUALITY ASSURANCE


Date QA Review: 

Documents Completed: 

CONCURRENCE

Dates: [Project Manager (PM), System Owner (SO)] 




_____
























___________
CHANGE HISTORY:

























___________
























___________
10.8   Sample Change Impact Assessment (IA) Sheet

SCR Number: ________________________
Title of Change: ____________________________________________________________
System Affected: 

System Components Affected: 

Interfaces Affected: 

Documents Affected: 

Training Affected: 

Security Affected: 

Sites Affected: 

Effect on Operations: 

Effect on New Development: 

Implementation Planning: 

Staff Hours and Labor: ______________________________________________________
Cost: ____________

Task Order Change Proposal Required: 
 Yes
__ No

Impact Assessment Conducted by: 

Name:  ______________________________

Signature: ____________________________  Date: __/__/__
� For High Impact systems it is required that automated mechanisms be employed to centrally manage, apply, and verify configuration settings.


� For all systems it is required that there be a baseline and an inventory of the system’s constituent components.  For Moderate Impact systems it is required that the baseline configuration be an integral part of the information system component installations.  For High Impact systems it is required that automated mechanisms be employed to maintain an up-to-date, complete, accurate, and readily available baseline configuration.


� Configuration Change control is not required for Low Impact systems.  For High Impact systems automated mechanisms are required to (1) document proposed changes to the information system, (2) notify appropriate authorities, (3) highlight approvals that have been received in a timely manner, (4) inhibit change until necessary approvals are received, and (4) document completed changes to the information system.


� � HYPERLINK "http://intranet.hhs.gov/infosec/docs/policies_guides/ISPP/Information_Security_Program_Policy_07192005.doc" ��http://intranet.hhs.gov/infosec/docs/policies_guides/ISPP/Information_Security_Program_Policy_07192005.doc�


� For Low Impact systems there is no requirement to enforce access restrictions associated with changes to the information system.  For High Impact systems automated mechanisms are required to enforce access restrictions and support auditing of the enforcement actions.


� Monitoring configuration changes is not required for Low Impact systems.
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